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Introduction 


“Vout probably not alone if you’ve ever had the “Clapper®” jingle stuck in 
your head. Although “Clap on, Clap off, Clap on, clap off...the Clapper” 
can become a maddening tune running through your head, the Clapper still has 
the distinction of being one of the first home automation products. It might not 
seem inherently “smart,” but it provides a home-friendly function with just the 
clap of the hands. 

This book steps beyond the simple functions of the Clapper, introducing you 
toanumber of products that can be used for everything from controlling lighting 
levels, watering your lawn, closing your drapes, and managing sundry appli- 
ances in your home. 

We start simply, introducing you to some concepts in the world of Smart 
Home. This includes some of the terminology, an explanation of various prod- 
ucts and projects, as well as some design basics. From there, we look at specific 
projects. Each chapter introduces a new project that you can refer to as you build 
your own Smart Home. 

The core of our Smart Home is the Omni II security system by Home Automa- 
tion, Inc. This provides not only security functions, but also ties in various X10 
devices that can react when an alarm is tripped. While this device is not neces- 
sary to complete most of the projects in this book, it does provide an 
understanding for intermediate and advanced Smart Home projects that would 
utilize a security system or a home automation system. 


xvii 
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Introduction 


Again, it is not necessary to spend thousands of dollars on your home auto- 
mation system. There are a number of very useful, utilitarian, and downright 
cool projects that you can implement without spending stacks of cash. As such, 
each chapter explains these projects (like connecting interior lighting, for exam- 
ple) and will give you ideas on how you can modify the project for your own, 
individual circumstances. 

The thought of making your home a Smart Home might seem daunting. 
Indeed, when you start cutting into walls and pulling cabling through the void, 
it might seem like you've lost your senses. However, given an understanding of 
your needs and wants, adequate planning, and some research into the best solu- 
tion, Smart Home renovation shouldn’t be too frightening. It’s even less 
disturbing if you employ some of the easier (and readily available) options like 
X10. If you’ve ever thought about increasing the functionality, security, or 
wow-factor of your home, we’re here to walk you through the process of turning 
your home into a Smart Home. 


vee Wer 


Neet the 
Smart Home 
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laundry was beaten. In that year, the washing board was invented, making 

the process of cleaning one’s laundry astronomically easier. More than a 
century later—in 1908—cleaning one’s clothes took another quantum leap forward 
with the advent of the electric washing machine. Now, as we’re fresh into the 21” 
century, we cannot imagine scrubbing our laundry against a washing board, let 
alone stumbling down to the river’s edge and beating our clothes against a rock. 

Similarly, but at a much accelerated pace thanks to computers, we are able to 
eliminate life’s little inconveniences around the home. Home automation is taking 
a lot of the tedium out of our lives. Sure, it’s simple enough to flip a switch to turn 
ona light—and it’s much easier than climbing a ladder to ignite a gas lamp. How- 
ever, we’re at a place in time where we don’t even have to touch a light switch 
anymore—a computer can automatically do it for us. Some might call that “lazi- 
ness”; we like to think of it as “progress.” 

From piping audio and video through the home to automatically watering the 
lawn, there are scores of places where Smart Homes can make your life easier, or 
make it downright cool. If you've got the time and inclination, there isn’t anything 
that cannot be automated in your home. 


Pi to 1797, the washing machine was little more than a rock against which 


Meet Your Smart Home 


Smart Homes can be as simple or as complex as you want. Maybe you’re only in 
terested in dimming the lights in your kitchen. Or, maybe you want to do something 
more comprehensive, more complex, like setting up the whole house to be on a 
certain schedule and to work with your family’s daily routine. Whatever your 
needs, there’s a Smart Home gadget or system to handle it for you. 

Let’s take a look at an average day in the life of Mr. and Mrs. Joe Smarthome, 
their kids, and their totally tricked out, automated home. 
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Waking Up 


Figure I-l 

An Omnistat RC-80 
thermostat by Home 
Automation, Inc. 


It’s 5:30 a.m. and the Smart Home is waking up before Joe and his family have to. 
After a long night with the temperature turned down to save money, the Smart 
Home sends a signal to the thermostat—like the Omnistat RC-80 shown in 
Figure 1-1—to start warming up the house. By 6 a.m., the house is nice and toasty 
and now it’s time to get up. As the security system is automatically deactivated, 
the lights in the master bedroom come on at a low level. Over the next couple 
minutes, they get a little brighter. Simultaneously, soft music is pumped into the 
room. The lights in the kids’ rooms remain out and they don’t get the serene 
wake-up music—they don’t have to get up for another half hour. 


The coffee pot started automatically, so by the time Joe makes it downstairs, 
there’s a fresh pot of java ready to go. Outside, he notices that the sprinklers are 
already spraying, giving the lawn a fresh drink of water. After a few minutes, 
they shut off by themselves. If it had rained during the night, a sensor in the lawn 
would have indicated that the lawn had plenty of water, and an automated 
sprinkling wouldn’t have been necessary. As such, the sprinkler would not have 
come on, saving on water usage. 


During the Day 


When all the showers have been taken and the dishwasher completed its load of 
breakfast dishes, the water heater automatically turns off, rather than running 
constantly. This saves Joe and his family some money, because there is no need to 
maintain a tank of hot water when no one’s home. 

Once everyone is out the door and on their way to work or school, the secu- 
rity alarm is set and the Smart Home turns off all the lights the kids forgot about. 
There are a number of sensors keeping the house safe and secure—they are 
motion sensors, door and window sensors, and fire detectors, all making sure 
everything is safe. 

A few minutes before everyone hit the door, the thermostat turned off the 
heat, automatically bringing the temperature down to its “away” level. The dog 
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laps at his water dish periodically throughout the day, the dish automatically re- 
filling itself when it runs low. 

During the day, Joe checks his house periodically via his web browser. His 
Smart Home controls are linked via web software, so he can check the status of 
various items in his home, even while he’s at the office. Noticing that it’s overcast 
out, Joe turns on a light in the kitchen, so Fido doesn’t feel shut in. 


Welcome Home 


At 3:30 p.m., the spa heater automatically turns on, warming the water for Mrs. 
Smarthome’s daily post-work dip. A half an hour later, the water is warm and 
waiting for her tired muscles, but not so fast! 

Potential disaster has threatened the house while everyone was away at 
work! No, thugs didn’t try to break into the home (if they had tried, the security 
system would have scared them off, notified the police, sent an e-mail to Joe at 
work, and sent a message to his cellular phone). Instead, the washing machine 
has overflowed onto the utility room floor. Luckily, when this potential disaster 
occurred, a sensor detected the spill and immediately shut off the water. The 
most that Joe will have to do is to mop up a little water and restart the machine. 
Luckily, water didn’t keep shooting out, seeping into other parts of the house, 
and causing untold and expensive damage. 


A Relaxing Evening 


After dinner, the family is ready to unwind after a long day at school and work. 
When everyone can agree on what to watch on television, things go smoothly. 
Those times are few and far between, however. As such, Joe watches television in 
the family room—the lights automatically dim to a level he’s preset for watching 
movies. Joe’s wife is upstairs reading and listening to the stereo. The stereo, it 
should be noted, is physically situated next to the television set Joe is watching. 
However, the audio is piped to various speakers located throughout the house 
and are controlled remotely, so she can listen to whatever she wants, without 
having to go into the family room. 

In the computer room, Johnny is engrossed in his homework, while Jenny 
chats on the telephone with her friend. Because they have a digital subscriber 
line (DSL), Jenny is still able to use the telephone while Johnny is online. The DSL 
line offers an added benefit to the Smart Home: the computer is always con- 
nected to the Internet, so various Smart Home functions can be monitored and 
managed from anywhere there is a web browser. Occasionally, Joe uses his 
laptop with its wireless connection to tweak elements of their Smart Home. 
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When she’s done chatting with her friend, Jenny decides to tackle her home- 
work. She’s having a little trouble understanding some of the concepts, so she 
takes her laptop around the house, looking for help. Because her laptop is con- 
nected to a wireless LAN, Mrs. Smarthome can help Jenny find the information 
on the World Wide Web—even from the living room. 


Going to Bed 


Time for bed. Once everyone is tucked in, the security system is again set and 
vigilant for any signs of trouble. Joe isn’t quite ready to go to sleep yet, so he sits 
up in bed and reads. He turns on the bedroom light immediately over his side of 
the bed, just a little bit so he can read, but not enough to keep his wife awake. 
Meanwhile, music plays softly in the background. It doesn’t take long for Joe to 
be lulled asleep, in spite of his best efforts to get through his book. The Smart 
Home, however, has been programmed to be aware of Joe’s nocturnal reading 
habits and—at a certain time—turns off the stereo and lights, completely. 


The Still of the Night 


Figure I-2 

A pet-immune 
security sensor lets 
pets wander about 
without activating 
the alarm. 


It’s 2a.m. and everyone’s been nestled in for hours. The grandfather clock in the 
hallway ticks slowly and the dog sleeps at the foot of Johnny’s bed. The dog is 
thirsty and gets up to get himself a drink of water. After sauntering out into the 
hallway, he passes a number of security system sensors on his way to his dish. 
However, these sensors, like the one in Figure 1-2, are so-called “pet-immune” 
and have been adjusted so that Fido doesn’t set them off. He gets his drink of 
water, then goes back to sleep. 


At 3:30 a.m., nature calls. Jenny gets out of bed and makes her way to the hall. 
Rather than flip on the lights and wake up everyone in the house, the Smart 
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Home detects her presence. Aware of the time and her probable need for a 
late-night trip out of her room, it activates the lights en route to the bathroom. 
Don’t worry about Jenny getting the corneas blasted out of her head—the lights 
come on at a very low level. The light is dim enough so she isn’t blinded, but she 
can also see her youngest brother’s Thomas the Tank Engine trains scattered 
throughout the hallway. Once she’s returned to her bedroom, the lights automat- 
ically turn off. 


Smart Home Basics 


There is a definite, concrete distinction between what someone needs and what 
someone wants. Abraham Maslow demonstrated this with his famous “ Hierar- 
chy of Needs” in 1943. At the top of his list are such physiological needs as air, 
food, water, and heat—truly, things we need. As the list progresses, it gets a little 
more esoteric with things like “self actualization” and “esteem needs.” So what 
does this foray into Philosophy 101 have to do with Smart Homes? Let’s be 
honest: no one needs their home lighting wired to the garage door opener. No 
one needs to be able to check their house’s temperature from a web browser on 
the other side of the world. Nowhere on Maslow’s Hierarchy of Needs are “inte- 
grated home security systems” listed. Of course, it could be argued that’s just 
because Maslow didn’t live in this day and age. 

True, we don’t need any of the stuff Smart Homes have to offer, but some of us 
sure do want them. There are a number of benefits inherent to Smart Homes. 
First—and for many it’s an important consideration—a Smart Home can save 
money. This is achieved through savings in heating, cooling, water, and other 
utility costs. Additionally, Smart Homes offer more enhanced security mea- 
sures, reduce a number of rote tasks, and offer an increase in entertainment. 

So what, exactly, can you do to smarten up your home? There are a number of 
home automation projects that can do anything from control your stereo to cas- 
cade lights on and off as you walk through the house at night. You can make your 
Smart Home as simple or as complex as you'd like. Sure, look around for infor- 
mation about sample Smart Home projects, and you're likely to hear about what 
Bill Gates did to his house and what a handful of other enthusiasts have man- 
aged to, pushing the envelope on both home automation and cost. You don’t 
have to do quite that much—but you can. 

For example, if you just want to be able to dim the lights in your bedroom 
without having to get out of bed, that isa simple enough project, and it won’t cost 
more than US$100. If you don’t mind getting out of bed to dim your lights, the 
project will only cost about US$30. 


8 Chapter | 


The following explore various Smart Home projects and show where, in this 
book, we will talk about these projects in more depth. 


Home LAN 


Wiring 


The core of the Smart Home is its computer network. Of course, the term “com- 
puter network” connotes a huge, NASA-style arrangement of dozens of 
computers connected by miles of wiring to mysterious boxes with flashing 
lights. The fact of the matter is you don’t have to turn your house into the bridge 
of the starship Enterprise to develop a functional Smart Home. If you're like 51 
percent of Americans, you already have a home computer (according to the US 
Census Bureau). You might even have two or more computers at various loca- 
tions throughout the house (the home office, your son’s room, the kitchen, and so 
forth). In order for you to make your home local area network (LAN), all you 
need to do is hook those two computers together. A LAN is also helpful to share 
your computers’ resources—the ability to share an Internet connection, share 
hard drives, and access files and folders located on each computer. If you only 
have one computer—and don’t see a burning need to buy another one—you can 
still make your Smart Home work just fine. 

In order to fully integrate our Smart Home, we're going to use X10 modules 
(more on X10 and what it’s all about in Chapter 2). These modules are used to con- 
nect various appliances, lights, and other goodies with your computer or home 
LAN. Can’t wait to get started on your home LAN? Flip ahead to Chapter 4. 


Possibly the most frightening aspect of Smart Home modification comes when 
the notion of wiring is brought up. We won’t lie to you: snaking wire through 
your house is a chore. However, you don’t have to put new wiring in your home 
for each and every project. The fact is that new wiring will be necessary for only 
very specialized projects. For example, if you decide you want whole-house 
audio or video, it’s a good idea to install some coaxial cable and speaker wire be- 
tween your home entertainment center and the satellite rooms you wish to 
connect—it is also helpful to have installed some Cat 5 cabling when connecting 
your computers into a home LAN. 

The inclusion of new wiring improves some projects, simply because there is 
no signal loss and the wiring provides a better connection. We'll take some of the 
sting out of home rewiring in Chapter 2 and explain better when and where you 
might need to undertake a wiring project. 
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Security 


Figure 1-3 

The OmniLT 
Controller by Home 
Automation, Inc. 


What would a Smart Home be without a security system? Though most security 
systems are designed as stand-alone units—whether they are monitored or 
not—many can be controlled as part of aSmart Home set up, like Home Automa- 
tion, Inc.’s OmniLT device, shown in Figure 1-3. For example, if you’re at work, 
you can use your web browser to check on your home security system. If one of 
the sensors is tripped, not only can you set your security system to contact the 
monitoring station, but it can also turn on your TV, stereo, the exterior lighting, 
and anything else you want to do to scare off would-be intruders (or at least ag- 
gravate your neighbors). 


There are also measures you can take to make your home look lived in, even if 
you're out of town or working late. Setting up some lights on a preset schedule is 
a preventive measure you can take for the cost of just a few dollars. 

Security and the Smart Home is a big topic (after all, once you install all that 
Smart Home gear, you don’t want some thug breaking in and making off with it), 
and we cover it in Chapter 5. 


Lighting 


Consider the new, 10,000-square-foot Smart Home on the fringes of Las Vegas. In 
addition to a number of other home automation accessories, it includes a 
number of kicked up lighting tools. The home uses a wired Lutron HomeWorks 
Interactive System and a Lutron wireless HomeServe system, working in tandem, 
to control more than 300 lights throughout the house which serve a number of 
amenities, including 


J A club room with wet bar 


1 Hidden home theater 
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Game room 
Wine cellar 
Fitness room 
Spa 

Offices 
Tower retreat 


(1 Basketball court 
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The wireless portions of the home (including the club room, master bedroom, 
and hallways) are set up for wireless control, using radio-frequency signals. 

You might not need your basketball court and wine cellar to be managed with 
smart lighting, but isn’t it cool to know that you can? One of the cornerstones of 
any Smart Home project is its lighting capabilities. There are a number of ways 
you can set up specific lighting needs within the Smart Home. For instance, you 
might prefer your living room lighting to be at a certain level in the evenings. 
Why should you have to trudge all the way to a dimmer switch? Let the com- 
puter do it for you, automatically. We'll cover more lighting projects and issues 
in Chapter 9. 


Exterior Needs 


Garage 


The Smart Home doesn’t limit usefulness to the interior of the house. It isn’t all 
security systems and computers. There are definite needs outside that can be 
managed by the Smart Home. For example, automatic lighting can be set up to 
add an additional layer of safety and security. If you want to watch your dog in 
the backyard, a video camera can be set up to observe Fido chasing rabbits. 
In addition, the exterior of your Smart Home can also be managed in such a 
way that everyday tasks are also tended to. A Smart Home can automatically 
water the lawn at a specified time each day—there are even robotic lawn mowers 
that can make your Saturdays a little less sweaty and a little more pleasant. We’ll 
cover the sorts of things that you can do outside your Smart Home in Chapter 8. 


A garage is in the same quasi-Smart Home category as the home’s exterior. 
While not conventionally thought of as part of the house, a garage can still be 
made into a smart place. 

Have you ever gotten up in the morning and stepped out into the garage only 
to find that the door has been open all night? Maybe you were lucky and no hoo- 
ligans made off with your golf clubs and reciprocating saw, but a Smart Home 
can help ameliorate that mistake and make sure you don’t go to bed with the 
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garage wide open. Even better—and we'll show you this in Chapter 8—the simple 
act of opening the garage door can be the signal to turn on other devices in your 
home. For instance, when you open the garage door, the entryway lights can auto- 
matically activate, and some nice music can come on, welcoming you home. 


Home Entertainment 


Utilities 


Phones 


We live in a day and age where there’s a TV and stereo in every room of the 
house. But, if you don’t want to buy a TV, VCR, DVD player, video game console, 
stereo, and satellite dish receiver for each and every room yet still want that 
availability, the Smart Home can help you. By distributing the signal from your 
home entertainment system throughout the house, you can watch TV in the bed- 
room while your wife listens to music in the living room while your kids save the 
galaxy from the alien mutant menace in the family room. We’ll show you how to 
do it in Chapters 13 and 14. 


All this Smart Home stuff sure is glamorous, isn’t it? Security systems, computer 
networks, distributed audio and video signals...could anything else in the 
Smart Home be as sensational? Well, maybe not the utilities system, but it’s still 
pretty useful stuff. As we’ll show you in Chapter 11, connecting your Smart 
Home to a heating, ventilating, and air conditioning (HVAC) system can both 
save you money and make your home a more pleasant place to live. Just about 
any home utility—from air to water—can be managed by the Smart Home. 


A hundred years ago, no one had a telephone. In the 21" century, not only does 
nearly everyone have a telephone (there are still some weirdos out there who are 
holding out) but many of us have multiple lines coming into the house, cellular 
telephones, and cable modems, so our computers don’t tie up the telephone line. 
As integral as these devices are to our everyday lives, there are still some hur- 
dles to be negotiated when it comes to telephony and Smart Homes. While this 
may seem like a great place to start, there is precious little standardized tele- 
phone connectivity for Smart Homes. However, it is still an important area for 
consideration. In fact, many Smart Home systems can be managed using the 
telephone as an interface. As such, we’ll take a look at the issue surrounding tele- 
phones, your options in choosing one, and how to connect them in Chapter 12. 


Integration 


Now that you've got all these pieces of your Smart Home in place, it wouldn’t be 
much of a Smart Home if you couldn’t manage everything from one central 
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Figure I-4 
HomeSeer allows 
you to monitor your 
Smart Home from 
any web browser. 


location. This will, most likely, be from your computer keyboard. However, 
when you're sitting in front of the fireplace, wanting to listen to music and dim 
the lights while activating the security system and shutting the garage door, do 
you really want to get up, go to your computer, and do it? Of course not. 

What you want isa way to do it right from where you’ re sitting—you want to 
use a remote control. Sure, every time you buy a TV, DVD player, or stereo, the 
remote claims to be a universal remote, but they never are. As such, you’ve prob- 
ably got five or six “universal” remote controls on your coffee table and the last 
thing you want is yet another remote control. The good news is that if you get a 
kicked-up enough remote control for your Smart Home, you can manage every- 
thing in the house (even your TV and DVD player) froma single, truly universal 
remote. The bad news is you'll need a holster to carry your new best friend 
around with you wherever you go. 

For the times when you want to manage your system via computer, every 
facet of your Smart Home can be managed froma web browser if you use the ap- 
propriate Smart Home software, like HomeSeer, as shown in Figure 1-4. Smart 
Home integration and setting up your remote control are covered in Chapter 15. 
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Now, having said everything we’ve just said, it’s important to take a step 
back and be a little pragmatic. We don’t mean to blow up your skirt with unreal- 
istic expectations of what you can do witha Smart Home. The Smart Home is not 
going to load your dishwasher for you (yet), your Smart Home is not going to 
walk your dog for you (yet), and your Smart Home is not going to get your kids 
to pick up their rooms (probably ever). 

As cool as a lot of Smart Home projects are, it’s important to realize that the 
industry is still somewhat fragmented and there are no clear standards for every- 
thing yet. The most predominant standard is X10, which we will use to 
demonstrate different Smart Home projects throughout this book. In spite of a 
lack of standards, there is still a lot of very useful and fun stuff you can do with 
Smart Homes. 
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Tools of the Trade 


Blueprint or floor plan of your home — 
Pencil 
Tape measure 
Ruler 


components, it’s a good idea to sit down and figure out what exactly you 
need, and how exactly you will get everything to work and play together. 
This chapter focuses on two areas of understanding important to Smart 
Homes. First, we talk about the standards you can expect to deal with in the world 
of home automation. This covers such basics as X10 and an explanation of the vari- 
ous types of cabling you'll encounter. The second area covers how you can best 
design and plan for your Smart Home so you can buy gear youneed that will coex- 
ist happily with other Smart Home products. 


Be= you whip out your credit card and start buying Smart Home 


Standards 


In order for everything in your Smart Home to work together, there has to be some 
sort of standard. If everything was left up to the whims of manufacturers, prod- 
ucts simply couldn’t work together. It’s a lot like trying to put the air filter for a 
1988 Ford Mustang into a 1997 Jeep Wrangler—because the manufacturers have 
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done their own thing, the parts simply aren’t compatible (unless you have a box 
cutter and a roll of duct tape). However, thanks to standards, some products are 
capable of working together. 


WEE SEA 

Standards encompass such things as communications protocols (like X10 and the Internet 
Protocol), and they also include hardware such as telephone jacks and coaxial cable. 
Understanding these products will help you appreciate how they work in conjunction with 
your overall Smart Home design and construction. 


X10 


No, X10 is not the tenth installment in the X-Men movie franchise (at least not 
yet, anyway). X10 is a communications language that allows your home appli- 
ances to be managed via the existing electrical wiring, without having to string 
new cabling. 


Basics 


X10 communicates across your home’s 110V electrical wiring system. X10 mod- 
ules simply plug into an electrical outlet or are hardwired into the home wiring 
system, like those modules used for light switches and X10 electrical outlets. 
Next, an X10 transmitter is plugged into an electrical outlet. This transmitter is 
used to send control information to the X10 module. The transmitter can be 
something very basic or, if you want more complex control of your Smart Home 
and have specific actions in mind, the controller can be connected to a computer. 
AUSB X10 controller that links to a computer allows the computer to manage the 
X10 devices. Figures 2-1a, 2-1b, and Figure 2-2 show these various X10 devices. 


Figure 2-I ss 
An X10 module (a) a 
and USB controller (b) 

(Photo courtesy 10 powersouse 


Smarthome.com) 
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Figure 2-2 

A stand-alone X10 
controller module 
(Photo courtesy 
Smarthome.com) 


TIPS OF 
THE TRADE 


The X10 signal moves through your home’s electrical wiring to control the 
sundry devices connected to your X10 system. 


If you’ve got a house full of X10 gear, how—you might be wondering—do 
you keep all the devices straight? After all, if your computer sends out a signal to 
turn on your X10 device, what keeps it from turning everything on? On each X10 
receiver is a pair of dials. One dial selects letters from A-P (called the House 
Code), the other numbers from 1-16 (called the Unit Code). All total, you can have 
256 (16 x 16) different X10 devices. 


Stretching Out X10 Addresses 


Even though you can have 256 unique X10 addresses, you aren’t limited to 
256 X10 devices. If you want two or more devices to turn on, turn off, dim, or 
brighten simultaneously, you need only set the X10 addresses so they are the 
same. Not only will this help you stretch out your X10 addressing, but it can 


also save you some setup and management headaches. If you want two 
lamps in the living room to be in sync, simply set them to the same address 
rather than having to monkey around with additional X10 programming. Of 
course, if you have two lamps sitting right next to each other that you want to 
operate simultaneously, you need not even buy two X10 devices—just plug 
them into a power strip that is connected to the X10 receiver. 


Why It’s Cool 


X10 is a great deal for you because it utilizes existing home wiring as the infrastruc- 
ture for your Smart Home projects. Obviously, this makes the task of installation 
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dramatically easier, since you don’t need to pull wire specifically to run your 
various Smart Home devices. 


HEADS UP! 
cman \_ 
X10 modules and devices tend to be pretty inexpensive (you can get some for less than 
US$20). Naturally, there are more expensive X10 devices you can buy if you want, but you 
needn't break the bank buying X10 modules. In fact, even the less expensive ones provide 


more than simple ON/OFF functionality—they provide the functions of higher-end models, 
including DIM and BRIGHTEN. 


Not only are they inexpensive and easy to use, they are also easy to manage 
once they’re in place. Of course, the management of your X10 devices will 
depend largely on what you are using to control them. Astand-alone device, like 
the one shown in Figure 2-2, will provide basic features; however—as we'll 
demonstrate later in this bbok—by hooking your computer to a compatible con- 
troller, you'll be able to set up some intensive home automation projects. 


Limitations 


There are some issues that can work to impede the functionality of X10. Most of 
the time, you can expect to have your X10 devices working just fine. However, 
because these devices communicate across your home electrical wiring, there are 
a couple of problems that can occur: 


LI Noise The first obstacle that can create problems with X10 devices 
is noise on the wiring. This noise comes from running appliances, 
generally those with motors. Such appliances include vacuum cleaners, 
exercise equipment, refrigerators, dryers, and so forth. Other sources 
of line noise are high-tech devices like laptop power supplies, big 
screen TVs, and so on. To ameliorate noise problems, a simple filter 
can be plugged in between the outlet and the offending appliance. 
Such filters include the Leviton plug-in noise filter, which retails for 
US$34.99. 


Ll Picking sides The other issue has more to do with how your 
house is wired, rather than an inherent flaw with X10. Your home is 
wired in two different phases—that is, there are two different 110V 
“sides” of your home’s electrical system. If your X10 transmitter is 
on one side and the receiver is on another side, the X10 signal cannot 
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Figure 2-3 
Houses are wired in 
two “phases.” 


IP 


be received. Often, the signal is bridged through a 220V appliance 
(where two 110V circuits come together—like a washing machine, for 
instance). When this condition is not present, you needn’t call in an 
electrician to start rewiring your home. Help is only US$99.99 away 
in the form of a SignalLinc phase coupler. This device acts as a bridge 
between your home’s two phases, as shown in Figure 2-3. 


(exe) 


Circuit breaker 
box - close up 


Circuit 
breaker 
box 


LL] Neighbors Another issue to be cognizant of is if your neighbors 
have X10 gear, you run the risk of your X10 components being run 
by your neighbors, and vice versa. A good, albeit somewhat expensive, 
solution for this problem is to have an electrician install a noise block 
just before your circuit breaker. 


There are anumber of languages that computers use to talk to one another. These 
languages are called “protocols.” Macintosh computers use AppleTalk to com- 
municate; PCs use anything from NetBEUI to IPX/SPX. Since each type of 
computer uses its own way to talk with other like computers, it used to be down- 
right difficult to get the computers to talk to each other. However, in addition to 
nonstop Star Trek debates and the latest surreptitious photographs of Brad and 
Jennifer, the Internet has provided something else—a common protocol. Thanks 
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to the Internet, we have the Internet Protocol (IP). This protocol allows comput- 
ers to connect to the Internet, surf the Web, and do all the other stuff that we take 
for granted on the Internet (e.g., checking out the latest on Brad and Jennifer and 
telling that doofus in Florida that he’s all backwards on his Captain Janeway/ 
Borg Queen theory). 


we SE: Wek SOR WK 

So what does this all this Internet stuff have to do with Smart Homes? Thanks to IP, 
computers have a common way to communicate, and they don't even need the Internet to 
do it. By using IP, computers in the home LAN can communicate amongst themselves. It’s 
a good idea to use IP, especially if you plan on sharing an Internet connection, or just for 
the sake of sheer simplicity, as IP has become the de facto networking protocol. 


IP Addressing 


The Internet is a huge community of millions of computers holding billions of 
pages of information—and it’s only getting bigger and bigger. Internet design- 
ers had to figure out a way for you to easily find what you want. To that end, IP 
addresses are used. These numbers, which you’ve probably seen here and there, 
are four sets of digits separated by decimal points (like 192.168.1.1, for example). 
These are the addresses that the computers in your Smart Home will have to use 
to be able to connect together in a network. 


IP Address Format 


Every device on your home LAN (indeed on the Internet itself) must have a 
unique IP address. There’s no getting around this rule, because IP addressing is 
what ties your network together. IP addresses are 32 bits long and divided into 
four sections, each 8 bits long (called octets). 

On the Internet, IP addresses must be unique. That is, every network must 
have its own unique network address and all the devices within it must have 
their own unique device or host addresses. Within a private network—like your 
home LAN—your individual devices must still have unique IP addresses, but 
they need only be unique within your home. Consider the two home networks 
shown in Figure 2-4. 
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Figure 2-4 

IP addresses on 
private, home 
networks need not be 
unique, except for the 
routers which connect 
to the Internet. 


Figure 2-5 

Two devices on the 
same network cannot 
share an IP address. 


192.168.0.4 192.168.0.4 


192.168.0.3 


192.168.0.3 


| 


09.98.100.201 


192.168.0.1 192.168.0.1 


As the figure shows, devices on the two separate networks can have the same 
IP addresses—the servers can be the same, the printers can be the same, the com- 
puters can all be the same, except for the router. Since they are private networks 
and do not interact directly, there is no device conflict. Neither LAN is even cog- 
nizant of the other’s existence. The routers, however, will have different IP 
addresses because they have to interact directly on the Internet. 

However, two computers on the same network, as Figure 2-5 shows, cannot 
have the same IP address. If two devices share the same IP address, there willbe a 
conflict and the device added to the network last will not be recognized. 


192.168.0.1 


Server 


7X, 192.168.0.2 


Router / AY 
DSL / cable Firewall Switch 
modem 


192.168.0.3 


Two devices 
on the LAN 


cannot share 
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IP address. 
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Cabling 


Coax 


Figure 2-6 
Coaxial cable 


We'll talk more about setting up your home LAN in Chapter 4. 


There are a number of ways in which components of your Smart Home can be 
wired together. Depending on the application and the needs, you can find your- 
self using different types of cabling. For instance, video signals are best transmit- 
ted across coaxial cabling, while computer networks utilize twisted-pair wire. 

This section examines the different types of cabling you’ re likely to encounter 
when building and augmenting your Smart Home. 


Coaxial cable is the cable you screw into the back of your DVD player and TV. If 
you’re like most Americans, you’ve probably had a small aneurysm trying to 
figure out in which way coaxial cable connects between the TV, DVD player, 
VCR, satellite decoder, TiVo, and so forth. 

Coaxial cable (popularly known as coax cable) is used to transmit radio fre- 
quency (RF) signals, such as television and radio signals. As Figure 2-6 shows, 
there are two components on a chunk of coax cable. 


In the center is a piece of copper wire that is surrounded by an insulating ma- 
terial. This is then enclosed by a mesh shield. Finally, this is all encased in a final 
insulating layer. Note that coaxial cable is believed to have been invented in Ger- 
many in 1884 by Ernst Werner von Siemens. At the time, there was no known 
application for it. 


Comparison There are two major types of coaxial cable used in homes: 


LI RG-59 In most video installations, you'll find this grade of coaxial 
cable. This is usable—but not ideal—for video networks, cable, and 
satellite TV connections. 


LI RG-6 This is the highest grade and quality of coax cable. It offers 
the best protection from interference and is best for your video 
distribution needs. RG-6 is thicker and heavier than RG-59 cabling, 
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Figure 2-7 
Coax cable with 
an F connector 


but it offers less signal loss at higher and lower frequencies, which 
is especially important when connecting to digital cable or satellite 
applications. 


The big difference between RG-59 and RG-6 cabling is a matter of signal qual- 
ity and the cabling’s ability. Basically, RG-6 cable is capable of carrying video 
signals cleaner for much further differences. Naturally, that comes with a cost, 
but only asmall one—1,000 feet of RG-59 coax cable costs about US$89.99, while 
the same length of RG-6 cable costs about US$109.99. 


Making the Connection To connect your coax cables to various devices, one 
uses an F connector. An F connector comes in male or female versions. The female 
connector is the type seen on the back of your television or DVD player, and the 
male connector is the type that screws or plugs in to your coax-connected com- 
ponent. Figure 2-7 shows an F connector. 


Twisted Pair 


You use twisted-pair cabling every day, but the name might not pop out and 
bonk you on the head. The general category—twisted-pair—is used for both 
telephone and computer networks. It is simply pairs of wires twisted together 
and encased in an insulating sheath. 

Twisted-pair cable is used for a number of Smart Home functions. The ca- 
bling is usually 22 or 24 gauge, depending on the function. It is used for 


I Security systems and sensors 
Speaker wire 

HVAC systems 

A/V controls 


Computer networks 


i i ee 


Telephones 
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Twisted-pair wire comes with different numbers of wires, depending on the 
type you buy. The number of wires in the cable will depend on how many sys- 
tems you need to connect. 

Twisted pair comes in two flavors: 


_} STP (shielded twisted pair) A two-pair cabling medium encased 
in shielded insulation to limit electromagnetic interference of signals. 


_] UTP (unshielded twisted pair) A four-pair cabling medium not 
encased in shielding. UTP is used in most computer networks. 


RHRGRSE CAMARO EE 

The more tightly twisted the copper wire strands, the less likely there will be interference or 
signal loss. STP has only two twisted pairs, but compensates with its shielding. UTP has 
no shielding, but compensates with an extra pair of wires. Because UTP is fast, reliable, 
and inexpensive, it has become the predominant type of cabling used in computer 
networking. Use of the more expensive STP is limited to environments made hostile by 
high levels of electromagnetic interference—this probably won't be your home unless you 
live by an electromagnet factory. 


Figure 2-8 shows some strands of twisted-pair cable. 


Figure 2-8 
Twisted-pair cable 


Cabling Specifications Table 2-1 explains the five categories of unshielded 
twisted pair specified by an international standards organization called TIA/EIA 
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(Telecommunications Industry Association/Electronics Industry Association). 
These cabling specifications are important in that the rate at which data can be 
reliably transmitted is determined by a combination of factors: 


= 


How tightly twisted the copper wire is 


1 The quality of the cable’s copper 
_1 The type of insulation used to encase the cable 


_] The design and quality of the cable connectors 


In Table 2-1, Cat 3 and 5 represent the lion’s share of twisted-pair networks 
today. Cat 3 is predominantly used for telephone networks and security systems, 
while Cat 5 has the lock on computer networks. 


Category Cable Description Cable Application 
Cat 1 Traditional telephone cable Not usable for computer networking; no 
longer installed for telephones 
Cat 2 Four twisted pairs 4 Mbps, not recommended for computer 
networking 
Cat 3 Four twisted pairs with three twists per 10-Mbps Ethernet and 4 Mbps for token 
foot, rated up to 16 MHz ring; also used for new telephone cabling 
Cat 4 Four twisted pairs, rated up to 20 MHz 16 Mbps, used for token ring 
Cat 5 Four twisted pairs with eight twists per | 100 Mbps, used for Fast Ethernet; fast 
foot, rated up to 100 MHz becoming ubiquitous in networked 
buildings 
Enhanced Cat 5 Four twisted pairs with eight twists per Rated up to twice the transmission 


(a.k.a. Cat 5e) 


foot, but made of higher-quality materials capability of regular Cat 5 


and rated up to 200 MHz 


Cat 6 


Table 2-1 


Four twisted pairs with each pair wrapped Rated up to six times the transmission 


in foil insulation; whole bundle wrapped 


in polymer 


Categories of Twisted-Pair Cabling 


capability of regular Cat 5 


Cat 3 cabling is used for telephone systems and not generally for computer 
networks. However, Cat 3 cabling is appropriate for networks operating at 10 
Mbps. If you have a home computer network that is running at 10 Mbps, you’d 


be okay using Cat 3 cabling. That having been said, Cat 3 is really only useful for 


telephone networks, and you'd be better off with Cat 5 cabling for any home 
computer networking as it will allow for some future expansion. 
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When running cat 5 cabling, it’s a smart idea to keep it away from fluorescent lighting and 
AC wire, which can cause interference. 


TIP 
THE 


Speaker Wire 


S OF 
TRADE 


Jacks 


To connect your Cat 3 and Cat 5 cabling, you'll use one of five connectors, 


depending on your need. Registered Jacks (RJs) have the same basic look—like 
telephone jacks. In fact, the common, everyday telephone jack is called an RJ-11 
jack. Other variations on the jack make it wider so more wires or positions can be 
utilized. Depending on the number of positions, there are different uses for the 
jack and the wiring. The following are the types of jacks you will run across when 
making your Smart Home: 


= 


i a 


RJ-11 This type of jack accommodates four wires, although only 
two wires are used for a single telephone line connection. 


RJ-14 This jack seats four wires, for a two-line telephone connection. 
RJ-25 This jack holds six wires, for a three-line telephone connection. 
RJ-31X_ This jack holds eight wires and is used in security systems. 

RJ-45 This jack holds eight wires and is used for computer networks. 


When connecting your remote speakers to the stereo or other audio source, there 
are two different types of cabling you will encounter: 


= 


= 


In-wall This is the cabling that is strung through the walls to 
connect your audio source to outlets in each remote location. 


Patch cabling This stretch of wiring is used to connect the outlets 
with the speakers. This can be the same wiring used in-wall, or you 
can use another type that has been precut and preconnectored. 


Get Good Speaker Wire 


The old chestnut “a chain is only as strong as its weakest link” should be 
heeded when installing speaker wire. When you install speaker wire (or 
any cabling for that matter), you should try to buy the best stuff you can. 
Since you'll be burying it in the walls, it’s not something that can easily be 
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replaced and upgraded, as you might find yourself doing in the future 
with better stereos or speakers. When you are able to afford anew system, 
including “RoofRecker 4000SUX” speakers, you don’t want to have to 
mess around with replacing substandard cabling simply to accommodate 
your new acquisition. 


Additionally, when you install speaker cabling, be sure to find a brand 
with a slight twist to it. As cable is strung in long runs, it can act as an an- 
tenna and cause interference with the signal you want to pump through 
those wires. 


If you step into any Radio Shack, you'll be assaulted by all the different types 
of audio cable out there. To demystify it (at least a little), there are a couple im- 
portant things to look for when selecting your cabling: 


LI] Gauge This is the thickness of the cabling. Just to make things 
more confusing, the gauge scale works backward—that is, 16-gauge 
is actually thicker than 22-gauge wire. As a rule, the thicker gauges 
will yield better results. A good thickness to shoot for is 16-gauge 
wire. Thicker wire promises better quality, but it’s a bear to pull 
through the walls. Sixteen-gauge offers a good balance of both 
quality and maneuverability. 


LL} ULrating In-wall cabling is rated for its safety and quality by the 
Underwriter’s Laboratories (UL). Look for cabling that has been 
rated at least a class two or class three (UL CL2 or UL CL3). 


Fiber Optics 


Fiber-optic cabling is a glass or plastic cable encased in a protective sheath. It’s 
the stuff used in super high-powered computer and telephone networks. It’s 
starting to pick up some steam with home applications, but not a whole lot. At 
this point in time, there isn’t a whole lot of call for fiber-optic appliances, but 
don’t let that stop you from planning for the future. 

If you are going to run some cabling, it might be worth your while to throw arun 
of fiber in there, too. Even though the applications aren’t out there en mass yet, it 
would stink to have to rerun your cabling simply because you didn’t run any fiber. 


All-in-One 


All-in-one cable is certainly worth your attention. All-in-one cable is exactly what 
the name suggests. It isa bundle of six cables, two each of three different types. 
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All-in-one cable includes 


_} Two cat 5E cables (for computer, telephone, and security networks) 


LI Two RG-6 coaxial cables (for audio and video distribution) 


_1 Two fiber-optic cables (for future applications) 


Depending on how the cables are bundled together—either encased in a PVC 
jacket or ina spiral wrap—the cost for 500 feet of all-in-one cable is US$528.95 or 
$488.95, respectively. Figure 2-9 shows some examples of all-in-one cable—how- 
ever, there are many other configurations available. 


Figure 2-9 
All-in-one cable 
(Photo courtesy 
Smarthome.com) 


Wireless 


This being the 21" century and all, you shouldn’t have to run cabling, if you don’t 
want to. If you think back to the first remote controls, they provided functional- 
ity but they were still tethered to the television or VCR via a length of wiring. 
Now, of course, remotes are wireless devices that clutter coffee tables around the 
world. As more and more devices are capable of transmitting a signal wirelessly, 
you might not need to bother stringing cable for some of your projects. 


RF 


Wireless computer networks predominantly use a protocol called 802.11, with 
different variations on the protocol for different speeds. The 802.11x LAN is 
based on an architecture that is very similar to the design of cellular telephone 
networks. Wireless LANs (WLANs) operate by connecting an access point to the 
server (see Figure 2-10), while client computers are fitted with wireless network- 
ing cards. These cards can be fitted for either a desktop or laptop computer. Some 
computers come with wireless capabilities built in. 
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Figure 2-10 
A wireless computer 
network 
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XAvoox Signals 
802.11x signals can operate at distances of up to 300 feet. 


There are two types of 802.11x networks that are relevant to our discussion here: 


LJ 802.11a Using this specification, devices transmit at 5 GHz and 
send data up to 54 Mbps. Although the speed is very good, the range 
of 802.11a devices suffers, because they are limited to a 60-foot range. 


Ll 802.11b Using this specification, devices transmit at 2.4 GHz and 
send data up to 11 Mbps. This was the first commercially available 
wireless network. The speed wasn’t great, but it made it possible to 
connect devices without being tethered by Cat 5 cabling. 


LJ 802.11g This is the latest incarnation of the wireless specification. It 
handles data communications at speeds of up to 54 Mbps and utilizes 
the same frequency as 802.11b devices. Because this is relatively new, 
look for prices on 802.11b gear to drop in price. 


Xt eV 

There are other alphabet soup variations of the 802.11x standard (802.11c, 802.11d, and so 
forth up through 802.111). The rest of these variations really don’t have anything to do with 
home computer networks and get rather technical. Let’s do us all a favor and not discuss 
this any further. 
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The price gap between these technologies isn’t too broad, actually. The cost of 
an 802.11a wireless network card is about US$65, an 802.11b wireless network 
card is about US$50, and the 802.11g card is about US$70. The 802.11b access 
points cost about US$80, while 802.11g access points will run about US$120. 
Also, if you happen to have existing 802.11b gear, new 802.11¢ stuff will be com- 
patible with it. Don’t expect your 802.11b card to start chugging away at 54 Mbps, 
but at least you won’t have to buy all new gear. 


Infrared 


The other type of wireless connection you will encounter in your Smart Home 
construction is infrared (IR). IR devices are most popularly remote controls, al- 
though some computers are set up with IR connection devices. 

While RF signals can be up to 300 feet away (or more under ideal conditions) 
and even be separated by walls, IR requires a line of sight between the two com- 
municating devices, and there is also a limited range. There are a number of 
products that you can use to extend the range of your remote controls, and to 
even use them in one room while the signal is carried over to another device and 
retransmitted to the end device. 


Design Basics 


An important starting point when designing your Smart Home is to figure out 
what exactly you need and want in your Smart Home. It is worthwhile to list out 
all your Smart Home goals, needs, and wants, and then develop a plan for imple- 
mentation. 

This isn’t just an important step when deciding how much you are willing to 
spend, but it is also important when deciding if you’re going to go whole hog on 
your plan or implement your Smart Home projects in a phased manner. 


Family Members’ Input 


It’s easy to sit back with a pad of paper and your dreams, then start jotting down 
your vision for the Smart Home. However, once you've created your dream list 
of Smart Home projects, do yourself a favor and talk with your family members 
about the project. It’s a good idea to include their input fora number of reasons. 

First, understanding their needs and wants may open up new ideas for your 
Smart Home. It may not even be on your radar screen to install a magnetically 
sealed smart doggy door. However, talking with your significant other might 
reveal that need. 
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Second, involving family members adds an element of excitement for the pro- 
ject and might smooth over any rough edges toward their acceptance. For 
example, your son might think it’s stupid to fish cabling through the walls and 
wire the rooms of the house. However, if he understands that he’ll be able to watch 
TV in his own room, without having to battle mom over whether he gets to watch 
MTV or she gets to watch the Lifetime channel, he’Il come on board pretty quickly. 


Security 


There are several different types of sensors that can be connected to your security 
system. Sensors include the following: 

J Motion 

J CoO 

_} Glassbreak 

LJ Open door/window 

J Smoke 


Take into consideration how these detectors and sensors are to be used in 
your home and where they are to be placed. For example, will you place asmoke 
detector on each level (you should)? Will you place motion detectors covering 
each door, or will open door sensors be sufficient? 

Next, you should decide how you want to be notified if one of the sensors is 
tripped. Will it be enough for you to have the monitoring company notified if the 
alarm is tripped, or do you want an e-mail sent to your office, or a text message 
sent to your cellular telephone? You could also have cameras set up outside that 
can be monitored over the Internet to show who is coming and whois going. 


HEADS UP! 


TOD Vick VOB 

You should also take into consideration your local police department's response guidelines. 
There is likely a city ordinance in place that explains how many times the police department 
will respond to false alarms. After that number is exceeded, subsequent alarms will result 
in a bill from your friendly neighborhood public safety department. 


Lighting 
When planning Smart Home lighting, there are two ways in which lights can be 
set up and configured. One is by hardwiring the light controls, and the other is by 
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using the existing wiring (using X10, for example). Hardwiring is more reliable, 
but it is also twice as expensive. In this book, we’re utilizing X10 controls for 
many of our projects. X10 allows for easy installation, setup, and coordination 
with other Smart Home controls and devices. 

To a degree, lighting schemes and plans go hand-in-hand with security. That 
doesn’t mean when an intruder breaks into the house that the lights are automat- 
ically dimmed for his or her comfort. What it means is that certain lights are 
wired with motion detectors to come on when movement is detected. For in- 
stance, a popular lighting fixture is used on the exterior so when motion is 
detected, a floodlight comes on. This does not need to be connected to the security 
system (otherwise, the police would come running every time the neighbor’s cat 
decided to go out for its midnight constitutional). In this context, security simply 
means that if any motion is detected, the light comes on. This could be a benefit if 
you are getting out of your car at night and need a little light, or if you want to 
know if someone is outside. 


Paths 


Another use for Smart Home lighting, and one that needs to be planned 
out, is for the creation of paths. In Chapter 9, for example, we'll be demon- 
strating a lighting project in which someone getting out of bed in the 
middle of the night will have a path illuminated—at a specific level of 
dimming—so that all the lights in the house need not come onat full inten- 
sity. This allows the late night bathroom visitor not to have to worry about 
turning on lights, nor will he or she have to turn them off because they will 
be preset to deactivate after a specific amount of time. 

You could establish a path for any purpose in your Smart Home. For in- 
stance, if you like watching movies in your family room after the rest of 
the clan has gone off to bed, you could establish a path between your 
family room, up the stairs, down the hallway, and into your bedroom. This 
wouldn’t require you to turn on or off any lights and the light wouldn’t be 
so bright that everyone in the house is woken up once you've finished Die 
Hard With a Vengeance. 


Data Networks 


Depending on the complexity of your home LAN, you might want to perform an 
extensive Cat 5 wiring project. By connecting your home computers (the one in 
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your den, the one inJohnny’s room, the one in the kitchen, and so forth), sharing 
resources is much simpler. In fact, it makes nothing but sense to consider your 
home computing needs and plan for them. For instance, do you have only one 
printer? Do you want to share files between your computers? Do you want to 
share an Internet connection? If you answered “yes” to any of these, then a home 
LAN should be in your plans. 


OWT LL 

Along with your telephone network, you might consider stringing Cat 5 cable throughout 
your home. It isn’t just to accommodate the equipment you already have, but to prepare for 
the equipment you don’t know about yet. 


A concern for wireless networks comes in the realm of security. Unless cau- 
tion is taken when setting up these networks, it is possible for someone to park 
outside your house with a wireless network card plugged into a laptop com- 
puter and access your home LAN. In fact, there are people who make a hobby of 
so-called war-driving. That is, for the sheer fun of it they drive up and down 
through neighborhoods looking for unsecure wireless access points they can tap 
into. We'll talk in Chapter 4 about specific security measures you can take to bol- 
ster your wireless network. 


Telecommunications 


Since telephone systems are very important in our lives—not only for the sake of 
making voice calls, but also to connect to the Internet and hooking up the satel- 
lite dish—this is an area of Smart Home design that needs to be considered with 
much attention to detail. 

Given the importance of telephone systems, it’s a good idea—if you don’t 
have phone jacks in every room of your house—to think about adding that to 
your short list of projects. One of the main problems with telephone wiring in 
homes is that it doesn’t lend itself to future expansion very well. If you’re build- 
ing a house from scratch, it is a good idea to have the telephone wiring home-run 
rather than looped. 

Home-run (also known as a star) wiring is shown on the left in Figure 2-11. 
Wiring comes into the house and is split into separate connections to various 
telephone jacks. Alooped system, shown on the right side of Figure 2-11, runs the 
line from outlet to outlet, splitting the signal at each stop. Loop systems (also 
known as daisy-chains) are less expensive than home-run systems because less 
cabling is used, and you don’t need to invest in a punch-down block. 
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Figure 2-II 
Home-run versus 
loop wiring 


Phone line Phone line | 
En a 
Punch-down 
block Home “run Loop 


The benefit of the home-run system is one of reliability and flexibility. For in- 
stance, if there is a breakdown at any point in the loop system, everything after 
that point will fail. In a home-run system, if one of the connections fails, the 
others will still function properly. 


After a hard day of setting up your Smart Home for telephony, data networks, 
and so forth, don’t you just want to unwind in front of the TV or the stereo? Why 
not do it in your bedroom so you can relax on the bed while watching Deuce 
Bigalow: Male Gigolo? 

Take the time to plan not only where you expect audio and video signals to be 
distributed, but also anticipate where else they might be needed in the future. 
Along with the other types of cabling you’re running, it might be a good idea to 
locate some extra speaker wire and coax cable that run to other rooms that you 
don’t have immediate plans to wire. 


Think Outside the Box 


Also, think about any other applications for audio/video distribution that 
you might want to implement. For example, if your son has a TV in his 


room—and you don’t mind violating his privacy—maybe you want to set 
up a distribution system going from his room so you can monitor his view- 
ing habits. That is, you can flip on your own television to make sure he’s 
not watching It Came from Hell IV: Orgy of Blood. 
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You wouldn’t start building a house without a blueprint and an understand- 
ing of what materials you need. Even though adding some smart functionality to 
your home isn’t exactly the same thing in terms of its scope, it’s still important to 
know what you're doing before you start doing it. Take some time to understand 
what you want and what you need from your Smart Home before you get rolling. 


TESTING 


1=2=3 


L] 
L] 


Did you make a list of your Smart Home projects? 
Have you considered your family members’ wants and needs? 


Have you checked city ordinances about how often police will respond to 
false alarms before they start sending you a bill? 


Have you planned any paths? 


Have you considered which rooms will need which type of cable 
fed to them? 
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The Cost of a 
Smart Home 


Tools of the Trade 


A list of your Smart Home projects | 
Calculator 
Smart Home catalogs 


you can leaf mindlessly through any number of Smart Home catalogs, picking 

and choosing those projects you want to trick out your home. However, if you’re 
anormal person, paging through Smart Home catalogs might start with a quick look 
at what a certain product does, then immediately scanning down to the bottom of 
the ad to figure out if you can pay for it. 

The good news is that most Smart Home projects are quite affordable. Many 
projects can be started for less than US$100. Naturally, however, when you start 
adding more and more functionality to your Smart Home, the costs will rise. The 
good news is, it’s easy to get started. Plus, if you use X10 compatible equipment 
(as we will be doing in this book), it is simplicity itself to add more modules and 
more functionality. You can either do this as you decide to add more projects or as 
money makes itself available. 

In this chapter, we’ll help sort through the financial issues related to Smart 
Home construction. First, we'll talk about determining what you need for your 
home and look at evaluating both your home and your specific needs. Next, we'll 
take a look at your budget and how to find some common ground between how 


| you're the CEO of a big company (at least one who hasn’t been indicted yet), 
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much you can spend, and how much you want to spend. Finally, we’ll examine 
some sample Smart Home projects and see how much they cost, in addition to 
finding some bargains. 


What Do You Need? 


The first step in figuring out how much your Smart Home project will cost is to de- 
termine what itis, exactly, you need. There are two components to this process: 


_] Understanding your home 


_1 Understanding your wants and needs 


It is necessary to understand these two issues because each one presents dif- 
ferent scenarios for products and cost. 


Evaluate Your Home 


There are two ways in which Smart Home components can be added to your 
home. First, and probably the most likely scenario, you could be adding Smart 
Home devices to an existing home. As such, you probably want to avoid string- 
ing up a lot of wiring (although it is certainly possible, if necessary) and favor 
simple, plug-in solutions. X10 (which we'll cover in more depth in Chapter 4) 
utilizes existing home wiring to send messages to various appliances. This is a 
less costly option than installing new wiring. However, some solutions (like se- 
curity systems and quality audio and video distribution) will require new 
wiring to be installed. 

The other scenario is that you are lucky enough to have new construction and 
can add your projects before sheetrock is hung and paint is slapped on the walls. 
Both scenarios present their pros and cons. 


Renovating an Existing Home 


Obviously, it is much easier to wire anew home than to go into the walls and start 
pulling cable through an existing home. 
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Running Cable 

An easy—albeit costly—way to run cable between rooms in an existing 
home is to hire a contractor who is capable of doing a cable run. If you 
decide to go this route, look for someone who is experienced in running 
telephone or security systems. This will be helpful in that you won't have 
to worry too much about having to rip into walls—although that might 


have to happen in some cases, depending on your home’s design. 

If you are a staunch do-it-yourselfer, a spool of Steel Fish Tape can 
help run cable through walls, plastic, or metal conduit. This gadget costs 
US$59.95 for a 100-foot spool, or US$49.95 for a 50-foot spool. If you’re 
going such a route that you need to run cabling, you might want to con- 
sider future-proofing your Smart Home by installing all-in-one cable 
(described in greater depth in the next section). 


The best solution, when buying components for a Smart Home, is to buy 
items that can be used with your home’s existing wiring. Such products that 
employ the X10 protocol, for example, can be used throughout the home because 
X10 uses your existing electrical wires to transmit its signals. Naturally, how- 
ever, if you want to connect whole house audio or video, or need to build a wired 
local area network (LAN), it might be necessary to run cabling. However, there 
are some solutions that will enable you to use existing wiring to deliver these ser- 
vices. For example, the Leapfrog Home Network System (as shown in Figure 3-1) 
allows you to watch video from your DVD, VCR, or satellite using existing 
phone lines. This product costs US$149.95. 


Figure 3-I 
Leapfrog Home 
Network System 
(Photo courtesy 
Smarthome.com) 


Adding to New Construction 


Of course, the easiest and cleanest way to prepare your Smart Home is to do it 
from scratch. That is, if you’re building a new house, you can plan your Smart 
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Home needs while planning the rest of the home. At this stage, itis easy and cheap 
enough to install various types of wiring after the walls have been roughed in but 
before the sheetrock is put in place. It might even be worth your while to consider 
future-proofing your new home by installing different types of cabling. 

Wiring for the future might sound expensive, but it really isn’t too bad. When 
you consider all the different types of cable that are bundled together, you’re 
making a good investment in your Smart Home’s future. 

All-in-one cable includes the following: 


_1 Two category 5E cables (for computer networks) 


LI Two RG-6 coaxial cables (for audio and video distribution) 


_] Two fiber-optic cables (for future applications) 


Depending on how the cables are bundled together—either encased in a PVC 
jacket or ina spiral wrap—the cost for 500 feet of all-in-one cable is US$528.95 or 
US$488.95, respectively. 


LEK EW) Wek “OS KDE AT AROS 

It's hard to say what, exactly, will be the premiere application for fiber optics in the Smart 
Home. At this point, fiber optics are useful for audio and video connections, as well as 
extremely high-speed LANs. 


Evaluate Your Needs and Wants 


As we observed in Chapter 1, no one needs their lighting system connected witha 
voice recognition system. No one needs audio and video pumped throughout 
their entire house. Having said that, there are certainly a number of projects you 
want to do. Before slapping down some money at the Smart Home shop, it’s a good 
idea to understand what you need, exactly, so that you buy the right products. 

You might find yourself looking for components to serve a specific need. 
Take time to understand your entire Smart Home project before jumping in and 
buying a single item. Make a list of all the facets of your project, and then evalu- 
ate which ones you'll implement first. From there, it’s time to start looking at the 
products available in the marketplace. For example, there are any number of 
proprietary devices out there that will serve your needs just fine. However, by 
buying a light dimmer that isn’t compatible with your other Smart Home needs, 
you'll wind up spending more money in the long run. It’s a good idea to take a 
look at your entire needs first, then buying specific products. 
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Costs 


For most of us, this is really where the rubber meets the road when considering 
Smart Home projects. How much a project costs is really a determining factor as 
to whether it will be accomplished or not. But don’t let sticker shock scare you 
away from a project you’re really keen on. There are ways you can achieve a de- 
sired project, but it might mean dialing down the scale of the project; delaying 
gratification until you have the money to do it; or doing some research and find- 
ing the project somewhere less expensive. 

In this section, we'll talk about budgeting—comparing the costs of various 
Smart Home projects—and give you a few resources for tracking down Smart 
Home gear. Like many technical projects, you can often get 80 percent of your de- 
sired functionality for 50 percent of the total cost. That is, a minority of the 
features—because of physical constraints, for example—can comprise the ma- 
jority of the total costs. 


Budgeting 


There are a couple ways to approach the concept of building a Smart Home. One 
is to do everything piecemeal. This means when you get the itch fora certain pro- 
ject (automatic sprinklers, for instance), you whip out your credit card and 
scratch. This is certainly a realistic approach to building your Smart Home, and it 
allows you to add on based on your own financial position and what you next 
deem to be necessary as you consider your project list. Having said that, we rec- 
ommend against a piecemeal approach simply because you'll wind up spending 
more money in the long run, and you’re likely to have a bunch of systems that 
don’t work together. 

The other way to approach your Smart Home is to look at it as a whole. Jot 
down the projects you want to accomplish, order everything, then hook it all up 
in one rush of technohome pleasure. This has the disadvantage of being the 
most expensive up-front option. On the other hand, in the long run you will ex- 
perience better operation of your Smart Home components, because you will 
have bought them with interactivity in mind. Also, even though buying a couple 
dozen items at once is more expensive than buying an item or two, it will be less 
expensive in the long run. This is because you'll spend less on shipping and 
you'll spend less trying to ensure that everything works well together. Further, 
the fact that you'll have compatible systems that work together is an even more 
important cost consideration—if you buy the proper component at first, then 
you won’t need to buy something new to fit in with a different system. 
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TIPS OF 
THE TRADE 


Getting Help from the Bank 


If you are building a new home and adding Smart Home capabilities, it is 
possible to finance a number of components with your mortgage. The addi- 
tion of cabling, keypads, switches, panels, and so forth can all be included 
in your mortgage. This is a good way to pay for your Smart Home infra- 
structure, because it needn’t take an immediate hit on your wallet; rather, it 
can be a grain of sand on the beach that is your house payment. 


A good place to start with a large project that you intend to phase in is to start 
with the core. That is, you might want to start with a central computer system or 
security system first. From there, additional components can be added at a later 
time. By starting with a core system, it is easier and more economical to add com- 
ponents in a logical manner than to start throwing things together willy-nilly. 

Of course, the size of your Smart Home endeavor will be limited by the size of 
your wallet. Unless you’re the Sultan of Brunei or Warren Buffet, cost is a huge 
consideration when purchasing Smart Home gear. To decide how much to 
spend, you have to establish how much you can realistically afford. If need be, 
you can piece together the project bit by bit. However, if finances force you to do 
this, be sure to keep an eye on future expansion and consider your potential pro- 
jects when buying new gear. For example, you might place wire for an in-wall 
speaker while you are running a motion detector. Or perhaps you will put off fin- 
ishing the basement for a season so you can do another home automation project 
while the ceiling down there is exposed. 


Comparing Smart Home Projects 


Like anything else we buy, purchasing Smart Home components can be expen- 
sive or it can be cheap. Think of it like going to a car dealership. The brand-new 
models are out front, shining in the sun under the pennant streamers and giant 
inflatable gorilla. As you move toward the back of the lot—where fewer and 
fewer salesman storm you—you find that the cars are a little older, a little less 
shiny, and a little less expensive. There are two different kinds of cars for 
sale—both provide the same basic function (transportation), but they offer dif- 
ferent amenities by way of features. 

The same is true of anything you buy, and it is also true of Smart Home compo- 
nents. That’s not to say that Smart Home retailers are going to try and sell you stuff 
that is used or ineffective, but there are different models with different features. 

For example, as shown in Figure 3-2, Sony sells a five-component universal 
remote control for US$39.99. This is a bare-bones remote that allows simple con- 
trol of five devices with no frills. On the other end of the spectrum, Sony also sells 


The Cost of a Smart Home 41 


the Universal Remote Commander, as shown in Figure 3-3. This looks a lot like a 
tricorder from Star Trek fame (circa The Next Generation). It’s got a touchscreen 
that can be edited for your own personal preferences. It’s also got the prepro- 
grammed codes that its US$40 brother has, but it is also capable of learning from 
other remote controls. Further, it can control 18 devices and will remember 45 
macros—all for US$199.99. 


Figure 3-2 
Sony’s 
five-component 
universal remote 
control (Photo 
courtesy 
Smarthome.com) 


Figure 3-3 

Sony’s Universal 
Remote Commander 
(Photo courtesy 
Smarthome.com) 
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Is the Universal Remote Commander better than the five-component univer- 
sal remote (heck, Sony doesn’t even love it enough to give it acool name)? Sure it 
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is! It’s got a customizable touchscreen and can control every appliance in yours 
and three other Smart Homes—plus it looks like something Captain Picard used 
to chuck at Data whenever he got obstinate. It’s top of the line. That having been 
said, however, you might not want to invest almost US$200 in a remote control. 
The point of all this is, unless money is no issue, there needs to be a balance 
struck between Smart Home component functionality and price. If you decide 
that the Universal Remote Commander is just too cool, to stay within your 
budget other components might have to be downgraded. This is largely a bal- 
ancing act between “want” and “need” with the fulcrum resting on “budget.” 


Sample Projects 


Blah, blah, blah. We’ve shot a bunch of information at you about costs, needs, 
and so forth. Not that all that information isn’t useful, but let’s put some dollar 
signs to various Smart Home projects so you can get a taste for what things cost. 
First, let’s take a very easy, sample project and see what the price tag looks like. 
This won’t be a barn burner or anything, just something nice and easy. Next, 
we'll add a couple of components to the project to make it a little more interest- 
ing—and to jack up the price a smidge. Finally, let’s look at a whole house 
implementation and look at the dollar signs associated with that sort of project. 

For this exercise, we’ve chosen some projects from the Smarthome, Spring 
2003 catalog. None of these projects include any sort of tax and shipping (which 
will vary depending on where your purchases must be shipped). Also, you 
might also find these products locally. As such, we’re using a constant source for 
the sake of an apples-to-apples comparison. 


Something Simple 


A first, easy project is to simply control a single light in your home. To do this, 
we'll buy two products: first, we need an X10 controller (more on X10 in Chapter 4) 
for your computer, and then we need an X10 compatible dimmer switch. 

Sure, you could just as easily stop by Home Depot with US$20 and pick up a 
dimmer switch that you control manually. However, the benefit here is that this 
particular light will be able to be set on a schedule to come on and go off as you 
see fit. 


2 GAMOCVEHA 


For this project, we're making a couple of assumptions. First, we're guessing that you have 
a computer with an open Universal Serial Bus (USB) port. Since it’s a simple project, and 

won't be constantly used, you won't need a computer dedicated solely to dimming a single 

light. Also, we're not figuring in costs for things like tools or connection supplies. 
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Note that many products, like the Decora Dimmer Switch, come with their 
own connection hardware, but depending on the project, you might find your- 
self at the hardware store buying wire nuts. 

Table 3-1 sums up the price for each component along with the project’s total. 

The total cost for this project comes injust a couple cents short of US$55. It’s nota 
bank breaker, and the inclusion of the X10 controller leaves the door open for addi- 
tional expansion. You'll be able to turna single light on and off, do some rudimen- 
tary dimming, and that’s about it. Pretty cool, but just the tip of the iceberg. 


Item Cost 
Powerlinc USB X10 controller US$34.99 
Decora Dimmer Switch US$19.99 
Total US$54.98 
Table 3-1 


Product Costs for a Simple Light Dimming Project 


KE ED SOK vA ROSE 


The software needed to run this project is included with the Powerlinc USB Controller. 


Kicking It Up a Notch 


The next project is a little more advanced in its scope. We’re taking the project 


from the previous example (a room dimmer) and adding three more pieces to it: 


Ll Heavy Duty appliance module, which will be connected to the water 


heater. At a prescheduled time, the water heater will automatically 
be turned off, saving water heating costs. It will be reactivated at a 
preset time. 


An exterior motion detector. Not only will this light fixture turn on 
exterior lighting when motion is detected, it is linked with a couple 
of your interior lights, letting you know—inside—that something has 
tripped the detector outside. 


Wireless motion sensor. Used for indoors, this sensor (used in 
tandem with an RF base receiver) will turn on lights in a room when 
someone enters the room. Connected to the X10 module, a schedule 
can be set up to set varying levels of dimming. 


This project allows more functionality to the Smart Home’s lighting features. 


Not only willit allow you to control lighting levels and apply them to aschedule, 
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but now the system is sensitive to motion and will activate when someone either 
enters a room, or passes by the sensor, outside the home. 


Item Cost 
Powerlinc USB X10 controller US$34.99 
Decora Dimmer Switch US$19.99 
220 Heavy Duty X10 Appliance Module US$20.95 
Leviton DHC X10 Motion Detector US$64.95 
Wireless X10 Motion Sensor US$18.95 
RF Base Receiver US$24.99 
Total US$184.82 
Table 3-2 


Product Costs for a Four-item Home Automation Project 


This project is pretty heavy on lighting, but each piece adds its own unique func- 
tionality. In addition to the ability to manage lighting levels in a single room as the 
first project provides, we are now able to turn on some security lighting outside 
when a motion sensor is activated. Additionally, the component we've selected—a 
Leviton DHC X10 Motion Detector—will also turn on an X10 device inside the 
house, letting you know that someone (or at least the neighbor’s cat) is outside. 

Asimilar idea is carried indoors with the Wireless X10 Motion Sensor. When 
connected with the RF Base Receiver, someone entering a room will activate the 
lights. Additionally, when connected to the X10 controller, a schedule can be set 
up that will establish different levels of lighting in the room. 

Finally, we have a nonlighting component for this project. By connecting a 
220V heavy duty X10 module to the water heater, money can be saved by turning 
off the heater when no one’s home. Coming in at less than US$185, this project 
provides some concrete functionality—not only is the “isn’t that cool” level 
pretty high, but it provides some solid cost savings and security. There’s no 
wiring expense since we are using X10 for this entire project. 


All-out, Full-home Automation 


Our last example shows the tendrils of home automation worked into virtually 
every facet of daily life. In addition to the products introduced in the first two ex- 
amples, this final project adds more overall functionality to the Smart Home 
(including a security system), along with some conveniences (like whole house 
audio and video). This project requires a number of additional pieces: 


LL} Computer Since the project is going to be comprehensive, it’s 
necessary to have a computer dedicated solely to home automation 
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needs. This is a computer that will be kept separate from the rest of 
the household (located in the basement, probably). 


Security system The earlier projects added some elements of security 
(namely, motion-detector-enabled lights), but they weren’t security 
systems per se. This project adds an HAI OmniPro II security system. 
Connected to the system are five pet-sensitive passive infrared (PIR) 
motion sensors and two door sensors. 


HVAC The system also adds a thermostat that can be managed 
either at the system’s computer or via a web interface. 


Motorized drape controller The addition of the motorized drape 
controller is not only pretty cool to see operate, but it also manages 
the opening and closing of the patio door drapes so that sun is let in 
to warm the house in the winter and kept out to keep the house cool 
in the summer. The end result is a cost savings in heating and 
cooling costs. 


Home entertainment One of the costlier parts of this setup is the 
whole house distribution system for audio and video. The system 
sends video signals to five televisions while the audio system 
transmits to four sets of speakers. In one room, the audio and video 
can be changed, remotely, by using the Powermid remote extender. 
Note that we haven’t included the price of additional television sets 
or speakers in this cost estimate. 


Pet door Pet doors might not sound like something especially 
Smart Homish—however, the door we’re installing (the Dog Mate 
Electromagnetic Door) provides a little magnet to hang around 
Fido’s neck. This magnet acts as a “key” so when he approaches 
the pet door, it automatically unlocks. 


Voice recognition and web interface Sure, having a Smart Home is 
cool enough, but it’s even cooler—and more utilitarian—if system status 
can be checked and managed remotely. By implementing the voice 
recognition and web interfaces, it will be possible to check the Smart 
Home from school, work, or anywhere with a computer or telephone. 


We] wish W) HEE Wik “SEE 

Taking a look at Table 3-3, you can see that we have a lot of stuff—US$4,675.60 
worth—but not nearly as much as we could have included. The point of this exercise 
wasn't to list each and every item listed in the Smarthome catalog; rather, it is to show 
you what different projects would cost. 
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Item Cost 
Powerlinc USB X10 controller US$34.99 
Decora Dimmer Switch US$19.99 
220 Heavy Duty X10 Appliance Module US$20.95 
Leviton DHC X10 Motion Detector US$64.95 
Wireless X10 Motion Sensor US$18.95 
RF Base Receiver US$24.99 
Computer US$500.00 
Dog Mate Electromagnetic Door US$79.99 
Hal 2000 US$249.99 
OmniPro II Controller US$1,249.99 
HAI Web-Link II Software US$279.99 
OmniStat Single Stage Thermostat US$139.99 
Twin PIR Motion Sensors 5 @ US$41.99 = US$209.95 
Magnetic Contact Switch 2 @ US$3.99 = US$7.98 
Multiroom video distribution system with modulators US$199.99 
RG-6/U Quad Shield Coaxial Cable (1000 feet) US$179.99 
Powermid Remote Extender US$52.99 
Motorized Drape Controller US$89.95 
NuVo Simplese Audio Distribution System US$999.99 
Speaker wire (500 feet) US$249.99 
Total US$4,675.60 
Table 3-3 


Product Costs for a Whole-Home Automation Project 


Finding Bargains 


There are certainly some home automation projects that will induce sticker 
shock. But don’t let the price of some projects scare you away, entirely. There are 
a couple ways you can save some money and still find what you want: 


LJ eBay You can find anything, short of the Holy Grail, on eBay 
(www.ebay.com). Anyone who’s never heard of the World Wide 
Web’s premier auction site will probably also be fascinated by such 
things as sliced bread, fire, and the wheel. If it’s ever been made, 
someone’s bought it and is selling it on eBay. If you can tear yourself 
away from the auctions for complete collections of “Mama’s Family,” 
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you might be able to find the gadget for which you’re looking. 
Oftentimes, companies sell products on eBay that are overstocks— 
meaning you might get a deal on a brand-new product. Don’t take 
this as a glowing endorsement of eBay or other online auction sites, 
however. There are plenty of sleazebags out there who want to rip 
you off, so be careful in your dealings. Some tips for buying items 
from eBay: 


LI Always read the product descriptions completely before bidding. This 
is a simple way to avoid problems later on. Is the product new 
or used? Is it X10 compatible? Is it in good condition? These are 
things to check for in the product description. 


1 E-mail the seller and ask questions about the product that aren’t 
answered in the product description. 


_} Don’t jump too fast. Do your research: Are there other products 
for sale that you might be able to get cheaper? Are these products 
truly less expensive than you can get from a retailer? If the 
current bid on a thermostat is only US$5 less than you can get 
it from a retailer, you might be better off getting it from a retailer 
rather than a private individual. 


LI Check the seller’s feedback rating. Before you place even one bid, 
read what other buyers have had to say about their transactions 
with the seller. 


LI Make sure you know how much shipping and handling will cost. There 
might be two auctions for the same item; however, one seller will 
ship it to you for half as much as another seller. Find that out 
before deciding which seller’s product to pursue. 


LI Avoid counterbidding. Remember the movies where someone goes 
into the auction hall to bid on the Monet, only to have the price 
jacked up by a competitor? It happens all the time on online 
auction sites. If you find yourself in the middle of a bidding war, 
you're really not getting the best price for something—you’re 
probably setting the stage to overpay for the item. 


LY Use a credit card, whenever possible. If there is a problem with your 
purchase, it will be easier to ameliorate it if the payment is coming 
via credit card than if the seller has already cashed your check. 
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1 Shop around There are a number of online resources for home 
automation products. Do the smart thing and look around a little 
before buying something. You might find that one seller offers that 
X10 module for US$5 less than another. Some online retailers worth 
your attention include these: 


a 2 a a a 2 


= 


SmartHome www.smarthome.com 
GadgetHome www.gadgethome.com 
Fernbrook www.dnet.net/frnbrook/ 
Smarthomecatalog §=www.smarthomecatalog.com 
Homecontrols www.homecontrols.com 

Radio Shack www.radioshack.com 


Smarthomeusa Wwww.smarthomeusa.com 


Building your Smart Home can be expensive, but it doesn’t have to be. If you 
take the time to research your Smart Home projects, looking for both deals and 
the best way to implement them, you can have a Smart Home that doesn’t break 


the bank. 


TESTING 


1-2-3 


comes available? 


1 Did you compare different solutions for your Smart Home project to find 
the one that best matches your need? 


1 Did you plan all your projects at once so they can be phased in as money 


1 Did you shop around for the best deal? 
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Designing and 
Building the Smart 
Home LAN 


Tools of the Trade 
Home computers 
Switch 

Router | 

Firewall | 
Printer (A) 


Cat 5e cabling 
X10 Controller 
X10 Controller software 


network (LAN). Not only is this LAN necessary for your Smart Home 

controls, but it is also useful for simple acts of computing. As we noted in 
Chapter 1, it’s likely you already have a computer (most people do, especially those 
wired enough to want to build a Smart Home). You might also want to connect 
several computers if yours is a multicomputer home. The advantages of a home 
LAN are plentiful—from Internet connection sharing to file sharing to printer 
sharing. Not only can you share resources, but you can also dedicate individual 
computers to specific functions, like running a security system or serving as a music 
jukebox. Also, depending on the size of your Smart Home project, it may make the 
most sense to buy acomputer dedicated solely to the management of your devices. 


E= a really integrated Smart Home, the core of the system will be a local area 
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Of course, a LAN is not a requirement for a Smart Home—you can perform 
any number of functions without a LAN. However, if you want to add deeper 
layers of functionality and integration, a LAN is a good thing to include. 

In this chapter, we take a look at a Smart Home LAN and discuss the various 
components you can expect to encounter, along with the pros and cons of shar- 
ing a high-speed Internet connection. At the end of the chapter, we’ll walk you 
through the steps of connecting your Smart Home LAN along with the heart of 
your Smart Home devices, an X10 Controller. 


Components 


Clients 


In any home LAN, there are a number of devices you can expect to come in con- 
tact with. Some of these devices (like client computers) you are probably already 
familiar with, especially if you utilize a network at work. Other components, like 
switches and routers, may be new to you. However, if you do use a network at 
work, there’s a good chance you're connected to these devices but wouldn’t nec- 
essarily be aware of them (they’re probably locked away in that room only the 
computer folks go into). 

First, we'll start with some of the components you're likely acquainted with: 
clients. From there, we'll take a closer look at two devices crucial to networking 
and connecting a network to the Internet: switches and routers. 


Clients are any devices that are used for input or output purposes. That is, these 
are the devices that connect to the network and either take in information or 
present it for the user’s consumption. These devices are such things as client 
computers and printers. 


Client PCs 


For this discussion, let’s examine the schematic in Figure 4-1. This illustration 
shows a sample home LAN. The computer you will likely have the most contact 
with is a client device. As Figure 4-1 shows, this home LAN uses three client com- 
puters—one in the home office, one in the family room, and one laptop. 
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Figure 4-1 

Client computers are 
those your family 
members will use for 
their computing tasks. 
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PC / client 
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Networked 
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These computers are the ones that family members will use for their daily 
computing needs. For instance, these are the computers that will be used for 
homework, for accessing the Internet, and for other common computer usage 
tasks. Windows-based computers are the most common, although you could 
also use a Macintosh or a combination of the two just as long as a common proto- 
col is used for communication. 


If you need a refresher on protocols, flip back to Chapter 2. 


In this example, the two desktop PCs are tethered to the network using Cat 5e 
cabling, while the laptop is connected to a wireless connection—but really any 
combination of the two is acceptable. You could just as easily utilize wireless 
cards on all three computers. However, as we noted in Chapter 2, wireless is fine 
if you’re downloading something from the Internet, but if you are transferring 
large files, expect wireless’s 11 megabits per second (Mbps) connection to be 
about nine times slower than a hardwired connection. 
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Servers 


Figure 4-2 

Servers tend to the 
informational needs 
of client computers. 


The next device, highlighted in Figure 4-2, is a server. Servers are computers ded- 
icated to tending to the needs of their client computers. Servers manage the 
connections between client computers and their connections to the Internet. In 
large companies, it is not uncommon for multiple servers to be used to attend to 
the management of hundreds or thousands of client computers. However, 
unless you have a really big family, you probably won’t need more than one 
server. Plus, you'd probably be just fine if you ran your Smart Home software on 
one of your clients that served double duty as both a client machine and the 
server. It’s not likely you’d need a server unless there are several computers in 
your home, but if you decide to connect your Smart Home to the Internet, you'll 
need a web server. We'll talk about that in greater detail in Chapter 7. 


NIC 
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In our example, 
However, Smart 


it is the server on which the Smart Home software will be installed. 
Home software could just as easily be installed on client computers, 


or a lone computer. 
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NICs 


If you look on the back of a wired, networked computer, you'll see a piece of 
Cat 5 cabling, terminated with an RG-45 connector (remember, it looks like a fat 
phone connector), and plugging into the computer. This cabling is plugged into 
a network interface card (NIC). The NIC is the interface (as the name suggests) be- 
tween the computer and the network. 

In older computers, this card had to be purchased separately and installed, 
however NICs are pretty much standard equipment on computers now—you 
have to specifically request that they not be installed on your machine if you are 
so inclined. There are different types of NICs that employ different communica- 
tions technologies. The most popular is Ethernet. 


TIPS OF 
THE TRADE 


Purchasing Inexpensive NICs 
Ethernet NICs are inexpensive (you can get a good one for US$10, but you 
can occasionally find a deal where you get the card for US$10, then get a 
manufacturer’s rebate for US$10), which makes them very popular both 
in business and inhome applications. In fact, the devices you'll buy to con- 
nect with your network are likely to be Ethernet-based, so it is not only a 
good option; it’s also your only option. 


Ethernet used to run solely at 10 Mbps, but now the prevalent speed for these 
networks is 100 Mbps. There are Ethernet implementations that run at 1 Gbps and 
10 Gbps, but their price hasn’t brought them into the home networking arena. 


Printers 


There are a number of styles of printer—bubblejet, color, and laser—that offer 
different functionality. You were probably able to get a bubblejet printer for a 
buck when you bought your computer. However, the glory of a home LAN is 
that you needn’t save the cover of the Fourth Quarter Earnings Report onto a 
floppy and run upstairs and print it out on Jimmy’s color printer while he’s run- 
ning downstairs to print out his term paper on your laser printer. If you are 
networked and the printers are appropriately set up, you can print your stuff on 
Jimmy’s printer, he can print his paper on yours, and you can meet halfway on 
the stairwell to exchange the pages. 
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Printers will be connected to your LAN in one of two ways—as the printers in 
Figure 4-3) show. They can either be connected to the network through another 
computer, or they can be stand-alone devices. 


Figure 4-3 
Printers can be shared 
ona home LAN. 
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Connected toa Computer This is probably the most common way to connect a 
printer to the network. The printer is connected either via a parallel cable (it’s a 
really wide plug with a couple dozen connectors in it) or a universal serial bus 
(USB) cable. You'll see parallel connectors used on older printers, while newer 
printers will offer both (and sometimes only USB connections). 


he ok x00 48 HL 

Once the computer is properly connected to the network, the printer can be shared by 
others on the network. The only downside to shared printers is one of human interaction— 
if there isn’t communication between the people sharing the printer, you can find yourself 
with a minor headache. For instance, you might have loaded photo paper into the printer 
and before you can start your print job, someone else prints their stuff on it. 


Networked Networked printers have their own NICs, and their own Internet 
Protocol (IP) addresses. These printers need not be connected to another computer; 


Designing and Building the Smart Home LAN 55 


rather, the network knows where they are and work sent to that printer is shot di- 
rectly through. These printers are said to have their own print server. Otherwise, 
the PC acts as a print server. 

Here, again, is another opportunity to use wireless technology, if you are so 
inclined. Don’t have good desktop space for your laser printer? Why not stick it 
in the corner of the basement with a wireless NIC? With a wireless-enabled, net- 
worked printer, it’s an option. 


Switches 


Figure 4-4 
Switches connect 
network devices. 


The next network device might be a little foreign to you, unless you’ve already 
done some network design and construction. Switches are used to connect all 
your network devices, as the illustration in Figure 4-4 shows. 
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Think of the switch as a steroid-pumped power strip used to share data 
among all your devices. It is through the switch that you are able to share 
Internet connections, share files and printers, and check the Smart Home set- 
tings located on your server. 

There are two ways in which your switch can be connected. It can either be 
wired, using Cat 5 cabling, or it can be of the wireless variety. 
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Wired 


Wired switches are very common and not very expensive. In fact, you can buy 
the Linksys EZXS55W EtherFast 10/100 5-Port Workgroup Switch for US$36.88. 
This gives you connections for five devices, for example: 

_} Input from a router (more on routers later in this chapter) 

_} One server 


_1 Two clients 


_} One networked printer 


This is just an example and, of course, which devices you connect depends on 
your needs and what you want to connect to your home LAN. 

Of course, even though these devices are reasonably inexpensive, you still 
have to connect everything with Cat 5 cabling, so there’s a little more expense in- 
curred when cabling has to be run through your home, not to mention the 
headache of actually performing the cable run. On the other hand—and this is 
the big plus of wired networks—you don’t have to worry about interference 
(unless you run your Cat 5 right next to a power line, so don’t do that!) and the 
speeds are excellent. 


Wireless 


A wireless switch is more expensive upfront than a wired switch; however, 
you'll find that current models do a whole lot more than just provide wireless 
access. For example, the Linksys BEFW1154 EtherFast Wireless-B Access Point + 
Cable/DSL Router with 4-Port 10/100 Switch sells for US$75.99. Not only does it 
provide a switch, but it also adds a router and wireless access point. With this 
particular model, you can connect four other devices, which is pretty good be- 
cause it’s already got a router and access point included in the device. This 
example uses an 802.11b device, which only runs at 11 Mbps. Remember, if you 
decide to go to the next level of wireless connectivity, a comparable switch/ 
router/access point costs US$40 more but provides 54-Mbps connections. 
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Wireless Ethernet is also known as WiFi. 


Wireless connections sure are nice, but there are also some important consid- 
erations when setting one up: namely, placement and security. 
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Access Point Placement With a wired network, you need not worry too much 
about interference from other devices. For instance, running the vacuum cleaner 
can cause your wireless connection to drop out. Also, even though your wire- 
less-enabled laptop affords you the freedom to go anywhere in your house, you 
can only be about 300 feet from your access point. After that, you'll lose your con- 
nection. Of course, this still beats the pants off a wired connection, which only 
lets you roam as far at the Cat 5 tether allows. However, when setting up your 
access point, it is a good idea to bear in mind where your wireless devices will be 
and whether they will be adequately in range. 

Unless you’re shacking up with a Rockefeller or a DuPont, you probably 
don’t have the burden of living ina house in which you will be more than 300 feet 
from your access point. On the other hand, it’s a good idea to keep in mind that 
ductwork, walls, and other elements of construction can conspire against you. 
Once you set up your network, try and locate your access point as centrally as 
possible. This doesn’t mean you have to move your refrigerator out of the house 
so the access point can be in the geographical center of your home. However, 
plan out where you think your wireless devices are likely to be, and where 
they’re likely to be taken, and then plant an access point accordingly. You can cer- 
tainly keep your access point in the basement, away from the rest of your home if 
you like, assuming you have a strong enough signal. 


Extend Your Wireless Network’s Range 


What if you just can’t get a good signal and you really want wireless? 
Easy—just buy a second access point. This doesn’t even have to be an expen- 
sive model, just a stand-alone unit like the Linksys WAP11 Wireless-B 
Network Access Point that retails for US$71.99. This extra access point can be 
used to extend the range of your wireless network, as this illustration shows: 


Router Firewall Switch Client ‘a 
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oe coe Wireless 
point point PC 
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The second access point need not even be plugged into any network devices; 
it just needs a power source. If you have an outlet in a closet, it can even be in- 
stalled there if you are so inclined. These extra access points are especially useful 
if you want to go outside and need more range. You can locate one in the garage 
and go to town (assuming town is less than 300 feet away). 


Security The biggest concern with wireless networks is their security vulnera- 
bilities. On one hand, they are very nice because they are easy to set up and use. On 
the other hand, it is this ease that makes them attractive targets for evildoers. All it 
takes is someone witha wireless-equipped laptop driving by your home to be able 
to access your network. Happily, however, this problem is easily ameliorated. 
Wireless Equivalent Privacy (WEP) is a security protocol that you establish on 
your wireless access point. This is a code that you establish on the access point and 
then enter into your wireless-enabled devices. This code is used to encrypt the 
data being transmitted and provides the key to decrypt incoming transmissions. 
Without the code, it is very difficult for anyone else to access your network. 
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WEP is a double-edged sword. First, it’s easy to use—you simply enter a valid code in both 
devices. However, people tend to be lackadaisical and don’t take the two minutes to 
establish the code. 


Routers 


Another way to avoid wireless invasions is by setting up your access point so 
that it doesn’t broadcast its name. The act of broadcasting a name can be an invi- 
tation to hack into your network. Do yourself a favor and avoid any problems 
that stem from someone being able to access your network because of a backdoor 
that can easily be nailed shut. 


The last device we'll consider is highlighted in Figure 4-5. The router is used to 
connect your network to the outside world. Ina home LAN, it will be connected to 
a high-speed Internet connection (more on those connections in the next section) 
like a digital subscriber line (DSL) or cable modem. This device provides a single 
IP address for connection to the Internet and quite often includes a firewall, which 
is another device used to keep people from accessing your home LAN. The 
router’s job is also to convert the data coming into your home network from one 
digital format into the one used inside—Ethernet. It also determines which traffic 
should go to the Internet, and which traffic should stay in your home. 
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Figure 4-5 
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You might feel your head and wallet throbbing simultaneously with the 
thought of having to buy a switch, router, access point, and firewall. These de- 
vices all sound expensive, singly, so four of them must be bank breakers. As we 
mentioned in the switch section, it is possible (and very popular) to buy devices 
that cram all these tools into one box loaded with flashing red, green, and yellow 
lights. Table 4-1 compares some combination devices, the various features they 
include, and their price. 
Product Features Ports Price 
Linksys BEFSR41 EtherFast 10/100 Mbps wired 4 US$59.99 
Cable/DSL Router Router 
Switch 
Linksys WRT54G 54 Mbps wireless 4 US$129.99 
10/100 Mbps wired 
Access point 
Router 
Switch 
Table 4-I 


Some All-In-One Home LAN Devices 
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Product Features Ports Price 


Linksys BEFW11S4 11 Mbps wireless 4 US$75.99 
10/100 Mbps wired 
Access point 
Switch 
Router 
Netgear FVS318NA 10/100 Mbps wired 8 US$99.95 
Switch 
Router 
Firewall 


Table 4-I 
Some All-In-One Home LAN Devices (continued) 


To put it all together, consider the picture in Figure 4-6. This shows three com- 
ponents in our Smart Home LAN. On the left side of the picture is the cable 
modem. In the middle is a combination switch/firewall/router. On the right 
side is the wireless access point. The high-speed Internet signal comes in from 
the cable, then into the switch to which the access point is connected. In this case, 
the server and client computers are located elsewhere in the Smart Home, be- 
cause they are able to connect via WiFi connections. 


Figure 4-6 
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High-Speed Internet Connections 


Types 


DSL 


There are a number of ways in which you can connect your home LAN to the 
Internet. At first blush, you might be wondering, “Why on Earth doI need to hook 
up to the Internet just to make my lights go on and off?” Well, to be honest, you 
don’t need to. You can manage your Smart Home just fine without hooking up to 
the Internet. However, being able to connect is useful for a couple of reasons. 

First, you probably want to connect to the Internet anyway, just for the sake of 
being able to check out web sites, send e-mail, and all the other stuff Internet con- 
nectivity provides. You can do this well enough with a dial-up connection, but if 
you connect with an analog modem (at 56 kilobits per second (Kbps)), you won’t 
be able to download information as quickly as if you used a DSLor cable connec- 
tion. 

Second, if you want to manage your Smart Home over the Internet, you'll 
need an “always-on” connection, suchas DSLor cable. In this case, a dial-up con- 
nection isn’t ideal because your telephone line will have to be tied up to ensure 
that your LAN will be accessible remotely. A high-speed connection is also im- 
portant for such Smart Home functions as remote management, security, and 
surveillance. 

This section examines your options for high-speed Internet connectivity, 
along with the pros and cons of high-speed always-on connections. 


There are three main ways to get a high-speed Internet connection at your home. 
These methods are all known as broadband connections. These connection types, 
which you’ve probably heard of, are listed here: 

Ll DSL 

1 Cable 

J Satellite 


Let’s take a closer look at these connection types and examine which might fit 
best with your own particular wants and needs. 


DSL stands for digital subscriber line. As the name implies, DSL also runs digital 
signals over copper wire. DSLuses sophisticated algorithms to modulate signals 
in such a way that much more bandwidth can be squeezed from the existing 
last-mile telephone infrastructure. 
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DSL is an inherently asymmetric telecommunications technology. What this 
means is that data can be moved much faster downstream (from the local phone 
carrier to your home) than upstream. There are several types of DSL; two are im- 
portant to this discussion: 


_1 aDSL Asymmetric DSL, a two-way circuit that can handle about 
640 Kbps upstream and up to 6 Mbps downstream. 


1 DSL Lite Also called G.Lite, a slower, less expensive technology 
that can carry data at rates between about 1.5 Mbps and 6 Mbps 
downstream, and from 128 Kbps to 384 Kbps upstream. The exact 
speeds depend on the equipment you install. 


DSL’s inherent asymmetry fits perfectly with the Internet, where most home 
users download far more data than they upload. 

The key fact to know is that DSL requires a special piece of equipment called a 
DSL modem to operate. It’s the DSL modem that splits signals into upstream and 
downstream channels. The major difference with DSL Lite is that the splitting is 
done at the telephone switching station, not in the home or small office. 


EVE 9 SA 


To use most DSL circuits, you must be located no farther than about four or five miles from 
the telephone switching station. 


Cable 


A cable modem connects to an existing cable television feed through a cable 
modem, then to a router or an Ethernet network card in the computer. Though 
cable modems and dial-up modems share a common functionality, the two are 
very different devices—primarily in the realm of speed. Dial-in modems top out 
at 56 Kbps (and that’s only when ideal circumstances permit—expect to get con- 
nection speeds less than that). Cable modem downloads range from 384 Kbps to 
several million bps, depending on the service provider and the package pur- 
chased. 
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Cable modems are nice because they use one of the more prevalent home utilities—cable 
connections—as a transport medium. Unfortunately, one of the biggest problems with 
cable modems is that you wind up sharing your speed with the neighbors. If you are the 
only one on the block with a broadband cable connection, you should experience some 
pretty good speeds. However, whenever a neighbor jumps on the cable bandwagon, expect 
your speeds to drop, proportionally. For example, if you and another neighbor have cable 
modems, if you are ever on at the same time, you'll only experience half the speed that you 
used to enjoy before. If three of you are on at the same time, your speeds will only be a third 
of when you're on alone. 


Satellite 


If cable or DSL aren’t options and you still feel the need for speed, you need look 
no further than the heavens. Companies like Hughes Network Systems offer sat- 
ellite delivery of Internet content. Much like the 18-inch dishes bolted to the 
sides and roofs of millions of houses for digital television and movies, these ser- 
vices utilize the high-bandwidth broadcasts to deliver high-speed Internet 
access. Data can be sent both ways and the only requirement is a clear view of the 
southern sky. 


Pros and Cons 


Speed 


High-speed Internet connections have a number of benefits, but they also havea 
number of disadvantages. 


Probably the most useful and utilitarian aspect of these connections is right in 
their names—high-speed. These connections are ideal because not only are you 
able to download web pages and such at high speeds, it is also beneficial to be 
able to control your Smart Home functions without long delays caused by slow 
connections. Furthermore, if you have a camera connected to your Smart Home 
and you wish to monitor it over the Internet, a high-speed connection is neces- 
sary for good image quality and transmission rate. 
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Always-On 


The other great aspect of broadband connections is their sheer availability. Of 
tentimes, these types of connections are known as always-on connections, because 
you can always be connected to your Internet service provider (ISP). This is ideal 
for your Smart Home management, especially if you plan to do it over the 
Internet. With an always-on connection, it’s a simple matter of entering your 
Smart Home’s IP address to check your home and make whatever changes you 
might deem necessary. 


Security 


With broadband connections, there is a heightened risk of security breaches, if 
you are not careful. DSL and cable connections are more open to hacking, unlike 
dial-up connections. This is bad enough if some sleazoid accesses your home 
LAN, but it’s even worse if the hacker is able to alter your home controls. 

Happily, it’s easy enough to put solid security measures in place. The first 
place to start is by utilizing your computer network’s built-in security features, 
including ensuring passwords are used wherever possible. Also, this is when a 
firewall comes in handy. The firewall is a line of defense protecting your network 
from the outside world. 

Firewalls aren’t necessarily expensive items to employ. You can get freeware or 
shareware firewall products like Tiny Personal Firewall (www.tinysoftware.com) 
or Sygate personal Firewall (www.sygate.com). Also, as we noted earlier, if you 
buy a multipurpose device—like an all-in-one router/switch/firewall—you 
don’t have to buy multiple devices. 


Expense 


When you sign up with an ISP for a dial-up account, you can get access for any- 
where between US$10 and US$25 per month, depending on the company and 
the number of hours you plan to use. However, pricing schemes ramp up 
sharply when you have a broadband connection—generally about US$30 per 
month more. There is a question you must ask yourself, in the context of both 
your Internet access and Smart Home needs: “Is a high-speed connection worth 
that extra charge?” 


Availability 


Maybe the biggest hurdle involved with broadband connections is their availabil- 
ity. This is a problem with both DSL and cable connections. If your neighborhood 
is not wired for cable, or the cable company does not offer cable connectivity, then 
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you can forget a broadband cable connection. The availability of DSLis even more 
austere. In order to qualify fora DSLconnection, you must be within a few miles of 
the central office. 


XIWAS SHWE EE T 
The central office is that little nameless shack on the corner where the telephone company 
van always seems to be parked. 


Happily, however, satellite connections make the prospect of broadband 
more available. The only thing you need for a satellite connection is a clear view 
of the southern sky. 


The X10 Connection 


X10 is a great way to provide functionality to your Smart Home. These devices 
can be managed with stand-alone devices; however, for greater control, X10 
Controllers connect with your home computer or LAN and allow you to manage 
a multitude of details. 

To connect your home LAN with your Smart Home gear, you need some spe- 
cial equipment to interface between the two. For this book, since we’re using X10 
gear, we need an X10 interface and the appropriate software. The last section of 
this chapter will show you how to connect this piece of hardware to your com- 
puter, then how to install the requisite software so you can start managing the 
X10 components of your Smart Home. 


The Hardware 


There are two types of X10 Controllers that you can use to manage your Smart 
Home. There are stand-alone controllers that simply plug into the wall. These 
look just like key pads that sit on your desk, coffee table, or night stand. How- 
ever, since this chapter is all about computer integration, let’s take a closer look 
at X10 Controllers that operate via your computer. 


Controller Types 


Within the realm of X10 Controllers, there are two different types that you can 
plug into your computer. The first plugs into your computer’s RS-232 serial port. 
This port is the wide, trapezoidal plug on the back of your computer. This 
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Figure 4-7 

Plugging the X10 
Controller into an 
open electrical outlet 


connection is most common with older X10 devices, but—depending on the age 
of your computer—you might need to find an X10 Controller with a serial inter- 
face. The downside of the serial connection is that it is extremely slow, but unless 
you have a lot of X10 stuff going on at once, you needn’t worry too much about 
whether your serially connected X10 Controller can handle it. 

The more popular and modern X10 Controller is a USB-based device. This 
device simply plugs into an open USB port on your computer. USB is rather user 
friendly and your computer should recognize the new device right away. This 
streamlines the whole setup and installation process considerably. 


Setting Up 


In this example, we’re using Microsoft Windows XP, but the steps will be similar 
on other versions of Windows that recognize USB devices (namely, Windows 
98se and later). 


I. After unpacking your X10 Controller, the first step is to plug it into an 
outlet near your computer. As Figure 4-7 shows, plugging the X10 
Controller (in this case, a PowerLinc USB Model 1132U) is as simple as 
plugging anything into an open outlet. 
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Do not plug the X10 Controller into a filter or a power strip. These devices will prevent the 
X10 signal from propagating to your X10 devices. 


2. Next, boot up your computer and ensure that all running programs 
have been turned off. 


3. Connect the USB cable (pictured in Figure 4-8) to an open USB port. 
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Figure 4-8 
Connect the X10 
Controller’s USB 
cable to an open 
USB port. 


Locating a Good USB Port 


Many modern computers have USB ports on the front of the computer as 
| well as on the back. This allows for easy connection and removal of devices 
like digital cameras, personal digital assistants, and so forth. Since your X10 
Controller is likely to be plugged in all the time, it’s a good idea to locate a 
port on the back of your computer so the cable will not be in the way. 


4. After a few seconds, the computer will display a message indicating 
that it recognizes the new device. 


5. Windows should have a copy of the appropriate drivers already 
installed; however, if they are not installed, you should use the 
CD-ROM that came with your X10 Controller and install them. If no 
drivers have been included with your X10 Controller, go to the device 
manufacturer’s web site—they are commonly provided there. 


Fee OD LBA VE 
Most X10 USB controllers get their power to operate from the computer. As such, if you 
use a USB hub to share components, you'll need to use a powered hub. 


Software 
It isn’t enough just to install the hardware, as easy as it was. Now, in order to con- 
trol your X10 devices, you must also install software that tells the X10 Controller 
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what you want it to do. There are a number of software packages for managing 
your X10 Controller and devices, and we'll go into more depth witha very useful 
application—HomeSeer—in Chapter 15. However, for the sake of getting the 
controller up and running, let’s look at some other software. 

15 MINUTES Along with our PowerLinc USB X10 Controller, we received a CD-ROM con- 
taining two pieces of X10 software: the Home Control Assistant for PowerLinc 
Limited and the Home Control Assistant for PowerLinc Plus. To install either of 
these products, follow these steps: 


I. Put the CD-ROM into your computer’s CD- or DVD-ROM drive. 
2. The pop-up menu (shown in Figure 4-9) will appear. Select the 
appropriate software you wish to install. 
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The HCA PowerLinc Limited application offers limited control of your 
X10 devices and is really meant to get a flavor for your X10 Controller, or 
to run just a couple devices. If you want more control, and you like the 
HCA PowerLinc program, the HCA PowerLinc Plus program offers full 
features, but you are limited to a 30-day trial unless you care to buy it. 


3. You might be prompted to provide your Windows CD-ROM to 
complete the installation of the software. 
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At this point, the software is installed and ready to control your Smart 
Home’s X10 devices. There are additional setup steps involved to control spe- 
cific devices. We'll explain those steps as we encounter them in subsequent 
chapters. This represents the basic steps required to install the particular soft- 
ware provided with the PowerLinc USB X10 Controller. Other controllers and 
other software packages will require a different setup procedure, which will be 
provided by the manufacturer. 


AEE ee? KI SO 
For a more in-depth explanation about how X10 software is set up and controlled, flip 
ahead to Chapter 15. 


Ahome LAN is not anecessity inaSmart Home, but it is a good thing to have. 
First, controlling your X10 devices will be much easier with a solid computer 
system. Second, if you have multiple computers and a high-speed Internet con- 
nection, building a home LAN is a great way to share the Internet connection. 
Taking the time to develop your home LAN is a good foundation on which to 
build your Smart Home. 


TESTING 


1-2-3 


1 Are your clients connected to a switch? 


1 Is your high-speed Internet connection protected by a firewall? 


J Is your X10 Controller installed? 
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Tools of the Trade 


Blueprint or floor plan of your home 
Ruler 

Tape measure 

Wire cutters 

Masking tape 

4-wire, 22-gauge security cabling 
Fish tape 

Permanent marker 

Crimper 

Butt splice connectors 


Smart Home. We'll talk about how to install your security system and its 

various components in Chapter 6, but first we need to introduce the cast of 
characters. This chapter examines the role of security systems in your Smart Home. 
We'll examine a number of the sensors you can add to your system to serve your 
various safety and security needs. Then, we'll talk about how to go about planning 
your security system. Finally, we'll explore issues germane to installation preparation 
by covering wiring fundamentals. 


(= the next two chapters, we'll take a look at security systems for your 
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Security Systems 


The first section of this chapter examines the various components that are used 
in home security systems. First, we'll look at the pieces that come together to 
make your security system—from consoles to sensors to wiring, among others. 
Then, we'll drill down even deeper and talk about the various types of sensors, 
what they do, and how you can use them in your Smart Home project. 


Components 


When you buy a security system, you don’t just swing by the mall and pick upa 
box containing “asecurity system.” Security systems are not “one size fits all” af- 
fairs; rather, they are pieced together based on the needs and wants of the 
individual Smart Home owner. These systems contain a number of components, 
each serving unique functions. 


Control Panel 


Figure 5-I 
Omni II control panel 


The core of the security system is the control panel. This is where the guts on the 
security system reside. Consider Figure 5-1. This is the control panel of the Omni 
II security system by HAI. This is the security system we'll be installing in the 
next chapter. 
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The control panel sits in a quiet, out of the way—yet secure—place in your home and all 
the other security system components connect to it. A popular place for the control panel’s 
location is in a basement or utility room. Obviously, you don’t want to locate the box 
somewhere outside your security perimeter, because it would be easy to access and 
deactivate. 


The control panel is the device that connects the security system’s sensors, 
consoles, sirens, and video cameras. When considering which control box to pur- 
chase, there are a number of factors to be juggled. In addition to the age-old 
consideration of cost, you must also be cognizant of how large your security 
system willbe and then purchase a panel with enough connections. For example, 
the Omni II system allows 16 zones. A “zone” is the terminology for the sensor 
that controls a specific area (like a door or window) or a function. Even though 
this system is capable of handling 16 zones, if we ever decide to expand the 
system, we need not go out and buy a new control box. Rather, HAI manufac- 
tures a module that can be installed onto the Omni II, providing up to 48 zones. 
Other systems provide capability for more or fewer zones. 

Some control panels even allow for the addition of wireless expansion modules. 
This allows the control panel to communicate, wirelessly, with various sensors. 
These are good to use if you have problems running cable to a particular location. 


Sensors 


The devices that will be used to trigger an event are sensors. Conventionally, 
when thinking about home security we only consider motion detectors or window 
and door sensors. However, in your Smart Home, you can connect all kinds of 
devices to your security system. 

For instance, you can install a water sensor and place the sensor next to your 
sump. If the water ever overflows onto your basement floor, the signal can be trip- 
ped and you can be made aware of the problem. We'll talk about some specific 
types of sensors you can connect to your security system later in this chapter. 


Wiring 
To connect your security system sensors to the control panel, you run a length of 
shielded, 4-wire, 22-gauge security cable. This cable contains four wires, which 
is sufficient to connect most components of your security system. Some devices 
(like open door/ window sensors) will use two wires, while devices that require 
a power source (like a smoke detector or a motion detector) will use three or 
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Figure 5-2 
Four-wire, 22-gauge 
security cable 


Figure 5-3 
A 500-foot spool of 
security cabling 


KARE: 1D 


more wires. The wires handle both the signals from the control panel and power. 
The shielding is a protective layer that prevents interference from affecting the 
signal. 

Figure 5-2 shows a close-up of the cabling and Figure 5-3 shows a 500-foot 
spool of the security cabling we used for our security system, obtained from a 
local home improvement store for about US$35. 


If you are going to use components that require more wires, you can also opt to run 8-wire, 
22-gauge security cable. 


Installation Concerns Wiring for your various sensors and components are 
home-run from the control panel in your equipment room to the sensors, con- 
soles, sirens, and so forth. However, there are some considerations to be aware of 
when installing your security cabling. 

First, be sure you select the most direct route between the equipment room 
and your sensors, being mindful of any obstacles. For instance, will you need a 
few extra feet of cabling because you have to negotiate around a heating duct? 
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When you pull cable, make sure it’s coming off the spool easily and not getting kinked or 
hung up on anything. If you pull too hard, you'll be likely to damage the cabling; then, 
you'll wind up having to rerun the cabling. 


Figure 5-4 
Splicing wires using 
butt connectors 


If you are installing cabling in new construction, cable is pulled to each location 
by drilling a %-inch diameter hole in the wall studs. At this point, the cabling should 
also be secured to the studs so that it is not accidentally pulled out of the wall. 

However, if you are retrofitting a completed home, it’s easy enough to run 
your cabling through the basement or attic to your various locations. Again, 
once the cabling has been placed, it is a good idea to anchor the cabling to a stud 
to avoid the wiring being yanked out of the wall (if possible without ripping out 
the drywall). 


Splicing When you connect your components to the cabling, there’s no plug 
that makes for easy connectivity. Rather, you'll have to splice your wires to- 
gether. An easy, common sense method for splicing wires is to trim back the 
insulation, twist them together, and wrap them with black electrical tape. Re- 
grettably, the fire marshal doesn’t see it that way, and prefers a more urbane way 
to connect wires. 

When connecting two lengths of cabling (maybe you ran out halfway through 
a run and had to reconnect) or a sensor or other component to a cable, the ap- 
proved method is to use a butt connector. These are small metal and plastic 
sleeves into which the two wires are inserted, then pinched down tight using a 
crimper. Butt connectors are selected based on the gauge of the wire and usually 
come a dozen or so per package (though you can find them in many size pack- 
ages). Take a look at Figure 5-4, which shows how wires are spliced properly. 


Butt connector 


Wires to be spliced are inserted 
into the butt connector, then pinched 
together using a crimper. 
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Connecting to Sensors Once you’ve reached the cabling to the sensors or 
other components, the connection method is identical to that when splicing 
wire. Connecting wires together, whether splicing cable or connecting compo- 
nents, follows a similar process because the sensors routinely come with a set of 
wires already attached. 


Pay Attention to the Colors 


It’s also critical to pay attention to which colored wire you’re connecting 
your sensors. For instance, the cabling we used for our security system uti- 
lized four wires: red, black, white, and green. This color scheme was 
present in some of the sensors we connected (at least to some extent—red 
and black tended to be present, and once in a while there was white), but 
oftentimes there was a rogue color with which we needed to deal. For in- 
stance, our cabling consisted of red, white, black, and green wires. 
However, a sensor might have come from the manufacturer (as did our 
siren) with red, white, and yellow wires. 

There isn’t anything magical about these wires. If you connect red to 
black, it will still work fine, assuming you know to connect the black wire 
to the correct post. Back to our siren example: Since red and white were 
present, we simply connected the green wire of the cabling to the yellow 
wire of the siren, made a note of it for future reference, and went on with 
our business. 


Your sensors might also have ports with tiny screws in them. In that case, con- 
nection couldn’t be simpler (assuming you have the right size screwdriver). You 
simply loosen the screw, insert the wire clockwise around the screw, and then 
retighten the screw. 


Consoles 


When you step through the front door and your alarm starts whining or chirp- 
ing, itis deactivated by punching a code into the console or keypad. Like the one 
shownin Figure 5-5, the console is the user interface with your security system. 
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Figure 5-5 
Security system 
console 


HEADS UP! 


ce 
If you are using a security system that interfaces with your computer, then the computer 
is, naturally, another user interface. 


Sirens 


Figure 5-6 

A siren can be 
activated by a sensor 
being tripped. 


The console is used to turn your security system on and off, check the status 
of zones, add new users, and other administrative functions. For instance, the 
console used with the Omni II allows the temperature to be displayed from all 
the temperature sensors. 


There’s no better way to scare off burglars and annoy your neighbors than by 
connecting a siren to your security system. Sure, it’s gratifying enough to know 
that when your security system has been tripped that the police will show up 
with their pistols drawn and bloodthirsty K9s straining against their leashes, 
ready to chomp on a perp. However, a siren gives the burglar a head start, 
making the whole apprehension a little more sporting. The siren we’re using for 
our Smart Home project is shown in Figure 5-6. 
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Cameras 


If you want to survey your domain without ever having to leave the comfort of 
your easy chair, you might consider attaching video cameras to your security 
system. These cameras can either be part of a closed circuit display, or they can be 
connected in conjunction with our Smart Home’s LAN. By connecting to the 
computer system, you can monitor your home from your home office, or if con- 
nected to the Internet, from a remote location such as at work. 


KD WLM & OE 

The factors in play determining what type of video camera you'll get include whether the 
camera is black and white or color, what resolution is available, its field of view, and 
whether it has a motor to sweep across a range. 


Sensors 
Your control panel is certainly an impressive (and expensive) collection of micro- 
chips, flashing LEDs, and wire. However, to make the security system work, you 
need to be able to detect various activities. There are a multitude of sensors that 
you can add to your security system to monitor all sorts of goings on. The most 
common are the motion sensors and the open door sensors, but there many other 
things you can monitor. 


TRADE Normally Open or Normally Closed 

Sensors are said to be normally open or normally closed. This refers to the con- 
tacts inside the sensor and describes the state of the sensor. For instance, a 
sensor that is normally closed is one that is always seen by the system as 
being closed. When it is opened, it goes into a not ready state, and trips the 
alarm. This type of sensor would be used on doors or windows. These points 
of entry are typically closed, so when they are opened, the alarm is tripped. 
The point of whether a sensor is normally open or normally closed is to indi- 
cate the normal state of the sensor. Sensors can be purchased for a number of 
applications in either the normally open or normally closed state. 


Motion 


Motion sensors are devices used to detect movement in the area on which it is 
trained. Motion sensors communicate with the control panel, sending a signal 
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Figure 5-7 
PIR motion sensor 


whenever motion has been detected. If your security system is monitored by a 

third party, the signal from the control panel is sent to the monitoring service. 
There are two main types of motion detectors: PIR and Dual TEC. Also, if you 

havea pet, there are some sensors that can keep Fido from setting off the works. 


PIR Passive infrared (PIR) motion sensors sense a change in background temper- 
ature. When someone enters the room, the background (or ambient) temperature 
changes. This change is detected by the PIR sensor, and a message is sent by the 
sensor to the control panel. Figure 5-7 shows a PIR sensor. 


When installing PIR motion sensors, you can avoid false alarms by making 
sure the sensor does not have these: 


_J Hot or cold air blowing on it 


Sunlight or reflected sunlight on it 


L] 
_] Intermittent heat sources nearby 
Ly 


Pets that are likely to wander into the sensor’s field of vision (more 
on pet immune systems in a moment) 


Dual TEC A Dual TEC motion sensor uses two different ways to detect motion. 
In addition to detecting ambient temperature changes (like a PIR sensor), it also 
uses Doppler to detect amoving mass. A Dual TEC sensor only sends a message 
to the control panel if it senses both a change in ambient temperature and a 
moving mass. By the way, if Doppler sounds familiar, that’s because it’s the same 
technology meteorologists use to “predict” the weather. 
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TIPS OF . 
THE TRADE Animal Immunity 


If you havea pet, buying sensors that are animal immune will save a head- 
ache every time Rover or Ruggles strolls across the living room. Animal 


immunity is able to sense between the family pet and human beings and 
can be built into both PIR and Dual TEC sensors. Animal immune sensors 


are rated for pets between 25 and 100 pounds, depending on which sensor 
you purchase. 


Glassbreak 


Glassbreak detectors are sensors that connect to glass doors, windows, skylights, 
or any other glass-covered point of entry. In essence, glassbreak detectors listen for 
two sounds to determine whether glass has been broken. First, the sensors listen 
for the nonaudible to humans “flex” sound that a window makes just before it 
breaks. Then, it listens for the sound of the window breaking that we can hear. If 
both of these sounds are detected by the glassbreak sensor, a message is sent to the 
control panel. Glassbreak detectors can be purchased based on the glass type, size, 
and thickness, as well as the range at which they can sense glassbreaks. 


co 


Carbon monoxide can come from such sources as a failing gas stove, a furnace, a 
fireplace, or a water heater. After fires, carbon monoxide poisoning causes the 
greatest number of accidental deaths. Whether you choose to connect this sensor 
to your security system or not, you should be sure to install a number of these de- 
tectors. Figure 5-8 shows a CO detector. 


Figure 5-8 
CO sensor 


Do Nor PAINT 
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Smoke 


Smoke sensors are akin to the smoke detectors that have been keeping us safe for 
years. The only difference between these sensors and the round modules on every 
level of our homes (you do have one on every level of your home, don’t you?) is 
that these sensors are connected to the security system control panel. When smoke 
is detected, a message is sent to the control panel and the alarm is tripped. 


Open Door/Window 


Figure 5-9 
Open door/ 
window sensor 


Water 


Figure 5-10 
Water sensor 


A door/window magnetic contact is a two-piece unit, as shown in Figure 5-9, 
that consists of a reed switch and a magnet. The reed switch is mounted to the 
wall, for instance, and the magnet is mounted to the door or window frame. 
When the door or window is opened more than a couple inches, the contact is 
broken and a message sent to the control panel. 


Water sensors, like the one shown in Figure 5-10, sit on the floor and are used to 
detect the presence of water. For example, you could place a water sensor next to 
your sump. If the water sensor detects water coming over the top of your sump, 
it sends a message to the control panel indicating that there is trouble. 
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WaterCop, shown in Figure 5-11, is a specialized type of water sensor. In this 
case, itis used to detect whether your washing machine is overflowing. WaterCop 
is connected to the water pipes going into the washing machine and another 
sensor is located on the floor. The presence of water on the floor not only triggers 
the sensor, but it causes the valve to shut off, stopping more water from flooding 
onto the floor. 


Figure 5-II 
WaterCop water 
sensor (Photo 
courtesy 
Smarthome.com) 


Temperature 


Temperature sensors do just what their name suggests: they sense temperature. 
You can install these sensors inside or outside. These sensors aren’t going to 
detect a burglar, but they can be important when you are trying to integrate cer- 
tain behaviors of your Smart Home. 


Outdoor Infrared Beam Sensors 


These sensors create an invisible fence around your yard. A transmitter is posi- 
tioned at each corner of your yard with a receiver positioned on another corner. 
This creates an infrared boundary that, if the beam is broken, sends a signal to 
your control panel to take action. Maybe youjust have anexterior light set to acti- 
vate, or maybe you are tired of the neighbor kids throwing beer cans in your 
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yard, and you want the neighborhood to wake up the next time they do it. Beam 
sensors are weatherproof, and even manage to maintain 99 percent of their func- 
tionality in crummy weather. 


= = —| 


Combination 


Like the all-in-one devices we talked about in the last chapter for com- 
puter networking, security systems are able to combine two or more 
sensors into one unit. For instance, Smarthome sells a combination PIR 
and glassbreak detector for US$69.99. If either of the sensors is tripped, a 
message is sent to the control panel. Combination sensors are good solu- 
tions if you want to add more functionality to your system but don’t have 
any more zones available on your control panel. 


System Design 


Now that you understand the more prevalent sensors and components of secu- 
rity systems, let’s look at how you can connect all these components to make a 
security system to fit your needs. First, we’ll talk about evaluating what you 
need in your Smart Home, and then we'll cover overall system design. 


Evaluating Needs 


Before heading off to the store and picking up a bag of sensors and some security 
cabling, it’s a good idea to understand your needs. This will help you when you 
do decide to go to the store—you’ll know what types of sensors you need and 
how many spools of cabling to pick up. 


Points of Entry 


The first place you should look at are your so-called points of entry. This is any- 
where someone can get into your home, or other places you wish to secure. For 
example, consider the blueprint in Figure 5-12. This is the sample blueprint we'll 
use as an exercise for planning our Smart Home’s security system. 
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Figure 5-12 
Locate your home’s 
points of entry. Patio 


——®) i__@ 
Family Kitchen er 
room a ® 
Garage 
Living Foyer / 
room hallway 
——® Q 
Main Floor 


® = Locations for new sensors 


You'll notice there are three doors (a front door, door to the garage, and a 
patio door) and four windows on the main level that we’re planning. Since all of 
these are points of entry, we’re going to install open door/ window and glassbreak 
sensors at these locations. 


Outside the Smart Home 


Don’t limit yourself to points of entry that just serve the home, however. In 
our project, we’re also installing open door sensors on the garage door 
and an open door sensor on an exterior gate. You might not want to bother 
with setting off an alarm if the gate is opened, but—when linked with the 
rest of your Smart Home system—you can set it to turn on exterior light- 
ing, or send a message to you that someone has opened your gate. 
Additionally, the garage door may or may not be connected to an alarm. 
However, a more likely use of the garage door sensor is to let you know, 
after a certain time, if the door is open. This will help you from forgetting 
and leaving the garage door open all night. 
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Danger Zones 


If someone is able to get into your home, it’s now the job of the motion detectors 
to make you aware. Danger zones are areas that you want covered by your 


Figure 5-13 
Danger zones are 
policed by motion 
detectors. 


motion detectors. Again, consider our blueprint shown in Figure 5-13. 
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In this example, we’re showing the areas in the house where we want various 
sensors located. Placement and positioning of the sensors is important so that in- 
truders can be detected as soon as they enter a room, not when they’re halfway 
out of the house lugging your TV along. Locate the sensors so that they cover any 
doors or windows. 

Additionally, you'll notice that most of the motion detectors are located on 
the main floor of the home. Examining the second floor with the bedrooms and 
bathroom, there is only one motion sensor that covers the stairwell. This is be- 
cause when family members get up in the middle of the night to visit the littlest 
room in the house, they need not worry about turning off the alarm. 


HELD 2OR ROME Ae VE A 
Remember, even if you're locating the sensors to monitor a window, you must ensure that 
the sensor isn’t in a location where there is direct sunlight. 


Our danger zones aren’t just in the house—they are also outside. But these 
aren’t only going to be installed for security reasons. They’re also important for 
general safety. An X10-compatible motion detector light can not only activate to 
scare away intruders, but it can also help when your Aunt Tilly makes an unex- 
pected visit and needs to find her way up the sidewalk after dark. 


The Convenience of Smart Home Lighting 


In addition to sensors used for intrusion detection, we’re also installing 
some sensors for convenience. We’ve located a motion sensor on the stair- 
well to the basement so that the light automatically comes on whenever 
the door is opened. Likewise, if we wanted to install a sensor in the up- 
| stairs hallway, it could be programmed to turn on the light to a dimmed 
level whenever someone steps into the hall. This, again, is for convenience 
sake and need not trip the klaxons. 


System Size 


Once you’ve decided how many sensors you need, you must also take into con- 
sideration where you wish to locate your control panel and where you want to 
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install consoles, along with other miscellaneous sensors (like temperature, 
water, CO, smoke, and others). As soon as you understand how many sensors 
you will have, it’s time to find a control panel that will accommodate that 
number of sensors. 

For example, we'll be installing the Omni II system in Chapter 6. This system, 
as we already noted, is able to monitor 16 zones and will interface with our X10 
devices. This is fine, because it accommodates our monitoring needs. However, 
what happens if we decide to add more sensors to the home? In the case of the 
Omni II, we can add a module that will increase the number of zones threefold. 
This is an important consideration when designing your own Smart Home secu- 
rity system. Will you have enough room in your control panel to suit your 
current needs? How well does the control panel of your choice handle future ex- 
pansion? 


Designing for Needs 


The next step in designing your Smart Home security system is to actually sit 
down and figure out how it will all come together. This section examines how 
you can, ultimately, get what you want and what you need to work together in your 
Smart Home. 


Mapping 


The first step, as we already demonstrated, is to make a map of your home. This 
is an important step and one you should not skip over, mainly because it will 
give you a good sense of the size, scope, and complexity of your project. Ideally, 
you'll map the interior and exterior of your home wherever you plan to install 
sensors or any other security system hardware. If possible, a copy of your home’s 
blueprints would be an excellent source from which to start, because it will al- 
ready have the exact measurements of your home listed. 

Next, indicate where you want your control panel, sensors, sirens, CO detec- 
tors, water sensors, smoke detectors, consoles, and everything else to go. In 
Figure 5-14, we have another home blueprint, this time with all the various com- 
ponents indicated on it. You'll note that there is also a legend accompanying the 
components and a number listed next to each component. This is important for 
later identification of your cables and sensors. 
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Figure 5-14 
Map out the locations 
of all your security patie 
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Second Floor 


At this stage, you should not only worry about where the motion sensors 
should be placed, but also consider where you want to place other components. 
Table 5-1 lists common placement suggestions for various security system com- 
ponents. 
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Component 


Location 


Control panel 


Any out-of-the-way location within your home’s security perimeter, 
like a basement or utility room. It should be located someplace dry. 


Consoles 


Near the commonly used doors and in the master bedroom so the 
alarm can be activated and deactivated when you enter or leave the 
house, or when you go to bed at night or wake up in the morning. 


Motion detectors 


Covering areas you wish to protect that can’t be avoided by an intruder. 


Open door/window sensors 


On entry or accessible windows and doors you wish to monitor. 


CO detectors 


In your living areas, especially by gas-burning appliances. 


Glassbreak sensors 


Near windows and plate glass doors you wish to monitor. 


Smoke detectors 


On each level of your home and in each bedroom. 


Cameras 


Wherever you wish to monitor activity. 


Sirens (indoor or outdoor 
models) 


Indoor sirens should be placed high within the home so the intruder 
cannot easily access them. 


Outdoor sirens can be installed in the soffit or in the attic, next to a 
ventilation grate. 


Water In areas where water is likely to start coming into the home—for 
instance, next to the sump or washing machine. If you have a place in 
your home where you've experienced water damage in the past, it 
might be a good idea to locate a sensor there so you'll know if trouble 
is starting. 

Table 5-1 


Security System Component Placement Tips 


Cable Runs 


Once you’ve planned out the locations of all your security system components, 
you need to measure how much cabling you'll need to run between the control 
panel and the component, then purchase and install the cabling. 


Planning If you’re using a map that’s to scale, you should be able to measure 
out how much cabling you'll need for each run between the control panel and the 
component. However, don’t just rely on the map, do a reality check first. Take a 
look at where you'll be running the cable and look for any obstacles. Are you 
going to have to maneuver around a bunch of pipes or ductwork? If so, how 
much extra cable will you need for that particular run? Once you’ve got an idea 
of how much cabling you need, add an extra foot or two to the number (this will 
provide enough working cable length during the trim-out stage) and jot it down 
next to the sensor on your blueprint. 
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TIPS OF 
THE TRADE 


Buy It by the Spool 


When you’ve marked down the lengths for all the sensors, add up all the 
runs and then buy the appropriate amount of cabling. Ata home improve- 
ment store, you can either buy it by the spool (it normally comes in spools 
of 500 feet) or you can buy specific lengths and pay by the foot. It might be 
most convenient to simply buy the spool—you’re going to need a lot of 
cable, plus you don’t want it to get tangled up. | 


Pulling Together Measure out your runs of cable and cut them to the length 
you need. Now is a good time to go back to the map. Locate where cables are 
likely to run together, at least for some duration. It’s best to run these cables to- 
gether for the sake of both efficiency and ease of installation. If you collocate 
your cables, it will also be easier to anchor them to the studs or floor joists, en 
masse, rather than individually. 

Also, if you are going to be pulling cable into an area that is likely to be ex- 
panded, now is the time to add an extra run of cable or two for the sake of 
future-proofing. 


Marking The old chestnut “an ounce of prevention is worth a pound of cure” 
is very true with security systems. When you have a dozen or so runs of cable 
coming to your control panel, it’s a little late to decide then what each piece of ca- 
bling is for. You can ameliorate this problem before pulling the cable by marking a 
number or some other indicator onto each end of the cable. 


REPRE OT BOK 

If you remember back to Figure 5-14, when we jotted a number next to the security system 
components, this was to identify the proper cabling later. Without taking the time to mark 
the cabling now with a permanent marker at both ends, you'll spend a lot of time 
scratching your head later, trying to decide which cable is which. 


Protecting and Hiding Since we’re installing our security system in an exist- 
ing home (as many of you are likely to, we imagine), hiding the cable is an 
important consideration, but not something that is especially easy to do. To run 
the cable without having it out in the open, we’re going through the basement 
ceiling to feed various components on the main floor. This is an easy way to 
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handle your own installation, especially if you have an unfinished basement, or 
can snake cabling through the attic. 

If your basement is finished and does not accommodate easy installation of 
cabling, it might be necessary to utilize fish tape (which can be difficult, but not 
impossible). There are also wireless sensors you may wish to consider that don’t 
necessitate drilling holes in anything. 


Fish Tape 
Fish tape is a flexible, steel wire that can be threaded through a wall or 
floor. When the tape comes through the other end of the wall or floor, the 


cable to be run is attached to the tape, then retracted back through the 
wall. This sounds simple enough, but lining up the fish tape so it comes 
out in the desired location is part skill, part art form, and part luck. 


Protecting your cabling is also an important consideration. Not only does lo- 
cating it in the wall keep it from being an eyesore, it won’t get tripped on, nor will 
the family dog chew through it. Protection is also important for cabling that’s 
been placed out of sight. If you locate your cabling near electrical wires or other 
sources of interference, it’s a good idea to buy shielded security cabling. Frankly, 
shielded cabling only costs a little more (if at all) than unshielded, so you should 
probably get that anyway. Generally, avoid running security cable next to power 
cabling to avoid interference. If you must, make sure you cross electrical cabling 
at 90-degree angles. 


Testing Before connecting your system sensors to the control panel, it’s a good 
idea to test the cable for shorts, ground faults, and opens. Testing is performed after 
the cabling has been pulled and checks for any damage that might have occurred 
during installation. There are two ways to check the integrity of your cabling: 


L} Continuity The first test requires that you twist the ends of two 
sets of wires together. For instance, in the security cable we pulled, 
there are red, white, green, and black wires. To perform the continuity 
test, twist the red and white wires together, then twist the green and 
black wires together (as shown in Figure 5-15). Next, connect a 
multimeter to the wires on the other end of the cable run. Select the 
0 to 100 ohms resistance range, then place one test lead on each 
conductor at the end of the cabling. A reading of more than 2.8 ohms 
per 100 feet of cable indicates that there is damaged cabling. 


94 Chapter 5 


% OFA 
A multimeter can be picked up at home improvement or electronics shops 
for less than US$20. 


Figure 5-15 <— Wires twisted together 
Continuity testing 


Red Black 


2 


Multimeter 


Ll] Battery The more popular method for checking the integrity of 
cabling is to connect a 9-volt battery to the cable, using alligator 
clips. Then, using the multimeter, set the detector to a DC voltage 
of 20V. Measure the voltage coming out of the battery for a baseline 
reading (it’s rare that the voltage will be precisely 9V). Next, place 
one test lead on each conductor end, then measure the voltage. If the 
voltage difference is more than .5V for every 100 feet, the cable is 
damaged or defective. Figure 5-16 illustrates this. The battery method 
tends to be the more popular, chiefly because the ends of the cabling 
need not be twisted together. 
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Figure 5-16 
Battery testing 9V battery 
Wires 
ee 
ee 
rexns url _ 
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As with any trade, installers have their own “shortcuts” that have developed over time. One 
such shortcut eliminates the multimeter from the battery method. Instead, installers simply 
touch the ends of cable to their tongues. Naturally, we're not endorsing this method (not only 
is it unsafe, but how can they tell the difference between 6.5V and 8.3V?), but as soon as you 
heard that a 9V battery was used, this possibility had to have popped into your mind. 


Now that you know the cast of characters for home security systems, turn the 
page to Chapter 6 and we'll start drilling holes in things (including a very expen- 
sive maple floor!), pulling cable through them, and connecting wire after wire 
after wire. 
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Did you analyze your points of entry and danger zones? 


Did you figure out which types of sensors you'll need in 
various locations? 


Did you measure your cabling runs on a home diagram? 


Did you perform a reality check, planning around obstacles, 
like heating ducts? 


Did you note on your blueprint which cables will run to which sensors? 
Did you mark your cabling so it would be easy to find later? 
Did you plan a few extra feet of cabling for each run? 


Did you test the wires to ensure they weren’t damaged during the pull? 


ier IT 8 
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Tools of the Trade 


Wire stripper 
Crimping tool 
Drill 

Level | 

Staple gun 
Rounded staples 7 

Butt connectors 

Hex wrench 

Screwdrivers of various sizes and head shapes 
Mounting screws 

Wall anchors 

RotoZip 


to see ina home security system, and talked about some wiring topics. Now it’s 

time to put all of these components into play. 

In this chapter, we’re demonstrating security system installation using an Omni 
II from Home Automation Inc. (HAI). Don’t worry that the steps are too unique to 
this particular system that they won’t apply to whatever system you install. The 
steps and processes are similar between all types of security systems. Naturally, 
however, you should perform a reality check to make sure that your system does 
not require any special installation steps. 


I: Chapter 5, we introduced you to the various components that you can expect 
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Omni Il 


Figure 6-I 
Controlling 

the Omni II via 
palmtop computer 


There are a number of good security systems out there, and they all work—basi- 
cally—the same way. For our Smart Home project, however, we will be using the 
Omni II home security system. It retails for US$1,229.99. 

The Omni II system coordinates lighting, heating, air, security, and 
messaging based on a schedule you establish. It comes with several standard 
modes, like Day, Night, Away, and Vacation. Further, it can accommodate cus- 
tomized schedules—for instance “Home From Work,” “Movie Night,” or 
“Catnap”—that set the temperatures, lights, and security to customized levels 
for those particular settings. 

The system utilizes a variety of sensors in a coordinated effort to adjust light- 
ing, appliances, and thermostats. Sensors, such as temperature and security, are 
used to monitor a wide range of environments and actions. The system is X10 
compatible, which allows devices beyond the confines of the Omni II system to 
be integrated. For example, if an exterior motion detector senses movement 
outside, then not only can an exterior light be turned on, but so can a light inside 
the house. 


The system is programmed and controlled either through a console or viaa 
home computer. Additionally, one can use a palmtop computer to access the 
Omni II settings (as shown in Figure 6-1). The included console shows system 
status and allows control and scheduling of various attributes of the Smart 
Home, including lighting, security, and temperature. 
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Further, the Omni II has a built-in serial interface that allows for connection 
to the Internet via HAI’s Web-Link II, personal computer, touch screens, voice 
recognition, and home theater controls. Additionally, the Omni II can be ac- 
cessed via telephone (either within the home or calling in to the system) to allow 
additional accessibility. When an event is triggered, a built-in digital communi- 
cator can send alarms to a central station and up to eight additional telephone 
numbers for voice notification. 

The Omni II is geared for homes and small businesses and is the middle child 
of HAI’s Omni home security line (sandwiched between the OmniPro II and the 
Omni LT series). For comparison’s sake, Table 6-1 shows these different systems 
and what they offer. 


Omni Pro Il Omni Il Omni LT 
Household Square 3,000+ 1,000-3,000 Up to 2,000 
Footage 
Thermostats 64 4 2 
Consoles 16 8 4 
Scenes 128 64 16 
Lighting 256 64 16 
Security 16 16 8 
Expanded Security 176 48 24 
User Codes 99 16 8 
Programming Codes — 1,500 500 100 
Warranty Three years Two years Two years 
Price US$1,699.99 US$1,229.99 US$619.99 
Table 6-| 


Comparison of Omni Security Systems 


Control Panel 


The control panel is the heart, soul, and guts of the home security system. In- 
stalling the panel can seem daunting (after all, it’s a big, heavy, expensive piece 
of electronics that you’re mounting to a wall with a couple screws and a prayer). 
However, taking the time to understand where to place it, how to mount it, and 
how it works will help you in the long run. 
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Installation 


We’ve chosen to locate the control panel in the basement of our Smart Home. 
This is a good location because it keeps the control panel out of sight, itis in a pro- 
tected area, and it is collocated with the rest of our Smart Home LAN. Proximity 
to the Smart Home LAN isn’t required; however, it’s convenient and handy to 
have everything positioned together. 

Depending on your home, you may or may not have a basement, or the base- 
ment simply might not be an option for you. As such, the general rule of thumb is 
to make sure the control panel is located ina place that is both out of the way and 
safe—safe from the environment and safe from potential attackers. 

The other bonus of installing the control panel in the basement is that when 
we run cabling to various locations, it is easier to run under the unfinished base- 
ment ceiling, then drill through the floor to access the sensors. 

You cannot, however, simply place the control panel anywhere you like in 
the basement. There are important considerations when locating the control 
panel. First, it’s necessary to locate your control panel near an electrical 
outlet—preferably on its own circuit. That way, if the circuit breaker should 
pop because you’ve turned on the dryer, washer, and a half dozen other things, 
your security system won't have to fall back to its battery power. Our Omni II 
will require two outlets—one to provide power to the control panel, the other 
for the X10 interface. 

Second, you should locate the control panel in close proximity to your tele- 
phone system’s punch-down block. The punch-down block is where the 
telephone line comes into the house and is distributed to phone jacks around the 
home. This is important because your security system might have to connect to 
the outside world. For instance, if you decide to have your system monitored, 
you'll need to connect to the telephone system. Also, our Omni II has a feature 
that allows it to be controlled through the home telephone. 


Mounting 


To mount your control panel, follow these steps: 


I. Choose a location for your control panel. In addition to the aforementioned 
placement considerations, you must also decide where on the wall you 
wish to mount it. Since the control panel is encased in a hefty metal box, 
fasten the control panel to wall studs so that it will have enough support 
to prevent it from ripping out of the wall and crashing to the floor. 


Designing and Building a Security System 101 


2. Use a level (as shown in Figure 6-2) to make sure the control 
panel is positioned properly (you might need a friend to help 


with this one). 


Figure 6-2 Pigs: pied Spree Ee SLE igs eee Rifas Bene Tes 
Leveling the pi teaa, fie = 
control panel Weiter: : 5 —— EMeReE 


before installation 


Sees 
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Using a pencil, mark the location of the mounting screws through the 

hangers on the back of the unit. 

4. Attach two mounting screws into the studs where you made a pencil 
mark. Screw them in about three quarters of the way. Alternately, you 
could hang a piece of plywood between a couple studs, then locate the 
control panel’s mounting screws anywhere on it. 

5. Place the control panel and enclosure over the screws and let it slide 
down so it seats properly. 

6. Turn the screws until the control panel is held firmly in place, as shown 


in Figure 6-3. 
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Figure 6-3 
Mounting the control 
panel to the wall 


Omni Il 


20A00-1 


Terminals 
When you look at the circuit board on your control panel, the top portion looks 
like a circuit board you’ve seen in everything from computers to microwave 
ovens. You don’t have to concern yourself with what the microchips and capaci- 
tors do. However, at the bottom of the control panel are two rows of terminals 
into which you'll be connecting your sensors, as shown in Figure 6-4. 


Figure 6-4 
The terminals on your 
control panel 


Special functions 


Zone inputs 
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Special Functions 


SE VW 


On the Omni II, the top row of terminals is dedicated to specialized components. 
For instance, this top row is where the telephone connection is made and where 
the consoles are connected. It is also in this top row of terminals where 12-volt (V) 
power and grounding terminals are available. These terminals are used for com- 
ponents that require power; then, other wires from that cable are connected to the 
lower row of terminals (these are the zone inputs, explained in the next section). 


TRUREA 


Read your manufacturer's guidelines to find out how many devices can be connected 
to a single 12V terminal. 


Zones 


Figure 6-5 
Connecting a 
four-wire component 
to the control panel 


The bottom row of terminals contains the so-called zone inputs. It is on these ter- 
minals that two-wire connections are made and the non-power connections of 
four-wire connections are made. Each zone has two terminals, and (with our 
base Omni II system) there are 16 zones. 

For example, when connecting a two-wire door sensor, one wire would be 
connected to the first terminal, the other wire to the second terminal. However, 
when connecting a four-wire sensor—like a motion detector—the power wires 
would be connected to the power and ground terminals on the top row of con- 
nectors (typically red and black), while the other two wires would be connected 
to the zone inputs on the bottom row of terminals (typically, white and green), as 
shown in Figure 6-5. 
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Power 


You might be surprised when you open your control panel to find that it doesn’t 
come with a backup battery. If that wasn’t shocking enough, you'll be floored 
to see that it doesn’t come with a power transformer either. Many security 
system control panels don’t ship with batteries or transformers, so don’t be sur- 
prised if you have to incur some extra costs when setting up your security 
system. The following steps explain how to connect the transformer and battery, 


once you get them. 


(ie Transformer Installation 


The control panel draws its main power from your home’s electrical system and 


must utilize a transformer to connect. 


Our Omni II control panel utilizes a Revere model RI-2440SL or 
equivalent transformer. This transformer supplies 24 volts AC (Vac) 
and 20 volt-amperes (VA). Your system might use a different 
transformer. 


HERO: VOD 20D i & AT D4 

The power transformer redirects power from your home electrical system and converts it 
into the voltage, wattage, and amperage needed by the control panel. This is a box that 
plugs into your wall, then connects to the control panel. 


2. 
3. 
VOLO HB COREA 


The control panel must also be grounded before any power is applied. 
This is accomplished by running a length of 14-gauge wire from the 
“EARTH GND” terminal of the control panel (on the Omni II, it is the 
leftmost post on the upper row of connectors) to either a cold water 
pipe or ground rod. 


Next, connect the grounding wire to a cold water pipe or a four-foot 
grounding rod. 


Grounding must be done in accordance with the national electric code, ANSI/NFPA 70, 
which deals with transformer installation. 


4. 


Connect the 24Vac power transformer to the 24 Vac INPUT terminals on 


the control panel. 
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Battery Installation 


The battery for the Omni II should be a YUASA NP7-12 or equivalent (naturally, 
double-check your own control panel’s battery requirements before plunking 
down the cash fora battery). This battery provides 12V at 7 ampere-hours (AH). 


EWI KOT TVD ROWE 

A backup battery isn’t needed, but in case your home’s power goes out, it’s a good idea to 
have one so you still benefit from your security system's protection. Also, if you don’t have 
a battery, there will be an annoying little light or indicator that keeps blinking, telling you 
that your backup battery has failed. 


When running the wires to the battery, make sure the wires are kept at least 
1/4 inch from all other wiring in the enclosure, then connect the black wire to the 
negative (-) contact and the red wire to the positive (+) contact. 


Connecting the Components 


In addition to the aforementioned sensors, consoles, and other components, 
there are other connections that must be made to our Smart Home security sys- 
tem’s control panel. These two particular connections are somewhat unique to 
the Omni II, however they might be required on other systems (depending on 
the features they offer). 


X10 Connection 


Because the Omni II utilizes X10 technology, we must connect the control panel 
with an X10 device. In this case, the X10 functionality will allow certain behav- 
iors to occur when sensors are tripped. For instance, when the living room 
motion detector senses movement, it sends a signal to the control panel, then the 
control panel activates an X10 capable light. This feature may or may not be pres- 
ent on your security system’s control panel. Before connecting various sensors to 
the control panel, we must first connect the X10 interface. 

The Omni II comes with the X10 Power Line Interface and a length of 
four-wire cable with telephone jacks at each end. 

Installation is rather straightforward: 


I. Connect one end of the telephone cable to the jack at the top of the 
control panel’s processor board. 
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2. Connect the other end of the cable to the X10 Power Line Interface 
device. 


3. Plug the X10 Power Line Interface device into the home’s electrical 
system, but not into a power strip that might have a surge protector 
in it. 


Telephone 


Connecting your telephone to the security system offers additional benefits in 
the form of extra features. For example, the reason we connect the Omni II to the 
telephone line is to enable telephone monitoring and control. One can control the 
security system from any phone inside the home, or call in from any phone out- 
side the home. Additionally, if there is an emergency, the security system gives 
precedence to outgoing calls for help. 

You might be a couple steps ahead of the game if the telephone company has 
already installed an RJ31X jack. If so, it’s simply a matter of plugging the 
eight-connector telephone cable into the jack, then connecting the red, green, 
brown, and gray wires to the terminals on the control panel marked “PHONE.” 

If, however, no such RJ31X jack is present, you'll have to perform some 
wiring on your own. To connect the control panel to the home telephone system, 
follow these steps: 


I. Locate the punch-down block in your home. This is where the 
telephone line comes into your house. 


2. Connect four wires to the punch-down block (also known 
as a 66 block) 


3. Connect those wires to the RJ31X jack, as shown in Figure 6-6. 


DOLIVERV ICON ve 3 AMO “ELD VOD ROOT 

The phone line coming into the house must be connected to a grounded surge arrestor 
outside the home. This is the telephone company’s responsibility. Check the incoming 
telephone lines. The first place they should go when they enter the home is into a small box 


on the outside of the home. From that box, a heavy wire should run to a cold water pipe or 
a grounding rod. If there is no surge arrestor or ground wire, call the telephone company 
and insist they install one. 
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Figure 6-6 
Connecting your 
home telephone 
system and security 
system using an 
RJ31X jack 
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4. Mount the jack to the wall. 


Once the RJ31X jack is installed, plug the eight-connector telephone 
cable into the jack, then connect the red, green, brown, and gray wires 
to the terminals on the control panel marked “PHONE.” 


6. The completed RJ31X jack installation should look like the one 
in Figure 6-7. 
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Figure 6-7 
A connected 
RJ31X jack 


For more information on connecting a telephone jack, flip ahead to Chapter 12. 


}EBCKVEK & OVS LOND ME HOR 

Tf your home is not equipped with a punch-down block, it will be necessary to connect the 
RJ31X jack between the home and the telephone company interface at the surge arrestor. 
Further details on this connection can be found in the manufacturer’s installation 


instructions. 
There are a number of other components that we will be connecting to the 
Omni II security system, including thermostats, temperature sensors, and water 
detectors. However, we will present the installation of those components in later 
chapters, along with some nonproprietary solutions for connecting with your 
Smart Home. 
Sensors 


There are numerous zones you can monitor with your security system. We’ve 
chosen a few of the more popular sensors and components to connect. After we 
talk about installing these various components, we'll also explain how to 
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connect them to your control panel. You need not make all these connections as 
you install the various components. Rather, you can spend your time connecting 
all your sensors, then connecting the wires to the control panel all at the same time. 


Connection Steps 


Amount of time 
required depends 
on the complexity 
of your system. 


In Chapter 5, we talked about the various steps required in the installation of 
wiring for your security system’s components. Now, we'll talk about how to 
physically place those sensors and how to connect them to the wiring you've al- 
ready strung through your Smart Home. 


Placing Wire 


Pulling cabling is a tedious process, but by following the planning steps we pre- 
sented in Chapter 5, it doesn’t have to cause a massive headache. Once you’ve 
planned your runs and have measured out the requisite lengths, start in the base- 
ment (or wherever your control panel is located). Keep a couple feet of excess 
cabling near the control panel. This will give yousome slack with which to work 
when you start making connections to the control panel. 

Next, run the cable through the walls or along floor joists. You might need to 
maneuver around air ducts or pipes to get to your location. As you place the 
cable, it’s a good idea to staple the cable to floor joists and wall studs to keep the 
cable in place, to keep it taut, and to make sure you have enough cable to get to 
the sensor. 

Anchor the cable using a staple gun loaded with rounded staples. The 
rounded tops will prevent the cable from becoming damaged by the staples. If 
you are collocating cable, you can buy cable holders that will allow you to anchor 
multiple runs of cable ina single location. Not only is this more time efficient, but 
it also saves space along floor joists and wall studs. 


TR: <-OMA 2B HIDE 

Consider investing in an electric staple gun. This will aid greatly in the anchoring of 
security cable—unless, of course, you want to develop Popeye-esque forearms. Electric 
staple guns range in price, but you can find them for as little as US$33. 


When you get to your sensor’s location, trim back the cabling to a workable 
amount, strip off the outer insulator sheath, then, using a wire stripper, strip the 
wires you'll be using. After your sensor has been connected, tuck excess cabling 
into the hole in the wall. 
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Placing Sensors 


If your sensor comes in two parts (for instance door/ window sensors composed 
of asensor and a magnet), make sure that you take into consideration placement 
of both components. For instance, when locating a garage door sensor on the 
floor, you must ensure that there is also an appropriate place for the magnet and 
that it can be safely and securely fastened. Affixing the magnet so it barely atta- 
ches to the door will present connection problems, plus it is likely to get kicked 
off when you come in the house. 

You must also take into consideration which component will be positioned in 
a fixed location and which component will be attached to the moving part. For 
example, let’s consider a door/window sensor. The sensor (the part with the 
wires coming off of it) needs to be mounted to a fixed surface, like the door jamb. 
The magnet, however, will be placed on the door or window itself. This place- 
ment is necessary because placing the magnet on the moving object (the window 
or the door, for instance) allows the door or window to be opened or closed. If the 
sensor (the hardwired piece) were located on the door or window, it would only 
be possible to open the door or window a couple inches, if at all. 


Connecting Wire 


Depending on the sensor, you will need to connect the wires to the sensor, then to 
the control panel in a specific manner. In our system, we’re using security cable 
that used four wires, each a different color: red, black, white, and green. The sen- 
sors may or may not have these color wires, so when you splice the sensors onto 
the security cabling wire, it is helpful to make a note of which colors are which so 
connecting them to the control panel is easier. This is especially important when 
the sensor is mounted to the wall and the wires are not able to be seen. 

Other sensors only utilize two wires and it won’t matter which wire is con- 
nected to the control panel. As such, it’s still a good idea to keep track of which 
wires from your cable you’re connecting to your sensor, but it doesn’t matter 
which one is connected to which terminal on the control panel. 


Develop a Standard Color Scheme 


Develop an overall standard for your connections. For instance, if you 
have many two-wire sensors, make it a point to always use the same col- 


ored wires, like red and black, for all your connections. That way, you 
don’t have to remember which wires you used. In our Smart Home pro- 
ject, we use red for power, black for ground, and white and green for zone 
connections. 
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To connect two wires together, utilize butt connectors, as shown in Figure 6-8. 
Then, use a crimping tool to secure the connector, like the one shown in Figure 6-9. 


Connecting wire 
using butt connectors 


Crimping the 
butt connector 
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TIPS OF 
THE TRADE 


Figure 6-10 
Attaching the 
backplate to 
the wall 


Motion Detector 

Motion detectors are a major component of any security system, but they are espe- 
cially important in Smart Homes. There are many different types of motion 
sensors that you can use, but the following steps are indicative of general motion 
detector installation. This particular motion detector is being placed in the garage. 


I. Run cabling to the location where you want your motion detector 
positioned. You might need to use fish tape to run the cabling through 
the wall. 

2. Prepare the cabling by stripping insulation from the cable and the 
four wires. 

3. Remove the back of the motion detector casing. This allows access 
to the sensor’s electronics. 


4. Perform any knockouts that are necessary. 


Using Knockouts 


Knockouts are scored areas on the sensor’s housing that can be “knocked 
out” so that wire can be passed through. Manufacturers create knockouts 


so that the customer can install their product, allowing for multiple instal- 
lation scenarios, but without making their sensor look like a piece of Swiss 
cheese. 


5. Using screws, install the backplate to the wall, as shown in Figure 6-10. 
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6. 


Figure 6-Il 
Connecting the wires 
to the motion detector 


Connect the security cabling to the sensor’s circuit board. This sensor 
is being installed in “normally closed” mode. As such, we’ve made the 
following wiring connections (this is shown in Figure 6-11): 


LI Red toa +12V 
I Black to GND 


I Green to NC 
1 White to C 


Ensure the wiring is clear of the cover and internal components. 
Put the cover back on the sensor. 

At the control panel, the following connections are made: 

_] Red to a 12V terminal 

_] Black to a GND terminal 


_] White to a zone input terminal 


_1 Green to the other zone input terminal 
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(1s war Door/Window Sensors 


Installing door and window sensors is a very simple task. Since these sensors 
only utilize two wires, the only difficulty is in fishing the cabling to the location 
where you need it. After that, it’s a simple matter of splicing the sensor into your 
wiring and making final connections. The following steps enumerate the process 
of connecting a contact switch on a door or window. 


I. Runcabling to the location where you want your sensor and magnet 
positioned. You might need to use fish tape to run the cabling through 
the wall. 


2. Prepare the cabling by stripping insulation from the cable and two wires. 


3. Drill hole through wall or floor (as shown in Figure 6-12). 


Figure 6-12 

Drilling a 3/16-inch 
hole to accommodate 
security cabling 


Fish cable through wall or floor. 


5. Connect sensor to door jamb. 


6. Connect magnet to door (shown in Figure 6-13). The sensor and magnet 
come with an adhesive backing, however we’re also using #4 screws to 
attach the sensor and magnet for additional strength. 
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Figure 6-13 
Attaching the 
sensor to the 
door and 
door jamb 


7. Connect sensors to security cabling—with this type of two-wire sensor, 
it doesn’t matter which lead is spliced into which wire. 


8. At the control panel, the following connections are made: 


_1 White to one terminal of a zone input 


_1 Green to the other terminal of a zone input 


SAE ek 0 EB 

Again, we've developed our own standard for wiring two-wire sensors. To avoid confusion 
with the red and black wires (which are typically used to connect to power sources and 
grounding), we're using the white and green wires to connect all the door and window 
sensors. 


Even though we’re fishing security cabling through the walls and floor, it is 
inevitable that there are some places where cabling will have to be seen. How- 
ever, this can be ameliorated by strategically locating your sensors. For example, 
on the front door of our Smart Home, we were able to conceal the sensor, wire, 
and magnet. 
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I. We pried back a piece of molding in front of the door (as shown in 
Figure 6-14). 


Figure 6-14 

Prying back molding 
using care not to mar 
the wall or floor 


2. After drilling a hole in the floor, we continued the aforementioned steps 
for installing the sensor and magnet. 


3. When the sensor and magnet were located in a convenient, unobtrusive 


location, we were able to replace the molding. 
Co Siren 


Sirens, strobe lights, or other means (called sounders) to alert you that an alarm 
has been tripped are easy enough to install, but can be cumbersome to connect 
just by sheer virtue of their size and shape. If you do install a siren, you might be 
wise to seek out a second set of hands to help hold the siren while you make con- 
nections. The following steps are required when installing a siren: 


I. Run cabling to the location where you want your siren positioned. 
You might need to use fish tape to run the cabling through the wall. 


2. Prepare the cabling by stripping insulation from the cable and 
three wires. 
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3. Connect your security cable wires to the siren’s wires and make the 
appropriate splices, as shown in Figure 6-15. If the same color wires 
are not present on your siren that are present on your cabling, be sure 
to make note of which wires have been connected together. 


Figure 6-15 
Connecting the 
siren to your 
security cable 


Figure 6-16 

Mounting the siren to 
the wall—preferably 
on a stud for stability 
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UE ALONE ARE OOE KID AAO SO 
When we installed our siren, it was not possible to screw the bracket into the wall 
as the siren was blocking the top set of screws. As such, it was necessary to unscrew 


the siren from the bracket, fasten the bracket to the wall, then reconnect the siren 
to the bracket. 


5. At the control panel, the following connections are made: 
I Red to INT 
LI Black to GND 


This particular connection was made because we located the siren in the 
garage. If it were located outside, we’d connect the red wire to the EXT terminal. 
If we had both an exterior and interior siren, we’d connect the black leads from 
both sirens to the GND terminal and the red wires to the respective INT and EXT 
terminals. 


Cc MINUTES Consoles 


This particular console is being placed by the door leading from the attached 
garage to the house. Once we pull into the garage, this is the first console with 
which we'll come in contact. This is the most likely place where we’ll deactivate 
or activate the alarm. 


Preparing the Wall 


Consoles can be affixed to the wall in one of two ways: 


LI They can be hung on the wall using screws. If your drywall cannot 
hold the console to the wall, or you are not located near a wall 
stud, then you should consider wall anchors like the ones shown 
in Figure 6-17. These are plastic sleeves that fit inside a hole you 
drill, then insert a screw. As you twist the screw, the anchor opens 
up behind the wall and creates a solid base to which your console 
will be secured. 
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Figure 6-I7 
Installing a 
plastic anchor 


L} They can be recessed into the wall. This method is a little more 
aesthetically pleasing, since you don’t have a chunk of hardware 
sticking out of the wall. However, this method is a little more complex 
and involved than simply hanging the console on the wall, then going 
off to have lemonade. A recessed console requires you to place the 
device where a hole can be cut in the wall and the console inserted. 


The method you end up using will depend on the type of console you pur- 
chase. The console for our Omni II can either be wall-mounted or recessed. The 
following steps show how this console installed as a recessed device. However, 
the only part of installation that applies solely to recessed consoles is the portion 
where we actually cut into the wall and mount the hardware. Otherwise, the 
steps are similar for wall-mounted consoles. 


Location 


Placement is a concern, as we need to ensure it is easily accessible. This is a good 
opportunity to locate the console at a height convenient for you. 

Chances are, if you locate your console at eye level, you will wind up using 
fish tape to get the security cable from the floor up to the location of the console. 
Fish tape is simply fed through the hole you drill (if the console is wall-mounted) 
or the hole you cut in the wall (if the console will be recessed), then the cabling is 
affixed to the end of the fish tape and pulled through the wall. 
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Check the Range of Your Control Panel 


With the Omni II, consoles cannot be more than 1,000 feet away from the 
control panel. Check the requirements of your own security system for 
maximum distances. If your house is big enough to have a console 1,000 
feet away, you are probably not reading this book because Jeeves is install- 
ing the system for you. 

This is more of a factor to consider when installing more than one con- 
sole. With each console installed, the range decreases. For example, if two 
consoles are installed, the range for each is 500 feet. If eight consoles are in- 
stalled (the maximum number allowed), the range is cut to 125 feet. 


Cutting 


In order to install the console, we have to do a little more damage to the home 
than we did for the sensors. A 3/16-inch hole here and there isn’t so obtrusive. 
However, when we have to install the console, things get a little messier. Obvi- 
ously, a 6" x 6" box won’t shoehorn into a 3/16-inch hole. As such, we have to 
break out the RotoZip tool. 

Before you cut into the wall, you need to be sure that there aren’t any wires al- 
ready where you'll be cutting. Also, make sure your measurements are accurate 
because you won't be able to put more sheetrock back where you've cut it. 


ORM ODER 


Remember the old chestnut “measure twice, cut once.” 


Installation 
Follow these steps to install and connect your security system’s console: 


I. Locate where you want your console to be placed. A good location is at 
eye level. Since the model we’re using has special mounting equipment 
that grips the sheetrock, we’re locating it away from studs. However, if 
you will be mounting a wall-mounted console, you might be better off 
locating the console over a stud for a secure connection. 


2. Place the frame of the console against the wall and use a level to 
ensure that the console will be situated squarely in the wall (shown in 
Figure 6-18). Once the frame is properly located and level, trace around 
the outside of the frame with a pencil. Note that this step is not necessary 
if you are mounting the console on the wall rather than in a recessed 
location. 
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Figure 6-18 

Using a level to 
ensure the console 
is straight 


Figure 6-19 

Cutting the 
appropriate-sized 
hole in the wall using 
a Rotozip tool 


Using a Rotozip tool (like the one in Figure 6-19), cut out the drywall 
where the frame will be placed. 
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Installed ‘mounting 
hardware 


4. Pull the cable through the hole in the wall. This might need to be done 
using fish tape (as we described earlier); then, line the cable up with the 
hole on the back of the console mounting hardware. 


5. Secure the mounting hardware to the wall. With this particular model, 
there are special brackets that fan out of the back of the mounting 
hardware, then hold the hardware to the drywall. Once it has been 
installed and the cabling pulled through, it will look like Figure 6-20. 


6. Connect the wires from the console to the wires from your security 
cable. With our console, the available wires are red, black, green, and 
yellow. As such, we connected all the wires of the console to their color 
match partner on the cabling. However, we connected the yellow wire 
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Figure 6-21 
Plugging the 
connector into 
the console 


of the console to the white wire of the cabling. With this particular 
model, we connected the wires of the cabling to the wires of a plug, 
which will then be plugged into the console. 


7. Plug the connector into the console, as shown in Figure 6-21. 


8. Insert console into wall. 

9. Atthe control panel, the following connections are made: 
L} Red to 12V 

I Black to GND 

L} White to A 

_} Green to B 


Power Up 


Once you’ve connected all your sensors, consoles, and the transformer and bat- 
tery, it’s time to power up the system. The following steps are required on the 
Omni II system, but are similar to other control panels. Check your security sys- 
tem’s installation instructions to ensure you follow the correct power-up 
procedures. 
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9. 


Double-check your work. Make sure everything has been connected 
properly. 
Disconnect one lead of your sirens or other sounders. 


Disconnect the positive lead to the battery. 


Plug in the transformer. On the Omni II system, we’re checking to 
ensure that the AC ON LED illuminates, the STATUS LED starts 
blinking after a minute, and the PHONE LED is off. 


Unplug the transformer. 
Connect the red wire to the battery. 
Plug in the transformer (reactivating the system). 


Unplug the transformer. The system should work on battery power, as 
indicated by the STATUS LED flashing. 


Plug the transformer in and secure it to the outlet. 


Once you've connected your security system, it will be necessary to program 
it. In the next chapter, we'll talk about programming your security system. 


TESTING 


1-2-3 


At this point, you should double-check all your security system’s connections 


and components: 


L] 
Ly 


L] 
L] 


L] 
L] 


= 


Is the cabling secured using rounded staples and free of slack? 


Have you made a list indicating how wiring should be connected to the 


control panel? 


Are the splices properly made? 


Are your sensors, consoles, and other components securely fastened to the 


wall or floor? 


Are connections to the control panel made properly? 


Have the battery and transformer been properly installed? 


Is the telephone connection and RJ31X jack installed correctly? 


With the grunt work behind you, you are ready to start having fun with your 
new system. 


ee IT X 


Programming the 
Security System 


Tools of the Trade 
PC WU) 
PC Access software 
Web-Link II software 
Microsoft Internet Explorer 
Microsoft web server 


in which you can manage it. However, depending on the system you buy, 

you may have more or fewer control options than your neighbors do with 
their systems. Security systems utilize consoles, telephones, computers, and even 
web browsers for system management. 

Since the last chapter explained how to install security systems, and we used 
Home Automation, Inc.’s (HAI’s) Omni II system, we'll continue by showing how 
to manage that system using two software packages that allow for the setup and 
management of the system. 

The system can be controlled via a console, but initial setup is very cumber- 
some. If you’ve ever tried to program your cellular telephone with someone’s 
name and telephone number, you have a basic idea of the steps required for con- 
sole programming. Now, however, imagine setting up hundreds of little details 
froma small keypad. Forget it. The console is great for checking system status and 
it’s what you want to use to arm and disarm the system, but it’s a pain for pro- 
gramming. We can ameliorate this headache by utilizing a personal computer. 
Note that the Omni II also allows for management of your Smart Home via a 


()m= your security system is physically installed, there are a number of ways 
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telephone interface. However, that’s a little more advanced and out of the scope 
of our discussion. 

Instead, our system will be set up using HAI’s PC Access software package. 
Then, we'll be able to monitor the system over the Internet, using HAI’s 
Web-Link II application. Naturally, not every security system will allow this 
level of management. However, since the PC Access and Web-Link II packages 
allow connectivity with other Smart Home devices (namely, our X10 compo- 
nents), we'll show how these tools are an integral part of our Smart Home. If you 
elect to buy another sort of security system (or none at all) the following pages 
should at least give you an understanding of what goes on with computer con- 
trol of your Smart Home. 


From the PC 


Controlling the Omni II system from the PC is accomplished via the PC Access 
software program. PC Access is designed for use with all three versions of HAI’s 
Omni security systems. There are two versions of this software: 


LI PC Access for Professional Installers This version is geared 
toward professional installers. It allows quick programming and 
file backup for customer support. It sells for US$164.99. 

LI PC Access for End Users This version is meant for system end 
users, offering a way to program the automation system and most 
other features. It sells for US$49.99. 


Installing the Software 


Installing the software is fairly straightforward. 


I. Insert the PC Access CD into your CD- or DVD-ROM drive. 
From the Start menu, select Run. 
Type <drive>:setup. For example, if the CD is in your D drive, 
you'd type D:setup. 

4. You'll be prompted for your company name (optional) and serial 


number (located on the back of the CD-ROM envelope). 


5. Next, the setup program prompts you for a location where PC Access 
will be installed. If you’re okay with the default location selected by 
the setup program, click Next. Otherwise, select Browse and find your 
preferred location. 
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6. On the next screen, which verifies the information you've already 
entered, click Next. Installation is complete. 


When you start the program for the first time, you'll be prompted for a “secu- 
rity stamp.” This stamp can be anything you choose and is only entered the first 
time you start the program. This stamp is used to encrypt your account files so 
only you have access to them. 


FT Rk LOT ROW WOT 

Write down your security stamp and keep it in a safe place. If you have to reinstall the 
software or if you want to access your files on another computer using PC Access, you 
will need the security stamp to decrypt your files. 


Whenever you start the PC Access software, you'll be asked for the pass- 
word. The default password is PASSWORD. When you start PC Access for the 
first time, you should change the password to something of your choosing. This 
can be done by using Configure | Password. 


eT KT eae LOE 


Remember your password. Without the password, you will have to reinstall the software 
to restore the default password. 


(sie Connecting to the HAI System 


There are two ways in which your computer can communicate with your Omni 
system using the PC Access software: either via a modem or serial connection. 


Modem 


By default, PC Access is set up to use a modem connected to your PC’s COM1 
communications port. The modem’s settings can be changed using the Config- 
ure | Modem command. This allows you to manage such settings as 


_1 Communications port 


_] Baud rate (between 75 and 19,200, depending on the capabilities 
of your modem; however, we’re using a 2400-baud rate) 


_] Modem command strings 
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Serial 


IEA KAN X WH TT a 


While an RS-232 is the more common connection, use of RS-485 will allow you to connect 
over a greater distance. 


Setup 


Another way to connect to the Omni control panel is via your PC’s serial port. It 
utilizes either an RS-232 or RS-485 connection. To access the serial port, you must 
use the HAI Model 21A05-2 Serial Cable Kit. 


To do this, you connect a serial cable between your computer and the control 
panel. Change the Com port using the Configure | Modem command. Change 
the communications port to reflect the serial port, rather than another COM port. 
For a serial connection, you should set the baud rate to 9600. 


Once the software is installed, it is necessary to set up the software to manage 
your unique security system. There are a number of attributes that can be man- 
aged, ranging from individual access codes to naming specific zones. 


Files 


The first step in setting up your Omni security system is to create a new file. This 
is done by accessing the File | New command. Next, you'll be presented with a 
dialog box asking for the name of your file. With that entered, you are presented 
with a list of the various Omni systems. Since we’ve installed the Omni II, the 
radio button next to that was automatically selected. 


Adding User Codes 


PC Access allows you to assign 16 unique access codes. That is, you can give a 
different code—with different restrictions—to 16 different people (or groups of 
people). For example, you can assign unique codes to yourself, your spouse, and 
your children. With everyone having a unique access code, another layer of con- 
venience and security is afforded. In the event someone gives their code away or 
there is some sort of breach, then everyone doesn’t have to remember a new 
code. You can also set up accounts that are restricted as to when they are allowed 
to enter the premises. For example, if you have cleaning staff coming in 
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Figure 7-I 
Establishing user 
codes and times 
of access 


Mondays, Wednesdays, and Fridays between noon and 2 p.m., you can give 
them their own, unique code that is only valid on those days and times. 

The ability to assign 16 access codes might seem overkill for the home use of 
this device. However, bearing in mind that the Omni II is geared toward both 
homes and small businesses, it is possible to give a unique access code to differ- 
ent employees or service providers. 

To access this tool, follow Setup | Codes. Once you’ve started the tool, as 
shown in Figure 7-1, you can select a user number, then change their code, times 
of access, and so forth. 


#® Setup Codes 


Code / user name ‘Authority 
ere C Master 
. Installer c 

2. Master ae 


4. Sandra 
5. CODE 5 
6. CODE 6 
7. CODE 7 
8. CODE 8 
9. CODE 9 
10. CODE 10 


11. CODE 11 
12. CODE 12 When on When off 


13. CODE 13 12:00 am 12:00 am 


14. CODE 14 
A eee ae Monday [ Monday 
zy Tuesday [ Tuesday 

DURESS CODE Wednesday [” Wednesday 
Thursday [ Thursday 
Friday [ Friday 
Saturday [ Saturday 
Sunday . Sunday 


Af OK X Cancel 


Adding Zones/Units 


Security systems are like beautiful snowflakes—no two are exactly alike. Your 
security system will have different sensors and behaviors than your neighbor’s 
system. As such, it is necessary to set up the zones unique to your system and tell 
the system what type of sensor is connected to each zone. 

On the PC Access application, follow Setup | Installer | Zones to access the 
Zones tool. Once there, you'll see a window like the one shown in Figure 7-2. 
There are two sets of radio buttons, a list of all the available zones, and a 
pull-down menu to select which type of sensor is being used with each zone. 


130 


Chapter 7 


Figure 7-2 


Configuring zones 
on PC Access 


® Setup Installer Zones 


Wireless Receiver 
@ No Zone Type 
C Yes 1. Z0NE 1 Auxiliary 
2. Motion Basement Night int 
3. CO Detector Aux Emerg 
4. Motion Utility Night int 
Zone Resistors 5. Water Basement Water 
@ No ‘ 2X Entry delay 
© Yes ‘ 2% Entry delay 
8. Back Door Entry/exit 
3. Service Door 4% Entry delay 
10. Dbl Garage Door Perimeter 
11. Sin Garage Door Perimeter 
12. Motion Garage Perimeter 
13. Temp Garage Temperature 


Zone Type 


Ausiliary Y¥ 


The two sets of radio buttons allow you to specify whether you are using 
wireless receivers (select either “yes” or “no”). The other set of radio buttons 
allows you to specify whether you are using end-of-line resistors. These resistors 
are attached to the sensor’s wiring between the sensor and the control panel, 
near the sensor. Whether you are using these resistors or not, itis important to in- 
dicate your choice to PC Access. 

This is a good time to break out the plan you drew for sensor placement in 
Chapter 6. In the center of the Setup Installer Zones window is a list of all the 
available zones. By clicking on the appropriate zone and then selecting the type 
of sensor used, you can quickly set up your security system. These settings will 
determine later what to arm and when to signala breach. For example, if a sensor 
is designated as entry/exit and you arm the system, if any of these become not 
ready, the alarm will be tripped. Some will trip an alarm all the time, like fire. 
Some of the sensor types supported include these: 


_] Thermostat 
L} Entry /Exit 
_l Perimeter 
Ll Fire 

_} Key Switch 


Configuring Communications and Dialers 


When an event occurs, PC Access can notify you by calling one of eight tele- 
phone numbers you specify. When calling, you can establish a certain message 
that the computer will speak. Also, itis possible to set up the Omni II to call a cen- 
tral station to indicate there is a problem. The ability to call that central station is 
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Figure 7-3 
Establishing 
communication 
rules 


Figure 7-4 
The General tab of the 
Communicator tool 


managed through the Communicator tool, located by following Setup | Installer 
| Communicator. The tool is shown in Figure 7-3. 


# Setup Installer Digital Communicator 


Account | General | Zone | Open/close | 


Phone number 1 Account 1 Test time 
555-1234 1122 12:00 am 


Phone number 2 Account 2 IV Monday 


[~ Tuesday 
555-4321 3344 I Wednesday 


iv 
DCM type Two-way audio 


ne 
© Contact ID @ No [~ Saturday 
© 2300 / 20 pps [ Sunday 
C 1400/10 pps Fes 


A OK X Cancel 


The Account tab allows you to specify which telephone number (or numbers) 
will be dialed when a specific condition is met, such as a door being opened, or if 
there is a freezing danger, or other alarm scenario. It also allows you to establish 
certain days of the week and times of day during which test calls will be made to 
ensure system integrity. 

The General tab (shown in Figure 7-4) allows you to determine which mes- 
sages will be sent for miscellaneous conditions, like a low battery on the control 
panel or a fire. The message numbers shown in these examples are managed 
using the “Names/ Voice” menu selection, which we’ll talk about in more detail 
later in this chapter. 


® Setup Installer Digital Communicator 


| Zone | Open/close | 


Freeze alarm fer 

Fire emergency a2 

Police emergency faa 

Ausiliary emergency [ea 
Duress alarm [es Test code fas 
Battery low fee Cancel code faa 

Fire zone trouble [a7 


Jf OK X Cancel 
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The Zone tab (shown in Figure 7-5) is used to set up specific messages when a 
zone alarm is tripped. In this example, there are different numbered messages 
for zones 1-6. However, we’ve decided that zones 7-12 can all share the same 
message when they are tripped. As such, they have the same message number. 


Figure 7-5 #® Setup Installer Digital Communicator 
The Zone tab of the 
Communicator tool 


Account| General Zone | Open/close | 


1.ZONE 1 [01 7, Porch Door 

2. Motion Basement [02-8 Back Door 

3. CD Detector [03 9, Service Door 

4, Motion Utility [0s 10, DbI Garage Door 
5. Water Basement [os 11. Sin Garage Door 
6. Front Door fos” 12. Motion Garage 


The Open/Close tab (shown in Figure 7-6) is used to send a message when 
someone activates or deactivates the alarm. You can also use this screen to decide 
whether or not notification needs to be made every time someone comes home. 


Figure 7-6 ® Setup Installer Digital Communicator 
The Open/ Close tab Account| Genaval] Zora: Operveboe | 
of the Communicator 
tool Foret open/close 
© Yes 1. Installer 
2. Master 
Open Close 3, Toby 
Other [40 [60° 4. Sandra 
5. CODE 5 
6. CODE 6 
(ium Setting Up Thermostats 


PC Access is also used to manage thermostats. Up to four thermostats can be con- 
nected to the Omni II and, using PC Access, are managed by using the tool found 
by following Setup | Installer | Temperature. This tool is shown in Figure 7-7. 
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Figure 7-7 
Managing 
thermostats 
using PC Access 


® Setup Installer Temperature 


Temperature format Thermostat types 
(* Fahrenheit 


© Celsius 1. Thermostat [Autoheat/cool | 
2 TSTAT 2 x 
3. ISTAT 3 [Notused | 
4, TSTAT 4 [Notused | 


X Cancel 


First, you can decide which measurement you will use to gauge the tempera- 
ture: Fahrenheit or Celsius. Next, you are given a list of your thermostats and a 
drop-down list of the varying types of thermostats that can be managed by the 
Omni II and PC Access. Those thermostat types are 


L] 
L] 
L] 
] 
] 


Auto heat/cool 
Heat/cool 
Heat only 

Cool only 
Setpoint only 


Naturally, this setting will be made based on what type of thermostat or tem- 
perature sensor you've installed. 


Giving Zones and Units Names 


By default, PC Access simply identifies its various zones, codes, and so forth 
witha simple name and numbering scheme: Zone 1, Zone 2, Zone 3, and so forth. 
It can be confusing and—let’s face it—a little less than cool to have to keep refer- 
ring to things like Zone 1, TSTAT2, and so forth. However, these settings can be 
changed to customize and personalize your system for easier reading and un- 
derstanding. 

The Setup | Names/ Voice configuration page is used to show and modify 


1 Zones 
1 Units 
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Buttons 
Codes 


Thermostats 


Sy ey Se 


Message names 


It is also used to configure the system to speak descriptive names for those 
features over the telephone. This configuration page is shown in Figure 7-8. 


Figure 7-8 # Setup Names / Voice 
Configuring 
names and voices Zones | Units | Buttons | Codes | Tstats | Messages | 


Zone name- 
Motion Basement oNeET SOS 
CO Detector realsianl 
Motion Utility 
Water Basement Zone voice 
Front Door 
Porch Door 
Back Door 
Service Door 
Dbl Garage Door 
Sin Garage Door 
Motion Garage 
Temp Garage 
Temp Outside 
East Gate 


% Cancel 


By selecting the appropriate tab and scrolling through the list of names, you 
can edit the name to provide a customized setting. For example, by default PC 
Access names all zones “Zone 1” through “Zone 16.” However, to be more help- 
ful and descriptive, you can edit the zone to reflect what, exactly, that zone is. 
Rather than calling the zone “Zone 1,” it can be changed to read “Garage Door” 
or whatever the sensor is monitoring. These descriptive tags will show up on the 
console and in log messages. 

Additionally, you can use this tool to change the message that will be spoken 
over the telephone. There are six drop-down menus, from which more than 250 
words or sounds can be combined. Figure 7-9 shows the message that will be 
spoken across the telephone when Zone 6 (“Front Door”) is tripped. 
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Figure 7-9 ® Setup Names / Voice 
Creating a spoken 
message for an alarm Zones | Units | Buttons | Codes | Tstats | Messages | 


ZONE 1 Zone name 


Motion Basement 

CO Detector Front Door 

Motion Utility 

Water Basement oe 
Front Door 

Porch Door (Beep) ry 
Back Door 


Service Door FRONT ¥ 
Dbl Garage Door 

Sin Garage Door DOOR | 
Motion Garage OPEN 

Temp Garage 


Temp Outside 
East Gate 


I 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
a: 


% Cancel | 


0-? MINUTES Creating a Program 
eee aed You don’t need to know C++ or J++ or any other programming language to set 
neuen up a program in PC Access. This tool is located by following Setup | Programs, 
of your system. as shown in Figure 7-10. 
Figure 7-10 #@ Setup Programs 


PC Access’s 
Programs tool 


; Programs 


WHEN Back Door NOT READY: SET LIGHTING LEVEL Mud Room Lt TO 75% 
WHEN Dbl Garage Door NOT READY: Garage Light ON FOR 5 MINUTES 
WHEN Service Door NOT READY: Garage Light ON FOR 3 MINUTES 

WHEN Motion Basement NOT READY: Bsmt Step Lt ON FOR 5 MINUTES 
WHEN Motion Utility NOT READY: Bsmt Step LtON FOR 5 MINUTES 

WHEN Service Door NOT READY &IF DARK: Backyard Lt ON FOR 6 MINUTES 
WHEN Back Door NOT READY: Garage Light ON FOR 5 MINUTES 

9:01 PM MTWTF-- SET LIGHTING LEVEL Office Lt TO 25% 


$0 00 OD OT OO NO Be 


11:01 PM MTWTF--: Office Lt OFF 
. WHEN CO Detector NOT READY: LOG CO Problem 
. WHEN Water Basement NOT READY: LOG Water Problem 
. WHEN Temp Garage NOT READY: LOG Garage Temp 
. WHEN Temp Outside NOT READY: LOG Outside Temp 
. WHEN East Gate NOT READY: LOG East Gate 


Copy | Cut | is ¢ Paste i¢ Clear All Tei Search fl Close 


The Programs tool allows you to enter specific conditions that, when met, 
will trigger a behavior. For example, one program can be set up so that everyday 
at dusk, exterior lighting comes on. Another program will automatically turn on 
your interior lighting whenever the security system is deactivated—for in- 
stance, when you come home from work. However, you could also set up that 
program so that the lights will only come on when the security system is deacti- 
vated and when it is after dusk. 
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SED BK D HE OAK EKO 
So how, exactly, will PC Access know when dusk is? Simply enter your longitude and 
latitude using the tool located by following Setup | Misc. 


Figure 7-Il 
Editing a program 


Let’s walk though how the aforementioned program would be set up. First, 
on the Programs tool, highlight a blank line and click the Edit button. The result- 
ing window is shown in Figure 7-11. 


#® Edit Program 


Program 20 


of OK % Cancel 


When _ Click the When button. This offers up a menu of different scenarios, 
from checking the status of X10 devices, to time of day, to telephones being off 
the hook, to a low battery being present in the control panel. In our program, 
we've selected when any security code deactivates the system. 


Command Next, the Command button allows you to specify the action the 
aforementioned condition will spawn. Actions can include arming or disarming 
the security system, or sending a message to a telephone number. For our pro- 
gram, we've selected “All On,” which will turn on all X10 devices. 


HVLC: COOMA Lee REA 

Naturally, this example makes the assumption that the only X10 devices we have installed 
control lights. However, we can use the Control command to specify a certain X10 device 
and specify a specific level of brightness. 


If We could stop there, but PC Access also allows us to add a couple of condi- 
tions that must also be met for this action to take place. In this case, we want the 
lights to come on only if it is dark outside. Next, we click the If button. This pres- 
ents us with a list of conditions, including whether a certain X10 device is on or off, 
the status of the security system, or just the status of a specific zone. Under the 
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Misc listing of conditions, we selected “If Dark”. There is a second button that re- 
quires a second condition to be met for the action to take place. Our completed 
program is shown in Figure 7-12. 


Figure 7-12 #& Edit Program 
Acompleted program 


Program 20 


WHEN OFF &F DARK: ALL LIGHTS ON 


Al When Q Command TP AND If Af OK XM Cancel 


The Programs tool also offers the type of cut-and-paste tools that you’ve 
probably become familiar with working with any brand of computer. These 
tools allow you to navigate your program and add, remove, or copy instructions. 
The Omni II allows for 500 programs to be entered, which should suffice for most 
homes. 


Monitoring 


In addition to being able to configure the Omni system via a PC using the PC 
Access software, it is also possible to monitor the system, checking the tempera- 
ture, zones, and so forth. By clicking on Status and then selecting the Zones tab, 
you can check on the status of your zones, as Figure 7-13 shows. 


Monitoring the Omni 
II using PC Access Sac oa teneel 

Zone Status Loop Current = 

2. Motion Basement SECURE 129 SECURE 

3. CO Detector SECURE 128 SECURE 

4. Motion Utility SECURE 128 SECURE 

5. Water Basement SECURE 128 SECURE 

6. Front Door SECURE 128 SECURE 

7. Porch Door SECURE 128 SECURE 

8. Back Door SECURE 128 SECURE 

3. Service Door SECURE 128 SECURE 

10. Dbl Garage Door SECURE 128 SECURE 

11. Sin Garage Door SECURE 128 SECURE 

12. Motion Garage SECURE 129 SECURE 

13. Temp Garage SECURE 0 SECURE 

14. Temp Outside SECURE i SECURE 

15. East Gate SECURE 128 SECURE 

16. Temp Inside SECURE 0 SECURE — 

N 

Jf OK 
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Additionally, using this window, you can also check temperatures and the 
status of the system. 


Adding Remote Support 


While it is helpful to be able to manage a security system via a local computer, 
sometimes it’s useful to be able to access the security system remotely. To accom- 
plish this, we’re using the Web-Link II software package from HAI. This allows 
the management of the security system across the Internet. In this section, we’ll 
talk about the Web-Link II application for Windows and how it is used to set up 
and manage a security system. 


Installing the Web-Link II Server 


Unlike the PC Access software, there are a number of components that must be 
installed in order for Web-Link II to function. For proper operation, we'll need a 
web browser, web server, and, finally, the Web-Link II software. 


Web Browser 


First, the system requires an Internet web browser to be installed. HAI recom- 
mends at least version 5.0 of Microsoft Internet Explorer, but version 5.5 or later 
is preferred. Because it utilizes certain features only available on Internet Ex- 
plorer, other browsers are not recommended. The most recent version of Internet 
Explorer can be downloaded directly from Microsoft at www.microsoft.com/ 
windows /ie. 


Web Server 


Once an appropriate browser has been installed, Web-Link II needs a web server 
on the home computer that will be connected to the Internet. A web server is a 
computer that provides content to a web browser via the Internet. For instance, 
when you visit www.smarthome.com, you use your web browser to connect to 
Smarthome’s web server. The web server is the location of Smarthome’s catalog. 
It is the web server that transmits the information you’re searching for; then, 
your web browser presents and displays it. 

Depending on which operating system you’re using, there is likely a web 
server available to you. Table 7-1 lists the various flavors of the Windows operat- 
ing system and which web servers are available. 
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Operating System Web Server 

Windows 98 and 98SE Personal Web Server (PWS) 
Windows NT Workstation PWS 

Windows NT Server Internet Information Server (IS) 
Windows 2000 Professional/Server IIS 

Windows ME Not Supported by Web-Link II 
Windows XP Home Edition Not Supported by Web-Link II 
Windows XP Professional IIS 

Table 7-1 


Web Servers for Various Microsoft Windows Operating System Flavors 


We simply don’t have the space here to explain how these various web serv- 
ers are installed. Typically, however, if these web servers are not already 
installed on your system, they are included on your Windows CD-ROM and can 
be installed as supplemental Windows applications. 

Table 7-1 represents the web servers that come with your Microsoft Windows 
OS. You can also download third-party web servers, like the Abyss web server 
(www.aprelium.com). However, Web-Link II has only been tested with 
Microsoft web servers. 


Installing the Application 
Installing the Web-Link II application is rather straightforward: 
I. Insert the HAI Web-Link II compact disc into your CD- 
or DVD-ROM drive. 
2. Select the Run command from the Start menu. 


In the Run dialog box, type <drive>:setup (where drive 
is the letter of your CD- or DVD-ROM drive). 


4. Follow the instructions provided on the screen. 


Logging In 
In order to log in to the security system, you must provide additional informa- 
tion beyond just username and password. Here’s what you need to do: 


I. Ensure that the PC Access software is not using the serial connection 
to the security system, because it takes over the serial connection for 
operation. 
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2. Start the web server. Normally, this is automatically started when 


Windows starts, but if it does not, you should start it manually. 


Start the web browser and enter the address of the web server followed 
by “/web-link”. There are three scenarios in which you can connect to 
the web server: 


(1 From the server: http: / /localhost/web-link 


J From a client on your home LAN: http:// [followed by 
the computer name or IP address of your network interface 
card] /web-link 
LJ Over the Internet: http:// [followed by your Internet IP address 
or hostname] /web-link 


Once Web-Link Ilis started, you must log in using a valid username and pass- 
word. The first screen that appears shows the Login dialog box. Enter the 
following information: 


Specify the NAME and corresponding CODE of a user on the Omni II 
system. The NAME corresponds to the name of a “Code” on the 
controller. The CODE is the code associated with that name. (For 
example, Dave 1111). These names and codes can be checked on the 
PC Access software. 


Indicate which start page you wish to use for Web-Link II. The 
drop-down list provides the available Web-Link II. The “Home” 
page is the default. 


If you don’t want to go through all the username and password steps, 
you can check the “Remember Password” check box. This will store 
your login information on this particular computer. If you attempt 

to log in on another computer, you will be prompted for your login 
information. 


Click the Login button to start Web-Link II. 


When finished, click the “Logout” button on the top right of the page. If 
you don’t log out before closing your browser, or if you surf away from 
Web-Link II to visit another web site, you cannot log in to Web-Link II 
using the same username for at least seven to ten minutes. 
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Figure 7-14 . 
Web-Link I Fie Edt View Favorites Took Hep 
> c a Jk >. bw 
home page O- WAG) Psae yeracnes Qe @ G- SH G 
Control Sunset 
Ss ity {) | Temperawre 
ecuri 
‘=: Thermostat 
Temperature (2) 3 § Qutdoor Temp 
ce = Jay's Birthday 
6 [B Pick up Kids 
\ 
» | Latest Events 
Messages < : 
8/21 at 10.52 AM Disarmed by Kristin 
8/21 at 10.52 AM Downstairs Motion tripped 
8/21 at 10.52 AM Front Door tripped 
8/21 at 9.48 AM Upstairs Den bypassed by system 
8/21 at 9.47 AM Armed Away by Dan 
® Intemet 
° 
Overview 


When you start Web-Link II, you get a snazzy overview of your system’s status, 
as shown in Figure 7-14. 

Details on the home page include the security system’s status, time of day, 
sunrise and sunset times, interior and exterior temperature, messages, and the 
last five events to have occurred. But beyond simply showing these details, click- 
ing on one of them allows you to manage elements of it, although not to the 
degree that you get with the PC Access software. 

For instance, clicking on the security setting allows us to select a new status 
for the security system, as shown in Figure 7-15. By checking this remotely, we 
can tell if we forgot to set the security system—or maybe we forgot a delivery 
was going to be made today, so we can deactivate the alarm remotely, then reacti- 
vate it once the delivery has been made. 
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Figure 7-15 
Checking the security 
system’s status 


1 MINUTE 


Fie Edt Wew Favorites Tools Heb 


Om O AAG Psa yrrom Sen @ BS S08 


Address (B) http: (fray homeauto.com/\eb-Link/demo fe main.htn 


Home vere 
<j’ Security i 
Commend Disarm = 
> Sunrise 5:11 AM 
Sunset 7:08 PM 


=m Thermostat THF 
= i Outdoor Temp 60°F 


2) Jay's Birthday 


Messages ~< =) Pick up Kids 


Latest Events 


cf’ 8/21 at 10:52 AM Disarmed by Knstin 
8/21 at 10.52 AM Downstairs Motion tripped 


8/21 at 10.52 AM Front Door tripped 
8/21 at 948 AM Upstairs Den bypassed by system 
8/21 at 947 AM Armed Away by Den 


Along the left side of the page are buttons for accessing various pages for 
your Omni II security system. Those buttons are 
Home (the home page) 
Control 
Security 
Temperature 
Button 


Events 


UUOUeUUD 


Messages 


We won't go into the function of each of these buttons. However, we'll give an 
overview of some of the more important ones as they relate to our discussion of 
remote management. 


Viewing Events 


You can set up your Web-Link II software to track all sorts of information about 
your system and what has been going on with it. Want to know when someone 
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Figure 7-16 
Viewing the most 
recent events 


S MINUTES 


came home? Curious about when various sensors were tripped? The Events 
button, along the left side of the screen, is used to view the various events that 
have occurred on your system. For example, the screen in Figure 7-16 shows the 
date, time, and what event occurred. 


Fie Edit View Favorites Tools Help & 
AAC re a. B 
Or © - WAQD Psoe Yoram Que 2B) - SS) @ 
Address |) http: //nvew homeeuto.com/Web-Link/demo fe /main.htm 
. 
Hai Web-Link I 
2 System OK ] f ime 
ka i 7 teenie be ; 
q =f 8/21 at 10:52 AM Disarmed by Kristin 4 
4 
Homa ef 8/21 at 10:52 AM Downstrs Motion tipped 
ee ef’ (8/21 at 10°52 AM Front Door tripped 
Control 7 ah’ 8/21 at 9:48 AM Upstairs Den bypassed by system L 
Security [OW ) @ 8213947Am Armed Away by Quick Arm 
| of’ 8/21 at 6.00 AM Disarmed by Program 
Temperature im! 4 ei 8/21 at 1:18 AM Upstairs Den bypassed by system 
ee Foe) Q B21 at 1-18 AM Armed Night by Program 
zy 8/20 at 10:49 AM Disarmed by Kristin 
af’ 8/20 at 10:49 AM Front Door tripped 
Messages eh 9/20 at 9:44 AM Upstairs Den bypassed by system 
Q 8/20 2 9.44 AM Armed Away by Quick Arm 
oy 8/20 at 9:44 AM Disarmed by Kristin 
af? 9/20 st 9:44 AM Front Door tripped 
ay 8/20 at 9417 AM Upstairs Den bypassed by system 
8/20 at 9:41 AM Asmed Away by Quick Arm 
of’ 8/20 at 6:00 AM Disarmed by Program 
ef 9/20 at 2:13 AM Upstairs Den bypassed by system 
A ayon at ODM ered Ninh fae Benne 


This page shows the most recent 50 events. 


Setting Up Rules for E-mail Notification 


In the PC Access program, we were able to establish rules within a program that, 
given certain behaviors, would cause another device to activate, deactivate, or 
send a message. The same behavior is possible in Web-Link II; however, in this 
case, the actions will spawn either an e-mail to be sent or the event to be captured 
on video (assuming a web camera is pointed in the right spot). 

The following explains how to set up a new rule and how Web-Link II will 
make a notification if the rule has been broken. To create a new rule, select the 
Add Rule button (shown in Figure 7-17) or right-click an existing rule and select 
Create New Rule from the context menu. 
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Figure 7-I7 /HAI Web: Link il - Microsoft Internet Explo 
Clicking the Fie Edit View Favorites Toole Help - 
Add Rule button O=- O- AOD Pane yrraoies Gus O) B- | E 


to add a new rule 


Alarm Events 


FM) & House Alarm Send Email 


Control 


Security dé 


Temperature ia 3 


Button 


Events 


Messages » 


Security Anm/Disarm Events 
Se House Armed/Disarmed Send Email 8/9/2001 5-58 AM 


eS Den Light Is On Send Email None Ok 


© Phone Rings Send Email 8/9/2001 2:40 PM Ok 


(sims Set a Condition for Your Rule 


Next, you'll be able to specify the condition that must be met for your rule to be 
violated. There are several conditions that you can monitor: 


uu 


EE) Boe Be be 


Alarm is activated 

All On/Off commands issued 
Battery power changes state 
Button execution occurs 

DCM changes state 

Phone line changes state 

AC Power changes state 
Security is armed or disarmed 


Unit changes state 
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J X10 command issued 


_} Zone changes state 


Once you’ve established what condition must be met, you select your 
method of notification: either send e-mail or record video. 


(sims Send E-mail 


From the drop-down list, select e-mail notification. Then, you'll be required to 
enter the following: 


_} E-mail Name This is the e-mail address where a message 
will be sent. 


I SMTP Server This is the SMTP server from which the e-mail 
message will be sent. 


ROK ORES 
SMTP stands for Simple Mail Transfer Protocol and is used to send e-mail. 


Ll Send the e-mail message in HTML format Checking this box will 
allow the e-mail to be sent in the HTML format and include such 
information as 


_1 Event details 


System information 


= 
_J Temperatures 
= 


Latest events 


NG ee LD ei 

The SMTP server is likely to have the same domain name as your ISP. However, if you 
don’t know what it is, you can get this from your ISP. If you are adventurous, you can set 
up this PC to be an SMTP server as well. 


Figure 7-18 shows an example message generated by Web-Link II and sent 
using HTML. 
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Figure 7-18 

An HTML e-mail 
message generated 
by Web-Link II 


1 MINUTE 


S MINUTES 


Ly Web-Link Notification: Back Door opened 


Fle Edt View Tools Message Help 


& & be) = x wy ] ne 
Reoly Reply all Fornard Print Delete Addresses 
From: Web-irk.Notificetion. Server Bbuddy siteprotect.com| 
Date: Friday, June 06, 2003 4:49 PM 
To: tody @velte.com 
Subject: Web-ink Notifcaton: Back Door opened 


Web-Link Event Notification 


Event Details: 
Date: 

Time: 

Description: 
System Information: 
Area #1: 

Sunrise: 

Sunset: 
Temperature: 
Thermostat: 

Temp Garage: 
Temp Outside: 
Latest Events: 
6/5/2003 8:08:00 PM 
6/5/2003 7:31:00 PM 
6/5/2003 3:36:00 PM 
6/5/2003 3:35.00 PM 
6/5/2003 3:34:00 PM 
6/5/2003 3:32:00 PM 
6/5/2003 3:30:00 PM 


Record Video 


66/2003 
4:49 PM 
Back Door opened 


Disarmed 
5:26:00 AM 
8:54:00 PM 


71.6°F 
68.9° F 
644°F 


East Gate logged 

East Gate logged 

Garage Temp logged 
Garage Temp logged 
Garage Temp logged 
Garage Temp logged 
Garage Temp logged 


If you choose, you can elect to record video of the event. It is likely this option 
would be used if you already have a video camera pointed at a sensor you wish 
to monitor. For example, if you are wondering about whether your dog is sleep- 
ing on the couch when you’re at work, a motion sensor in the living room being 
tripped can cause video from that area to be recorded. To set up video recording, 
from the drop-down list select Record Video. Then, you'll be asked to enter a 
couple pieces of information: 


(1 Record Duration Enter the duration (in minutes) for the 
record operation. Video can be recorded up to 720 Minutes 
(12 hours)—assuming you have enough hard drive space. 


J Channel to Record Select the channel to be recorded from the 


drop-down list. Note that “Channel to Record” is only displayed 
if you have a TV tuner installed and Channel Changing is Enabled. 


Controlling X10 Devices 


In the preceding chapter, we connected a bunch of gadgets that were hardwired 
directly to the security system. However, one of the reasons we decided to get the 
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Omni II system was because of its ability to interact with X10 devices. We were 
able to control them using PC Access, but we also have the ability to manage 
them remotely using Web-Link II. 

To access the various X10 devices we have installed, it’s simply a matter of 
clicking the Control button on the left side of the Web-Link II screen. This will 
call up a screen like the one shown in Figure 7-19. 


Figure 7-19 
Accessing X10 
devices 


Of (Time remaining = 00:02:40) 
> Hallway OF 
Deck Lights On (Time remaining = 02:24:07) 
2 Sport Cour 
9 Fmly Rm West 
Q  Fmly Rm East 


Aaron's Room 


Events @ Den 


) Chandelier 
Messages 
» Back Lights 


North Back Sprinkler 

Northeast Back Sprinkler 

East Back Sprinkler 

East Front Spm 

South Front Spm On (Time remaining = 00-11-34) 
West Front Sprinkler OF 


The Control page displays the status of all named units in the system and 
allows for their control. The status of each unit includes these: 
_J On or off with any remaining time until a program is executed 
_J Dimmed or brightened with any remaining time until a program is 
executed 
LI Level 


_} Ramp rate and time (which is only available with advanced lighting- 
control lighting) 
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To change any unit, follow these steps: 
I. Select the item to control from the list by left-clicking it with your 
mouse (you can also right-click it, which will present its context menu). 
2. Select the desired command from the list. 


3. For those commands that require more information (such as the rate at 
which an appliance will be ramped up to a certain level), an edit box 
will appear for additional input. 


4. Choose a duration period from the Duration list. 


5. Click on the Update button to send the command to the controller. 


(ime Controlling Thermostats 
By clicking the Temperature button, you generate a screen like the one shown in 
Figure 7-20. This screen shows, at first glance, the temperature from all your tem- 
perature sensors and thermostats. 


Figure 7-20 ©) HAI Web-Link Il - Microsoft Int 
Checking the Plated “Veas i — 
thermostats and p> OD DO =e Yoram Gun OO SS 


temperature sensors 


a TT SY 


‘=: = Thermostat 74° F 4 Heat Auto Of 


§ Outdoor Temp 60° F is if na 
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To control a thermostat or temperature sensor, simply follow these steps: 


I. Select the thermostat or temperature sensor to control from the list by 
pointing to it using your mouse pointer. 


2. Left-click on the desired unit or right-click to display its context menu. 


By right-clicking on a specific thermometer or thermostat, the context menu allows you to 
raise or lower the heat and cool settings in 2-degree increments. 


Figure 7-2I 
Changing 
thermostat settings 


Temperature 3 


Button 


3. Select the desired command from the list. (This is shown in more detail 
in Figure 7-21.) 


€) HAI Web-Link II - Microsoft Internet Explore 


Fie Edit View Favorites Tools Help 
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HAl Web-Link I 


Temperature | 


Security ae 


Events 


Messages 


4. Commands requiring additional input (for instance, choosing “Cool 
Setpoint” from the command list will display a field for inputting a 
temperature) will generate an edit box for additional input. 


5. Click the Update button to send the command to the controller. 
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Though these two pieces of software are proprietary to HAI’s security sys- 
tems, it should give you a good idea of what is available in terms of PC control of 
your security system. Also, should you find a security system that interconnects 
with X10 modules, you'll have a good, well-integrated Smart Home system. 


TESTING 


1-2-3 


1 Is the web server installed and properly configured? 


J Is an appropriate web browser installed? 


1 Have security stamps and passwords been safely stored? 


Garage 


ieee IX 


The Smart Home 
Garage and Lawn 


Tools of the Trade 


Level 
Sheet metal screws 
Wall anchors 
Screws 
Drill —_ 
Tapcon drill bit 
Tapcon concrete anchors 


most of your Smart Home functionality will likely take place inside your 
home, there is still a fair amount of stuff you can do outside. 

In this chapter, we take a look at specific areas of your Smart Home’s exterior. 
First, we'll talk about some things you can do in your garage, including garage 
door and temperature sensors. Then, we’ll step outside to consider some projects 
you can do on the exterior of your Smart Home. Noticeably absent from this talk 
about your Smart Home’s exterior is any discussion about lighting. We didn’t 
forget about it—we’re going to cover all forms of Smart Home lighting in the next 
chapter. 


| “smart” in your Smart Home doesn’t end at its four walls. Even though 


You might not think that there is too much going on in your garage as far as Smart 
Home functionality is concerned, but there are a number of things you can do to 
smarten up your garage. For instance, you might want to set up your system so 
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that when the garage door is opened, a series of events occurs. When you open 
the door, your system might be programmed to turn on the lights in the 
mudroom. 

In the first section of this chapter, we’ll talk about some of the sensors that 
you might want to place in your garage, along with some placement consider- 
ations. Next, we'll walk through the process of installing the more specialized 
sensors (specifically, the garage door sensor). 


The sensors utilized in the garage are largely the same as those that would be 
used inside the Smart Home. To monitor service doors on the garage, simply use 
the open door/window sensors that you'd use for access points. Installation is 
identical to the steps we covered in Chapter 6. However, depending on the state 
of your garage, the process might be a little easier. 

Garages tend to be a bit more “rustic” than the rest of the home. That’s a nice 
way to say that most garages tend to be unfinished (although some garage aficio- 
nados out there might argue with my generalized assessment of the American 
garage, at least as it pertains to their own homes away from home). That unfin- 
ished nature makes it easier to pull cabling, anchor to wall studs, drill holes, and 
mount sensor hardware. 

The sensors can be installed on doors and windows to monitor access, and 
motion sensors and temperature sensors can also be installed. Though most sen- 
sors can be used interchangeably between the interior and the garage, there are 
specialized sensors that are unique to garage use. Garage door sensors are steroid- 
pumped versions of the window and open door/window sensors. After discussing 
this sensor, we’ll talk about temperature sensors. 


Garage Door 


One of the first points of entry into a home is the garage (assuming, of course, the 
home has an attached garage). To be sure, there are easier ways for a burglar to 
get into your home than prying open a garage door. However, this is a good place 
to locate a sensor, because we can ensure that the garage door hasn’t been left 
open or—for the really technically proficient bad guys out there—someone 
hasn’t been able to rig up his or her own covert garage door opener to gain entry 
to our house. 

The first sensor we'll install is the garage door open/close sensor. The garage 
door contact switch is placed on garage doors, roll-up doors, or gates where it 
might be tough to mount regular magnetic contacts. Smaller contacts (like the 
ones we’ll use on doors and windows in the house) have a small operating gap 
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Figure 8-I 
Garage door sensor 


and must be within a half-inch to be used. While that’s fine for a window, or the 
front door, it’s not feasible for large doors. These contacts can be up to two inches 
apart and still operate. 

The sensor mounts to the concrete floor and is made of a heavy-duty polished 
aluminum die-cast housing. The contact switch is completely sealed within this 
housing. The magnet is mounted on the door or gate to complete the system. It is 
mounted on an adjustable L-bracket for horizontal and vertical adjustment. The 
sensor housing is rounded so vehicles can roll over it without damage to either 
the sensor or the vehicle. A flexible 24-inch stainless armored cable protects the 
wires as they run along the ground. Figure 8-1 shows a garage door sensor. 


We’re using a normally closed sensor that retails for US$14.99. A sensor that 
can operate in both the normally open or normally closed state runs US$21.99. 


Temperature 


Figure 8-2 


Temperature sensor 


To monitor the temperature of an area, temperature sensors are used, like the one 


shown in Figure 8-2. 
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Temperature sensors differ from thermostats because the sensors do exactly 
as their name suggests—they sense temperature, whereas a thermostat is able to 
react to the given temperature (for instance, turn on the air conditioning when 
the temperature climbs above a setpoint). But don’t let the distinction fool 
you—even though temperature sensors don’t natively start or stop a heater or 
air conditioner, when coupled with a Smart Home, youcan do so much more. 

For example, let’s say there is a living room ina Smart Home with a tempera- 
ture sensor and automatic drape pullers installed. Rather than allowing the 
thermostat to fight against Mother Nature to keep the living room cool when the 
sun beats in the window, a temperature sensor can be employed to take a specific 
action when the temperature rises above a certain level. In this case, when the 
living room starts warming up, a signal can be sent to the Smart Home computer. 
The computer can then send a signal to the automatic drape pullers to shut the 
drapes in the living room. 

In the garage, temperature sensors can let you know if it is so cold that you'll 
need to warm up your car before going to work in the morning, or if your stock- 
pile of soda pop is in danger of exploding because of low temperatures. 

Temperature sensors can also be merged with other sensors into a single unit. 
It’s common for a humidity sensor to be combined with a temperature sensor. 
Again, these can be located either indoors (such as in your walk-in humidor) or 
outdoors (for your greenhouse). 

The sensors we’re using are combination indoor/outdoor sensors from HAI 
that retail for US$54.99. A combination temperature /humidity sensor retails for 
U5$99.99. 


Installation 


Installing these sensors follows similar steps to those of other components we’ve 
already installed. The process is essentially the same: run the wiring, connect the 
sensor, screw the sensor to the wall or door. However, connecting the garage 
door sensor is a little more involved than saying “simply connect the sensor to 
the door.” Since the sensor is connected to both the garage door and the concrete 
floor, the steps are a little more involved. Once we talk about the garage door 
sensor, we'll discuss the installation of temperature sensors and the issues 
unique to them. 


Garage Door 
Follow these steps to connect your garage door sensor: 
I. Once the wires are strung to the location of the sensor, the next step is 


to place the sensor on your garage floor and mark the mounting holes 
with a pen or a pencil. This will aid when drilling the pilot holes. 
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When locating the sensor, make sure it is as out of the way as possible, and don’t forget to 
include the magnet to ensure that both pieces of the sensor package will be able to fit where 
you need them. 


2. Remove the sensor and, using a drill fitted with a concrete Tapcon 
bit, drill pilot holes into the concrete, as Figure 8-3 shows. The size 
of the drill bit will depend on the concrete anchor that you use for 
your sensor. 


Figure 8-3 

Drilling pilot holes 
using a Tapcon 
drill bit 


be 


TIPS OF 


THE TRADE Concrete Anchors and Installation 


Concrete anchors are special screws that are capable of being used in con- 
crete. When selecting a concrete anchor, typically you can select between 


heads that are fitted for a screwdriver or a hex wrench. The best bet for get- 
ting the torque you need to screw the anchors into the concrete floor is to 
use the hex-wrench-headed anchors. Tapcon drill bits can be purchased 
individually, or they can be purchased in the same package as the anchors. 


3. Once the holes have been drilled, take a couple seconds to vacuum out 
the holes to remove any remaining concrete crumbs. 


4. Fasten the sensor to the concrete floor using the concrete anchors. Make 
sure the sensor is tightened securely to the floor. This step is shown in 
Figure 8-4. 
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Figure 8-4 

Securing the sensor 

with a concrete 

anchor 

5. Install the door sensors to the frame of your garage door. This is done 

by lining up the magnet with the installed sensor and using sheet metal 
screws to secure to the frame. This step is shown in Figure 8-5. 

Figure 8-5 

Fastening the magnet 


to the garage door 
using sheet metal 
screws 


6. Connect the wiring using butt connectors. 


On Temperature 


Temperature sensors can be installed either indoors or outdoors. The most impor- 
tant issue in temperature sensor installation is placement. Because these sensors are 
reading temperatures and are sensitive to environmental changes, you shouldn’t 
place the sensor too high (it will read hot, as warm air rises), and you shouldn’t place 
the sensor too low (it will read cold, as cold air sinks). Also, you should keep the 
sensor away from direct sunlight. 
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Once you’ve decided where the sensor will be located, installation follows 
these steps: 


2. 
Figure 8-6 
Stripping the 
insulation from 
the cabling 
3. 
4. 
Figure 8-7 
Leveling the 


temperature sensor 
and marking its 
location 


Run cabling to the location where you want your temperature sensor 
positioned. You might need to use fish tape if you are running the 
cabling through a finished wall. 


Prepare the cabling by stripping insulation from the cable (shown in 
Figure 8-6) and three of the wires (black, red, and white). 


Remove the back of the temperature sensor casing. This allows access to 
the sensor’s electronics. 


Place the sensor on the wall and use a level to ensure it will be mounted 
squarely, as shown in Figure 8-7. 
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Mark and drill mounting holes. 


Install wall anchors if connecting the sensor to sheetrock, as shown in 
Figure 8-8. This is done by drilling a pilot hole, then tapping the plastic 
wall anchor into the wall with a hammer. 


Figure 8-8 
Installing a wall 
anchor 


tle 3 UE When Are Anchors Necessary? 
If you are able to locate the temperature sensor over a wall stud, you don’t 
need anchors. However, if you are placing the sensor on sheetrock, it’s a 
good idea to ensure the sensor doesn’t pull out of the wall. 
Whether or not you use an anchor (or need the stud) will depend largely 


on the size of the sensor you're installing. Since temperature sensors are 
somewhat large, it is a good idea to make sure they won’t pull out the 
sheetrock. In the event a sensor does pull free from the wall, it will be diffi- 
cult to reinstall it in the existing holes. The next step is to use a larger screw, 
which might or might not fit the holes in your sensor. Plus, yourun the risk 
of the sensor pulling out of the wall again. 


7. Perform any knockouts that are necessary. 
8. Fasten the sensor to the wall. 


9. Connect the wires to the sensor in the following manner (shown in 
Figure 8-9): 


LI Red to AUX 12V 
J Black to ground 
_] White to the (+) side of a zone input 
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Figure 8-9 
Connecting wires to 
the temperature 
sensor 


10. Replace the cover on the sensor. 


TIPS OF . 
THE TRADE Connecting Multipurpose Sensors 


If you’re connecting a combination temperature /humidity sensor, you will 
use all four wires on the cable. This connection will use not only the power 
and ground terminals on your control panel, but the other two wires will be 
connected to the (+) terminals on two separate zone inputs. 

This connection on zone inputs is necessary because the sensor will read 
two items—temperature and humidity. However, because they are com- 
bined into a single package, power need only be drawn froma single source. 


On the exterior of the garage we placed a second temperature sensor. This 
sensor was placed on the underside of the soffit. This keeps the sensor out of the 
elements and direct sunlight. This sensor is shown in Figure 8-10. 


Figure 8-10 
Exterior temperature 
sensor placement 
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Connection to Smart Home System 


Not every Smart Home will be connected the same way. We’re using the Omni II, 
in conjunction with X10 devices, to provide the functionality we want. De- 
pending on the size and complexity of your project, you might not be using an 
Omni system. You might be using a Stargate home control system, or you can 
simply connect these devices to an X10 system. How you connect these sensors 
will depend on the system you’re using. 


Security System 


x10 


Connecting the sensors to your security system follows the steps we outlined in 
Chapter 6. Since the garage door sensor has only two leads, each wire is con- 
nected to a terminal of a zone input. When connecting to a security system or a 
home automation system (like the Stargate), this sensor can be set up to signal 
the control panel to take whatever action you deem necessary if it is tripped. 
With security systems that offer the level of X10 functionality that the Omni 
series provides, a series of events can be triggered when the garage door is 
opened. 


We’ve been banging the Omni system’s gong pretty loudly for the last few chap- 
ters. But even though we’re enjoying the added benefits of connecting to the 
Omni system, we don’t want you to think that you need to buy a US$1,200 secu- 
rity system to get whole house automation. You can add a Powerflash module to 
generate a signal for your X10 devices. 


RV AW) AE CD HORAK LOR 

The Powerflash module isn’t only meant to work with a garage door sensor. The Powerflash 
module works with any sensor that detects a contact closure (like a door sensor) or the 
presence of a low-voltage signal (between 6 to 18V AV, DC, and audio). 


The Powerflash module differs from other X10 devices in that it doesn’t re- 
ceive commands; rather, it sends X10 commands from its own inputs. This 
device plugs into a wall receptacle and when a contact closure is made or a 
low-voltage signal is applied to the terminals, different behavior can be pro- 
grammed. For example, the Powerflash can be connected to the garage door 
sensor that we just installed. Then, when the garage door opens, an X10-capable 
light can be turned on automatically. 
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Figure 8-II 

The Powerflash 
module is used to 
add X10 capability 
to sensors (Photo 
courtesy of 
Smarthome.com) 


The Powerflash module provides three different modes: 


= 


L] 
L] 


Setup 


Mode1 All lights are turned on and one appliance is sent either an 
on or off signal. 


Mode 2 All lights are sent a flashing on or off signal. 


Mode 3 Anon or off signal is sent for a single unit code. 


The Powerflash, pictured in Figure 8-11, connects to leads from your 


sensor, then plugs into a power outlet. When the sensor detects a break in the con- 
tact (that is, when the garage door opens), the Powerflash module will send a 
signal to its preprogrammed X10 companion device (or devices) to turn on. In this 
case, let’s set up a lamp in the mudroom to turn on when the garage door opens. 


Installation requires a little mechanical ability, but it is very simple: 


Make sure your sensor is located near an AC receptacle. The leads from 
the sensor must be able to reach the receptacle. If it cannot reach one, 
you will have to splice additional wiring to the leads. 


Strip the insulation from the sensor’s wires. 


Attach the contacts from your garage door sensor to the Powerflash 
device. 


Plug the Powerflash into a wall receptacle. 


Set the Powerflash to Mode 3, Input B (this configures the module so 
that a single device is turned on). 


In the mudroom, plug a lamp into an X10 module. These modules sell for 
US$12.99 An example of a plug-in X10 module is shown in Figure 8-12. 
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Figure 8-12 
An X10 module 


TIPS OF 
THE TRADE 


7. Plug the X10 module into the wall. 


Using Other Devices with a Powerflash Module 

We simply use an X10 lamp module for the sake of explaining this project 
more simply. Since this project utilizes X10, you could program any X10 
device to activate when the garage door is opened. For instance, another 


way to illuminate the mudroom in our example is to replace the light switch 
on the wall with an X10-compatible switch. 

By the same token, you could connect an X10 appliance module to your 
stereo. When your garage door opens, the X10 module could automatically 
turn on the stereo so you are greeted with music upon your return home. 


Configuration Once everything has been installed, configuration is simple 
enough. Locate the two dials on each of your X10 devices. Again, these dials con- 
trol the House code (A-P) and Unit code (1-16). In order for the garage door’s 
action to be interpreted by other X10 devices in your home, set the House and 
Unit code on the Powerflash to the same code used on the X10 lamp module. 

Remember, with X10 you are not limited to controlling just one device. If you 
want more than one device to operate when the garage door opens, set the 
Powerflash module and all the devices you wish to activate to the same House 
and Unit code. 
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Lawn/Exterior 


The next stop on our tour of the Smart Home is its exterior, including the lawn. 
This section examines setting up a sensor on your fence’s gate, along with water 
sensors that can help prevent overwatering your lawn. 


Gate Sensor 


Open door/window sensors aren’t just limited to indoor use. You need not use 
them simply to monitor your front door, windows, and so forth. Rather, they can be 
installed outside your Smart Home to extend Smart Home functions into your yard. 

For example, we’ve installed an open/close sensor on the outside gate. When 
connected to the rest of our Smart Home system, this can be set up to do some- 
thing as intense as sounding an alarm if someone comes through the gate, simply 
logging the event, or going the courteous route and turning onan exterior light. 

Outside the home, installation still follows the basics of what we’ve done 
inside the house (flip back to Chapter 6 for a reminder). However, there are some 
issues that should be considered. 

First, there is a larger danger of tampering than for sensors installed indoors. 
Consider a gate connected to a chain-link fence. It’s easy enough for someone to 
reach through the fence and tamper with the sensor. That doesn’t mean you 
should forget installing contact sensors on the exterior of your home, but don’t 
let your security system rely too heavily on these sensors. You certainly can con- 
nect them to an alarm, but make sure other points of entry are also covered. 

Since these sensors will be located outside, they are more susceptible to the 
elements. As such, you can ameliorate any damage from water, snow, squirrels, 
or other acts of God by ensuring the butt connectors are seated securely before 
crimping. There are also waterproof splice kits you can buy that are specifically 
designed for outdoor use. Splices and connections can also be waterproofed by 
wrapping the butt connector in electrical tape, or by using some heat shrink 
tubing. This tubing is cut to a specific length, placed over the connection, and 
then a hair dryer-like device called a heat gun is used to heat up the tubing, caus- 
ing it to shrink and encase the connection. 


Pee TP 30% EP LOWE RH 
If you connect a sensor to a fence gate, you can keep the wires out of sight and out of the 
elements by running the wire through a hollow fence post or support. 
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Water Sensors and Systems 


Figure 8-13 

The Mini-Clik 
water sensor 
(Photo courtesy of 
Smarthome.com) 


The Mini-Clik Water Sensor (shown in Figure 8-13) connects to an existing lawn 
watering system. Retailing for US$28.95, when it senses rain the sensor will turn 
off your sprinkler controller so you don’t waste water on your lawn. The 
Mini-Clik utilizes hygroscopic disks to sense the presence of water. When it rains, 
these disks absorb water and simulate your lawn’s drying characteristics. 


The sensor is adjustable from 1/8 to 1 inch of water. The reset rate (this is the 
rate at which the sensor dries out) is also adjustable. There are two models of this 
particular product: 


LI Normally Closed With this model, the contacts are closed when the 
sensor is dry, and then opens when rain is sensed. When the 
hygroscopic disks dry, the sensors close again. This model is used to 
turn off the sprinkler system when it starts to rain. 


LL} Normally Open With this model, the contacts are open when the 
sensor is dry, then close when rain is detected. This model would be 
used to activate a behavior (such as turning on lighting) when rain is 
detected. 


This water sensor can be connected to any home automation controller, like a 
Stargate or our Omni II system. Like the garage door sensor, this sensor can also 
be connected to a Powerflash module for X10 operation. 

For example, a Mini-Clik (normally open) can be connected to the Powerflash 
and then plugged into an AC receptacle. When the sensor detects rain, a signal can 
be sent to turn on interior lighting. For more information on the Mini-Clik, visit the 
Hunter Products web site at www.hunterindustries.com. 

But the sensor need not only be connected to your sprinkler system. Auto- 
mated sprinkler systems (like those made by Hunter Products, for example) can 
be connected to the zone inputs of your home automation controller. For exam- 
ple, when connecting our automated sprinkler system to the Omni II system, the 
solenoid of the sprinkler system is connected to the zone inputs on the Omni. 
This allows the watering system to become an integrated part of our overall 
Smart Home system. If the Mini-Clik sensor detects rain, a signal can be sent to 
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the control panel, which in turn can turn off the sprinklers and turn on lighting. 
Also, the sprinkler system can be set on a schedule, which will allow you to set 
up a preprogrammed watering plan. For instance, you can set up the watering 
schedule so it occurs for an hour before the sun comes up. 


Other Exterior Smart Home Projects 


Some other cool...er...Imean...useful projects you can do to smarten up the exterior 
of your home can help your overall home security, not only from neighborhood 
thugs trying to make off with your Christmas decorations, but also the critters who 
nibble at the carrots in your vegetable garden. You can also free up your Saturday af- 
ternoons by deploying a robot to tend to the lawn. 

In this section, we'll take a closer look at some of these projects. Even though 
we won't go into the step-by-steps of installing these projects, we'll talk about 
them so you can decide for yourself if they are something you want to set up. 
Some don’t integrate with the rest of the Smart Home per se, but they do perform 
smart functions that are unique and interesting all on their own. 


Water Repeller 


Figure 8-14 

The Scarecrow 
Water Repeller 
(Photo courtesy 
Smarthome.com) 


If you’ve got a garden, you know how much trouble rabbits and other cute little 
critters can create. Sure, they look all cute and cuddly in Disney movies, but in 
real life they can be furry little nuisances kicking over your garbage can or dig- 
ging up your garden. Your hard work raking, hoeing, watering, and weeding can 
be usurped in one evening by these hungry little beasts. If you want to keep ani- 
mals out of your yard (whether for the protection of your vegetable garden or for 
another reason), a water repeller can be installed to scare them away. 

The Scarecrow Water Repeller (shown in Figure 8-14) sells for US$69.99. It is 
anchored to your lawn using a spike and connected to a garden hose. It utilizes a 
passive infrared sensor to detect motion. When it senses something crawling 
around your yard, it emits a noise, and then follows it up with a three- to 
four-second blast of water. 
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The repeller has a35-foot range and can be adjusted to spray water between a 
10-degree and a full 360-degree area. 


Scaring Animals with Water and Sound 


The sound emitted by the Scarecrow is reminiscent of Pavlov’s famous ex- 
periment with dogs. When the critters hear the Scarecrow make noise, those 


who have already been treated to a blast of water will scamper off even before 
the water hits them. Also, to keep the animals from getting too smart, it’s a 
good idea to rotate the water repeller to different locations in your yard. 


Robotic Lawn Mower 


Figure 8-15 

Friendly Robotics’ 
RoboMower robotic 
lawn mower 

(Photo courtesy of 
Smarthome.com) 


You work all week so you can feed and shelter your family. Why should your 
weekends be absorbed with yard work? Thankfully, 21" century technology has 
made it possible for you to deploy a robot to perform the menial task of mowing 
the lawn. 

Robotic lawn mowers (like the RoboMower shown in Figure 8-15) look like 
giant computer mice. They are battery powered (no gas tank to fill or oil level to 
check), so they don’t belch out exhaust. Using a combination of robotic program- 
ming and invisible fencing, these robots can mow up to 6,000 square feet of yard 
on a single battery charge. 


The mower knows to stay in its own yard because the lawn is bounded by a 
“fence” created by a wire that is placed flush to the surface of the lawn. Installation 
takes time to place the wire, but there is no digging involved as the wire is kept in 
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place by small plastic stakes. This wire can also be placed around flowerbeds and 
other areas where you don’t want your robotic lawnmower to venture. 

With the RoboMower, a series of sensors allows the mower to navigate 
around trees, and tilt sensors turn off the mower within one second if the ground 
angle exceeds 20 degrees, preventing runaway mowers. 

With your robotic mower making short work of the lawn while you sit in 
your hammock sipping lemonade, you're sure to be the envy of everyone in the 
neighborhood. But what happens if that envy takes a more diabolical turn? How 
do you prevent your Saturday saver from being swiped by an unscrupulous 
neighbor? The RoboMower has a built-in theft deterrent system. The mower re- 
quires a four-digit code to be entered. Without it, the mower won’t work. 

Friendly Robotics sells its RoboMower RL800 for US$699.99. Toro offers 
its 30050 iMow robotic lawnmower for US$499.99. For more information on 
these mowers, visit Friendly Robotics at www.friendlyrobotics.com or Toro 
at www.toro.com. 


Protect Your Belongings 


Figure 8-16 

Motion Alert wireless 
motion sensor 

(Photo courtesy of 
Smarthome.com) 


If you’ve spent the time, energy, and resources to spruce up your yard for Hal- 
loween, Christmas, or any other holiday, you know how frustrating it can be 
when neighborhood thugs come by and either vandalize or outright steal your 
decorations. There is a good way to protect your stuff utilizing Smart Home tech- 
nology. 

Using a wireless motion sensor (like the Motion Alert wireless sensor shown 
in Figure 8-16) your decorations or other property can be monitored. The Motion 
Alert (which sells for US$59.99) consists of two parts: a motion sensor/transmit- 
ter and a receiver. This device can also be used to monitor cars parked in the 
driveway or on the street, sheds, or anything else you need to keep an eye on. 


Motion Alert” 


i 
i{|) 
e 


The motion sensor/ transmitter is attached to the item you wish to protect. 
Use double-sided tape or screws to attach it. Next, place the receiver within 300 
feet of the sensor/transmitter. Plug the receiver into an AC receptacle and when- 
ever the sensor is tripped, a loud chime will be emitted. 
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If you have more than one item you wish to monitor, simply buy additional sen- 
sors (individually, they retail for US$24.99). If you want to extend the reach of the 
device, add an antenna that extends the unit’s range up to 500 feet. The antenna sells 
for US$34.99. For more information on this sensor, visit www.designtech-intl.com. 

Don’t limit yourself to just taking care of the inside of your Smart Home. 
There’s a lot of stuff going on outside that you can streamline with some technol- 
ogy. In the next chapter, we’ll continue our discussion of exterior matters with a 
project installing a motion-detecting X10 light that is connected to our home’s 
X10 system. From there, we’ll step back inside to talk more about lighting the 
Smart Home. 


TESTING 


1-2-3 
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Did you drill pilot holes for the garage sensors? 


Are the House and Unit Codes on the Powerflash module the same as the 
device you wish to activate? 


Are your sensors so large they require wall anchors? 


Are sensor wires attached to outdoor gates tucked away or otherwise 
hidden to prevent tampering? 
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Lighting the 
Smart Home 


Tools of the Trade 


Assorted screwdrivers 
Wire connectors 

Exterior X10 floodlight 
X10 dimmer switch 

X10 motion sensor 
Floodlight bulbs 

Rotozip tool 

Voltmeter or voltage sensor 


turn on and turn off lights. Naturally, these lights can be located on your 

home’s interior or exterior. This chapter will discuss not only interior and 
exterior lighting, but also the Smart Home devices you should consider for your 
own individual projects. 


ik cornerstone of most Smart Home projects is the ability to automatically 


X10 Components 


The primary method we’re going to use to add functionality to our Smart Home is 
through the addition of X10 devices. This is a good choice for us because X10 uses 
existing home wiring to make things happen. This section covers the various 
types of X10 devices you're likely to use ina Smart Home illumination solution. 


Dimmers 


Lest you think: “Yeah, sure. Smart Homes are cool and all, but why would I just 
want to turn lights on and off?” Remember, these are Smart Homes and youcan do 
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so much more than simply turn a light on or turn it off. You can add the power of 
brightening and dimming to your project! 

In this context, we’re talking about hardwired lighting fixtures—like the one in 
your entryway, or the one in your bedroom. We'll talk about plug-in units (which 
can manage not only lights but other appliances as well) in the next section. 


Wall Switches 


We ASE Pk CBee 


Wall switches don’t have to be dimmers. A simple on/off X10 switch retails for US$12.99 
and can provide X10 functionality for places where you don’t want to add a dimmer. 


X10 wall switches replace the switches that are already in your home. Once 
you’ve turned off the circuit breaker to the switch, these install into the existing 
switch boxes, connect to the same wiring, and oftentimes are able to use the same 
mounting hardware. 


Before the switch is installed, rotate the House and Unit Codes (those two 
little dials on the device) to the desired code. Once all the connections are made, 
you’re set and ready to go. We’ll walk you through the process of installation 
later in this chapter. 


Develop Your Own X10 Code 


When selecting your X10 codes, it’s a good idea to stay away from codes 
A1 through B16. That’s because they are popular codes and it’s more likely 
that, if your neighbor has X10 gear, he or she is using codes in that range. 
Instead, stick to House Codes in the middle range, like D, E, F, and G. 


In-line Modules 


Insome locations, you might not want to change your light switch, but still want 
X10 functionality. Inline dimmers can be added to a light switch (mounted inside 
the lighting fixture using double-sided tape) and ameliorate the need to install a 
special switch. An inline module by HomePro is shown in Figure 9-1. 
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Figure 9-I 

An inline X10 module 
(Photo courtesy 
Smarthome.com) 


For example, these modules (HomePro has both dimming and non-dimming 
modules that sell for US$27.99 and US$25.99, respectively) can be used when con- 
trolling fluorescent lighting without providing dimming capabilities. Also, inline 
modules are good for applications that control motor loads, like ceiling fans. 


Plug-in Units 


Lamp 


OT * LOCA 


The previous X10 units we’ve discussed necessitated turning off power at the cir- 
cuit breaker, unscrewing an outlet or a switch, removing the old device, then 
installing the X10 unit. The modules you install are great if you want something 
that’s hidden and integrated with the house itself. However, if the thought of 
messing with replacing outlets and light switches with X10 modules is more than 
you care to deal with, there is an easy—a very easy—alternative: plug-in modules. 
Plug-in modules are used to bring X10 functionality to individual devices. 
It’s rather straightforward to set the House and Unit codes to the desired setting, 
plug the appliance into the X10 module, then plug that into the wall receptacle. 
There are anumber of plug-in units that can be used for X10 functionality. 


Lamp modules, like the one shown in Figure 9-2, are devices into which a standard 
lamp is plugged. These modules are reasonably inexpensive, costing US$11.99. 
Once plugged in, the device can be turned on, turned off, dimmed, or brightened. 


Lamp modules look a lot like appliance modules (which we'll talk about next); however, 
lamp modules should never be used for appliances. 
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Figure 9-2 

A lamp plug-in 
module 

(Photo courtesy 
Smarthome.com) 


Appliance 


Figure 9-3 

An appliance 
plug-in module 
(Photo courtesy 
Smarthome.com) 


Appliance modules, like the one shown in Figure 9-3, differ from lamp modules 
in that they accommodate appliances that operate up to 300 watts. Appliance 
modules are good for fans, stereos, televisions, and so forth. They come in two- 
and three-pin configurations, for appliances that must be grounded (like stereos, 
for instance). Three-pin configurations are rated for 15 amps and 1/3 horse- 
power. Both two-pin and three-pin modules can be purchased for US$12.99. 


"Con 
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One consideration when purchasing and using appliance modules is that they make a loud 
clicking noise when they activate and deactivate. 
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Two-Way 


Two-way modules look just like any other X10 device and provide the same func- 
tionality as other X10 devices. However, they offer the ability to check on the status 
of a device. Assuming you have the requisite controller (stand-alone or com- 
puter-based) that can work with two-way X10 modules, you can check to see if a 
device is on or off. For example, while seated at your computer in your home office, 
you could use a two-way module to see if you left the lights on in the living room. 


Screw-in 


The previous modules have all been used to plug into the wall, then plug a lamp or 
appliance into it. However, what if you want to add X10 functionality to a ceiling 
mounted light, but you don’t feel like installing an X10 wall switch or an inline 
dimmer? Simple. Use a screw-in X10 module, like the one shown in Figure 9-4. 


Figure 9-4 

A screw-in X10 
module 

(Photo courtesy 
Smarthome.com) 


Selling for US$16.99, these modules are as easy to install as screwing ina light 
bulb. These units are capable of handling incandescent lights up to 150 watts. 
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Be sure to check the size of your screw-in module and compare it to the area in which it 
will be used. These modules add some extra size to your light bulb, so if the bulb is already 
a little low, make sure you won't smack your head against it when the module is installed. 


Heavy Duty 


Want your spa warmed up and ready when you come home from work? Simply 
plug a heavy-duty X10 module into the AC receptacle, and you'll be in business. 
Heavy-duty units, like the one shown in Figure 9-5, are used to control 220V de- 
vices—such as the aforementioned spa, water heaters, washers, dryers, hot 
water heaters, and so forth. 
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Figure 9-5 aa 
Heavy duty plug-in ‘ 
X10 module el 
(Photo courtesy a 
Smarthome.com) e @ 
\ nt 
20 AMP 15 AMP 


Heavy-duty modules can be purchased in 15 amp and 20 amp varieties (re- 
tailing for US$20.99). Make sure to check the prongs on your appliance to make 
sure you purchase the correct module. Twenty amp modules utilize a t-shaped 
plug for the leftmost pin and a horizontal plug for the rightmost pin. Fifteen amp 
modules use two horizontal plugs for both pins. 


Wall Receptacles 


Wall receptacles, like the one shown in Figure 9-6, allow you to provide X10 func- 
tionality to a specific outlet. 


Figure 9-6 - 
X10 wall receptacle * 
(Photo courtesy - 1 
Smarthome.com) ~ 
o* @ 
11 
von We 
D 
Wall receptacles come in a variety of flavors, including standard designs 
(both outlets are X10 controlled), split (only one of the outlets is X10 enabled, the 
other outlet is always on), or heavy duty (which can accommodate large appli- 
ances). Heavy-duty receptacles (like the one shown in Figure 9-7) sell for 
US$45.99, while standard 110V units run anywhere between US$18 and US$30. 
Figure 9-7 


Heavy-duty X10 
wall receptacle 
(Photo courtesy 
Smarthome.com) 


Lighting the Smart Home 177 


There’s a certain amount of paradigm shift that must accompany the use of 
X10 outlets. Whereas plug-in modules are useful to go with a lamp or an appliance 
to any outlet in the house, once you install a wall receptacle, that receptacle will 
control whatever is plugged into it. As such, if you decide to reorganize the living 
room and move the stereo to the other side of the room, you must bring the recep- 
tacle (or install a new one) if you expect to continue with your X10 functions. 


Lighting Modules 


Figure 9-8 

PCS In-Line Scene 
Lighting Module 
(Photo courtesy 
Smarthome.com) 


To bring integrated control of our Smart Home—specifically the X10 devices— 
we're advocating the use of acomputer with X10 controller software. However, 
you need not utilize a computer to provide complex lighting scenes. A lighting 
module (like the PCS In-Line Scene Lighting Module, shown in Figure 9-8) is 
used to control multiple lights with different preset dim levels. Lighting mod- 
ules come in inline or plug-in varieties. 


For example, the PCS In-Line Scene Lighting Module offers one or four lighting 
circuits that can remember 16 preset dim levels (they retail for US$266.99 or 
US$199.99, respectively; a two-channel plug-in version sells for US$129.95.) The 
lighting modules can be activated using an X10 remote (more on X10 remote con- 
trols in Chapter 16) and are programmed using an X10 Maxi Controller (US$21.99). 

You can establish various scenes that will deliver specific lighting features. 
For instance, you can set up specific lights to come on at a certain level when you 
come home from work; or, when you want to watch a movie in the family room, 
the lights can fade to a preset level. 

These modules also offer a fade-up capability, which prevents the light from 
coming on at full brightness, ripping the eyes out of your sockets. This is especially 
useful when using the lights to wake up in the morning (note to my old Army drill 
sergeant: a gradual wakeup would have been a lot nicer than the full-on fluores- 
cent lights and the garbage can chucked down between the bunks!). 


Exterior Project 


On the exterior of our Smart Home, we’re connecting a motion-sensing light. 
This type of light isn’t uncommon or unheard of—in fact, they are quite popular. 
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These motion-sensing lights turn on when movement is detected. The light stays 
on for a preset amount of time, then turns off automatically. 

Our project is a little different in that when the sensor detects motion, not 
only will the dual floodlights turn on, it will also transmit X10 signals so it can 
turn on lights inside the house. 


Installation 


For this project, we are connecting a Leviton Decora Electronic Controls Motion 
Detector Photo Sensor Control. This unit attaches to an existing exterior wall 
box, replacing an old exterior light. 

This floodlight is X10 capable and can activate (or be activated by) up to four X10 
addresses. For example, when the detector senses motion, it can turn on its flood- 
lights, and it can also turn on a lamp inside the house. Or, we can configure it so that 
when we turn on our bedside lamp, it triggers the floodlight to turn on as well. 


Using the Same Code 


Remember, the number of devices that turn on will be determined by what 


their code settings are. For example, every X10 device in the house could 
turn on simultaneously if they are all set to the same address. 


Installing the light requires three separate phases: preparing the light fixture, 
removing the existing light, and connecting the new light. The following ex- 
plains the steps necessary for each phase. 


(sium Preparing the Light Fixture 


When you open the motion-sensing floodlight box, the unit is disassembled in 
four pieces: the detector, two lampholders, and a mounting plate. This is not 
unique to our X10-enabled floodlight. In fact, this is a common design for motion- 
sensing floodlights. Before connecting the floodlight to the house, it is first nec- 
essary to put these four pieces together: 


I. Remove the floodlight components from any packaging and plastic 
outer wrap. 


2. Screw the base of each floodlight holder into the outer holes of the 
mounting plate (shown in Figure 9-9). 


Lighting the Smart Home 179 


Figure 9-9 
Screwing the 
floodlight holders 
into the mounting 
plate 


Figure 9-10 

Rotating the locking 
ring on each lamp 
holder 


Figure 9-II 

Attaching the motion 
detector to the 
mounting plate 


4. 


Rotate the locking ring on each lampholder toward the plate until it is 
secure against the plate (shown in Figure 9-10). 


Screw the motion detector into the center hole on the mounting plate 
(shown in Figure 9-11). 
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Figure 9-12 
Locating the 
white wires 


Figure 9-13 
Connecting the white 
wires using a wire 
connector 


— 


5. Lock the motion detector into place using the locking ring. 


6. Find the white (neutral) wire from each lamp holder and the white wire 
from the motion detector (shown in Figure 9-12). 


7. Connect all three white wires with a wire connector. Simply hold the three 
bare wires together and screw the connector onto the wires. Keep twisting 
until the wires are firmly connected. This is shown in Figure 9-13. 


8. Find the black (line) wires from each lampholder and, using a wire 
connector, connect them to the blue wire from the motion detector. 


Once the fixture has been assembled and the connections made, it is time to 
go outside and hook it to your existing light fixture. 


Removing the Existing Fixture 


Installing the light fixture to your home requires an existing wall box that has 
power supplied all the time, or a wall box that utilizes a wall switch. If you use a 
wall box that has a connected light switch, turning off the wall switch will deacti- 
vate the motion-sensing controls of the floodlight. 
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Most likely, you will be installing this fixture on a wall box with an existing 
fixture (as we are). As such, it is necessary to remove the existing fixture, follow- 
ing these steps: 


I. The most important step is to turn off power to the fixture at your 
home’s circuit breaker box (as shown in Figure 9-14). Failure to do this 
can result in a shock or death. 

Figure 9-14 rth 
Turning off power 
at the circuit breaker 


2. Once the power has been deactivated, unscrew the two mounting 
screws holding the light fixture to the home. These screws might be 
regular standard or Phillips head screws, or the fixture might be held to 
the home using decorative nuts. 


3. Pull the fixture off the house (shown in Figure 9-15). 
Figure 9-15 


Removing the 
old light fixture 


4. Unscrew the wire connectors from the white, black, and ground wires. 


5. Set the old fixture aside. 


182 Chapter 9 


TIPS OF 
THE TRADE Check Color-coded Wiring 


When your house is being built, the home is painted with the fixtures not 
installed, but the wiring having already been pulled. As a result, the wires 
might be coated in paint, so it will be difficult to tell which wire is which. 


As such, before disconnecting wire connectors, scrape back some paint or 
mark the wire so you can tell which wire is which. 


Cc Connecting the New Fixture 
Finally, we connect the new, X10 motion-sensing floodlight. 
I. Slide the weatherproof gasket over the junction box and route all house 
wiring through it before making any connections. 


2. Connect the green (ground) wire from the light fixture to the bare 
copper wire in the junction box with a wire connector. 


3. Connect the black (line) wire from the house wiring to the black wire 
from the motion detector using a wire connector. 


4. Connect the white (neutral) wire from the house wiring to the white wire 
from the motion detector using a wire connector. When all the proper 
connections are made, it will look like the unit shown in Figure 9-16. 


Figure 9-16 
Completed wiring 


5. Attach the mounting plate to the wall box using the supplied screws. 
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Depending on the size of your junction box and the size of the new light fixture, you might 
find that the two are not the same size. If your light fixture and junction box do not match 
up, it will be necessary to buy a mounting bracket that will allow the two to fit together. 


Figure 9-17 

A connected exterior, 
motion-sensing X10 
floodlight 


6. Turn power back on at the breaker box. When finished, the floodlight 
will look like the one in Figure 9-17. 


Configuration 


Amount of time 
required depends 
on the complexity 
of your system. 


With the particular model of exterior motion-sensing floodlight that we’re in- 
stalling, there are several settings that must also be made: setting up the range, 
the time the light will remain on, and Smart Home settings. 

The following steps are used to configure the Leviton X10-Controlled Motion- 
Activated Security Lights that we previously installed. We include them here to pro- 
vide an understanding of what’s involved with setting up these lights. However, 
the steps will be similar for other manufacturers’ motion-sensor lights. As always, 
refer to the manufacturers’ instructions when installing and configuring a Smart 
Home device. 


Motion Detector 


During daylight hours, it will be difficult to set up your motion-sensing light to 
identify motion. As such, the detector must be put into the correct mode to allow 
this behavior. On the Leviton X10-Controlled Motion-Activated Security Light, 
the control panel is located on the bottom of the motion detector unit, beneath a 
protective plate. Once the plate is removed, you have access to the motion and 
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X10 controls, as shown in Figure 9-18. Here’s how to configure the lights so they 
activate when you want them to: 


Figure 9-18 

The control panel 
on the exterior 
motion-detecting 
floodlight 
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1. Using a small screwdriver, rotate the DUSK control clockwise to LIGHT. 
This setting allows the motion detector to think that it is dark, even 
though it is daylight. 


Rotate the RANGE control clockwise to MAX. 
Rotate the TIME DELAY control to the minimum delay (.1 minutes). 


Loosen the locking nut from the motion detector shaft. 


of YS 


Position the motion detector so that it is level, then aim downward, 


rexos Pl pointing to the area you wish to monitor. 


AAD ae EVE 
Do not point a motion detector control sensor above the horizon. Direct sunlight will damage 
the photocell. 
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6. Walk around the perimeter of the area you wish to monitor. Watch to 
see if the light comes on when your presence is detected. 


Reposition the motion detector as needed and continue testing its range. 
Once you are satisfied with its coverage, tighten the locking nut. 


9. As we noted earlier, there are three settings that govern the motion 
detector’s settings. The following explains how they are used: 


LJ Dusk Control This control is used to tell the sensor how much 
light needs to be present for it to respond to motion. It is this 
control that is adjusted to tell at what time the motion-sensing 
light should be active and inactive. For instance, keep an eye on 
the lighting. Around dusk, if the lighting comes on earlier than 
you want, use this adjustment (rotating toward DARK) to cause 
the lights to activate later. If they come on too late, rotate the dial 
toward LIGHT. 


LJ Range This control can also be thought of as the motion detector’s 
sensitivity. When the control is rotated fully to MAX, then the 
lights will come on for the slightest movement. However, to reduce 
sensitivity, turn the dial toward MIN. This adjustment is helpful 
if you want to prevent the light from being activated by small 
animals, but don’t want it so insensitive that burglars are tripping 
over the TV’s power cord as they leave your home. 


LJ Time Delay This control establishes the length of time you want 
your lights (or appliances) to stay on once movement has stopped. 
This setting can range from .1 minute, .5 minutes, 2 minutes, 

5 minutes, 15 minutes, or 30 minutes. 


Smart Home Settings 


The other set of controls manage the exterior light’s X10 settings. There are two 
sets of controls: 


1 House Code and Start Code This is where the code is established 
so that X10 functionality can be included. “Start Code” differs 
somewhat from the “Unit Code” in that it is a code that will be used 
in conjunction with your X10 devices’ Unit Codes. We’ll talk about 
that in more depth later. 


LJ Sensor This is a series of four small switches marked IN and OUT. 
These switches are used to manage behaviors for your other X10 
devices. For example, by setting the appropriate House and Start 
Codes, then selecting the sensor switch, a light in the home can be 
turned on when the motion detector is activated. The sensor switch 
can also be set so that if some action inside is taken (a lamp plugged 
into an X10 unit), the exterior light will come on. 
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To set these controls, follow these steps: 


I. Set the House Code dial on the motion detector to the same letter 
as all the X10 devices you wish to control. If you want to control the 
floodlights from other X10 modules, set the House Code to the same 
letter as the other X10 modules. 


2. Set the Start Code to a number between 1 and 16. 


3. The Start Code setting is also used to determine the Unit Code 
for X10 devices that will be controlled by the motion detector. 
The code for an individual X10 module will be the Start Code, 
plus the number of the adjacent SENSOR switch. For example, 
if you want to turn on a lamp inside with the code of D-9, then 
the code on the motion detector should be set to D-8, with sensor 
+1 set to the IN position. 


4. Set the Unit Code dial on the devices based on the Start Code and 
Sensor switch selected on the motion detector. For example, if you 
are using the sensor +2 switch and your code on the motion detector 
is E-12, then the code on the inside module should be E-14. 


Interior Project 


Inside the Smart Home, we’re installing a number of lighting projects, lights that 
will turn on given certain behaviors and conditions. One of the projects is to acti- 
vate a hallway light (at a dimmed level) when a motion sensor detects 
movement. 

This project will require two components. First, we'll need to install a motion 
detector, then we’ll install an X10 light switch that will activate a ceiling-mounted 
light when the sensor detects motion. 


Motion Sensor 


For this project, we are using a flush-mounted motion sensor; however, any 
motion sensor would be acceptable. We chose the Sentrol 6255F Flush Mount 
SureShot PIR motion detector because it could be mounted inconspicuously. 
Installation closely follows the steps used for the motion detector in Chapter 6. 
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In essence, locate your sensor, run the security cabling appropriately, wire the 
sensor in accordance with the manufacturer’s directions, and you're all set. 
The sensor can be installed either as part of a security system or a home auto- 
mation system, or it can be a stand-alone unit, connected with an X10 interface. 
We'll explain how to set up the project both ways. 


Hardwired 


x10 


Figure 9-19 
Version II Wireless 
X10 Motion Sensor 
(Photo courtesy 
Smarthome.com) 


The major difference between this sensor and the one previously installed is that, 
because it is flush mounted, we had to find a location for the sensor, then use the 
Rotozip tool to create an opening into which a gang box was inserted and nailed toa 
stud. Next, the security cabling was pulled to the gang box and the sensor installed. 


Motion Detector Placement 
If you are running security cabling through your attic or ceiling, you can 


always locate a motion detector on the ceiling. The Motion Detector Police 
won't come and take you away if you locate the sensor somewhere other 
than on a wall. 


If you choose not to install a security system, it is still possible to enjoy the benefits of 
this project by only using X10 gear. The Version II Wireless X10 Motion Sensor 
(shown in Figure 9-19) retails for US$20.99 and requires a US$24.99 wireless receiver 
(shown in Figure 9-20, the receiver can be used for up to 16 wireless X10 devices). 
When the motion sensor detects activity, it sends a signal to the wireless receiver, 
which in turn sends an ON signal to the associated X10 address. In this case, the 
signal would be sent to the X10 dimmer switch attached to the hallway light. 
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Figure 9-20 

Wireless X10 receiver 
(Photo courtesy 
Smarthome.com) 


X10 Dimmer 
When the motion detector senses activity, it will send an X10 signal either via our 
Omni II security system, or via an X10 device. This signal will be programmed 
for reception by our X10 dimmer switch. 


Different X10 Outlet Options 

Remember, there are a number of options for installing an X10-capable 
light fixture, not just the switch we’re installing. You can opt for a screw-in 
module, an inline module, or a dimmer with different functions, includ- 


ing two-way capabilities. If you’d rather pursue one of the other options, 
feel free to do so. With the exception of the screw-in module (which is 
fairly self explanatory), the process for installing other X10 switches and 
inline modules will be somewhat similar. As always, be sure to read your 
manufacturer’s instructions before beginning. 


Before starting, set the X10 code on your switch to whatever you choose. To help 
remember the code later (and so you don’t have to pull the switch out of the wall 
to check), it’s a good idea to jot down the code on a master list somewhere. 
15 MINUTES To install the X10 dimmer switch, follow these steps: 
1. Turn off the power at the circuit breaker. 


2. Remove the switch plate of the existing switch. 


3. Unscrew the mounting screws holding the switch to the gang box. 
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4. Once the switch is out, unscrew the terminals holding the wires into 
the switch, as shown in Figure 9-21. Depending on the switch that is 
installed, it might be easier to simply use a wire cutter to detach the 
switch from the wiring. If you have to do this, you'll also need a wire 
stripper to get at the copper wire beneath the insulation. 


Figure 9-21 
Remove the old 
light switch 


tly 3 UE Three-way Lighting Wiring 
When you remove the switch, you should have two wires coming out of 
the gang box (and possibly a ground wire). If there are three, then one is 
likely a traveler wire for a three-way switch. Most often, this third wire is 
yellow. If you've purchased a switch that is capable of handling three-way 


lighting, you'll use a wire connector to connect the traveler wire to the ap- 
propriate wire on the switch (but not yet!). If you are not using a three-way 
switch, cap this wire with a wire connector. If your switch is wired for 
three-way application but there is no traveler wire, be sure to cap the lead 
on your switch. 


5. Next, you must determine which lead is the line wire. Make sure no 
exposed wires are touching anything else and that no one is near the 
switch. Go back to the circuit breaker and turn the breaker back on. 


6. Being careful not to touch any bare wire, use a voltmeter or a voltage 
sensor to test each wire. With one wire of the voltage tester on the 
ground, test each remaining wire. When the voltmeter or the voltage 
sensor detects 120V, then you’ve found the line (or hot) wire. Most 
often, this wire is black. Ensure no one is near the wires, then turn 
the circuit breaker off again. 


190 Chapter 9 


HW WSR VOL Aas 


If you don’t feel comfortable testing wiring to determine which is hot and which is not, 
don’t mess around—call a professional electrician. 


7. Once you've turned the power off at the circuit breaker again, connect 
the line wire to the line connection on the switch using a wire 
connector, shown in Figure 9-22. 


Figure 9-22 
Connect the house 
line wire to the line 
wire of the switch. 


8. With some switches, there will be a bare copper wire. This should be 
connected to the ground wire in the gang box. 


9. If your switch requires a neutral wire to be connected, make this 
connection with a wire connector. Typically, the neutral wire will be white. 


10. Connect the load wire of the house to the load wire on the switch. 
Secure it with a wire connector. Most often, this wire is red. The final 
installation will look similar to the picture 

in Figure 9-23. Note that the shown switch 

does not utilize a neutral wire and the 

traveler wire has been capped off. 


Figure 9-23 
A wired X10 
dimmer switch 
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11. Once all the connections are made, turn on the power and test the light. 
Don’t screw the switch into the wall until you’ve tested it to ensure that 
it is properly connected; that way, you won’t have to unscrew the switch 
and make changes. 


12. When you're happy that the switch is connected properly, reinstall the 
switch and wall plate. 


Now that your switch and motion detector have been installed, it’s necessary 
to program the X10 system to create the dimming scheme we want. If you’re 
using a wireless X10 motion detector, it is easy enough to set the codes on each 
device (the wireless base and the light) to turn on the light. However, if you are 
building this project as part of a larger home automation project, it is a good idea 
to control the light’s behavior through an X10 controller. After we cover some 
more X10 and Smart Home projects, we’ll talk about how you can program your 
sundry X10 devices to work together. If you can’t wait to see how this project 
ends, flip ahead to Chapter 15. 


TESTING — 


1-2- 


= 


= 


= 
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Did you turn off the power at the circuit breaker before installing any 
switches or light fixtures? 


Did you turn the power back on after installing the switches or light 
fixtures? 


Did you test the coverage area of your motion detector to ensure that 
it is set properly? 


Are the X10 codes set up appropriately for all your devices? 


Are you trying to run an appliance off a plug in X10 lamp module, rather 
than an appliance module? 
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normally hum-drum room. Lights can be programmed to turn on at a specific 

time, an open garage door can trigger a series of events in the house, and security 
systems can be monitored via the Internet. True enough, Smart Home functionality 
can be implemented throughout your home, even the kitchen, bathroom, and 
laundry room, all of which are the focus of this chapter. 

Many of the projects in this chapter won’t be integrated to your larger Smart 
Home project (although some can be). For the most part, these projects are 
stand-alone by nature. There is, to some degree, a lack of integration when it 
comes to your Smart Home’s kitchen, bathroom, and laundry room. However, 
don’t forget that you can always add X10 AC receptacles, plug-in adapters, and 
light fixtures to control specific appliances. 


|: most of the Smart Home, we’ve identified several projects that can enhance a 
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Lights need not only be installed in bedrooms and hallways. For example, if 
you decide you want your bathroom lighting to activate when your alarm clock 
rings in the morning (or more appropriate to the Smart Home, when your lights 
slowly brighten at wake up time), you can certainly install and program an X10 
light fixture in your bathroom. 

However, there are other devices and gadgets that can add security and com- 
fort to these rooms. Let’s take a closer look at these various rooms and talk about 
some of the projects you can connect to provide a smarter living environment. 


When considering smartening up your kitchen, there are a number of ways you 
can add functionality. Again, there isn’t a whole lot out there in terms of home 
automation. After all, why would you want to make your garbage disposal or 
blender X10-compatible (although you could with the plug-in X10 modules we 
described in Chapter 9)? 

There are two different devices we'll talk about for the Smart Home’s kitchen, 
beyond lights and outlets. The first is somewhat of a pie-in-the-sky device, but if 
you have the money for it, you might want to buy an Internet Refrigerator. The 
other, the Stove Guard, is a little more sensibly priced and will help prevent 
kitchen fires. 


Internet Refrigerator 


Can’t bring yourself to leave the kitchen to check your e-mail or watch some TV? 
Thanks to a convergence of kitchen appliances, technology, and engineers with 
way too much time on their hands, LG Electronics has developed its LRSPC2661T 
Internet Refrigerator. The refrigerator can be used for watching television, surfing 
the Internet, looking at pictures, or sending and receiving e-mail. 

The side-by-side unit has a 16.9 cubic foot refrigerator and an 8.7 cubic foot 
freezer. In addition to an ice maker, water dispenser, an electronic temperature 
control with six sensors, and a fingerprint-proof titanium finish, it offers the fol- 
lowing features: 


LI A tilting 15.1-inch digital LCD monitor with remote control 


_J Four Hi-Fi speakers from which you can listen to Internet radio or MP3s 


LJ A full Internet connection, over which you could control your Smart 
Home, if you are so connected 


LJ A built-in digital camera that allows you to take pictures then save 
them in a photo album or e-mail them to friends and family 
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_} Capability of leaving video or audio messages for family members. 
You can also leave text messages using a keyboard or electronic pen 


_J Ability to organize favorite recipes or find new ones on the Internet 


_1 Capability of monitoring expiration dates on food 


J Self-diagnostics, which tell you if components are failing 


Installing the Requisite Connections 
If you decide to buy an Internet Refrigerator, it is a good idea to install your 


Ethernet connection and your cable connection to the refrigerator’s site 
before the refrigerator is delivered. Otherwise, the most your new Internet 
Refrigerator will be able to do is keep food cold. That’s so 20" century. 


The refrigerator has a Windows-based operating system and a 20GB hard 
drive (don’t worry about junior filling the hard drive up with games; they can’t 
be installed and played on the fridge). The refrigerator has two Universal Serial 
Bus (USB) connectors and two serial ports to import and export data. 

The Internet Refrigerator retails for only US$7,999. For more information on 
the Internet Refrigerator, go to www.lgappliances.com. 


Stove Guard 


Figure 10-I 

The Stove Guard 
(Photo courtesy 
Smarthome.com) 


Probably a more realistic purchase, as compared to the Internet Refrigerator, is 
the Stove Guard. The Stove Guard is a device that automatically shuts off your 
stove when you forget to shut it off. The Stove Guard, pictured in Figure 10-1, re- 
tails for US$159.99. 

The Stove Guard utilizes a combination of a motion sensor and an internal 
timer. When the Stove Guard no longer senses your presence, the internal timer 
starts running. If the stove is on, and you leave the kitchen, the Stove Guard will 
turn off the stove after a predetermined amount of time (you can set the timer be- 
tween 1 and 99 minutes). If you return to the kitchen before the timer runs down, 
the Stove Guard will sense your return and stop its countdown. 
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The Stove Guard is only compatible with electric stoves. If you have a gas stove, the Stove 
Guard won't work. 


(sia Installation of the Stove Guard is rather straightforward: 


1. Turn off power to the stove at the circuit breaker. 
2. Pull out the stove. 


Attach the Stove Guard power box between the 240V stove plug and 
the wall outlet. 


4. Mount the control and sensor unit in an easy-to-reach location near 
the stove. 


Bathroom 


Just because it’s usually the littlest room in the house doesn’t mean it has to be 
the dumbest room as well. There are plenty of ways you can add smart function- 
ality to your bathroom. Like the Smart Home kitchen, the bathroom doesn’t lend 
itself to a lot of integrated systems; however, there are a number of gadgets that 
serve useful, utilitarian purposes. 


Toilet FlowManager 


The theme song from the movie Jaws is synonymous with danger in the water, and 
anyone who has ever watched the water rise and rise in their toilet bowl may hear 
the strings in the John Williams classic crescendoing until, finally, the water over- 
flows and spills onto the floor. Now, thanks to the FlowManager, we need never 
hear that familiar theme, except in a movie theater or while watching the video. 

The FlowManager, shown in Figure 10-2, retails for US$89.99 and is used to 
detect and prevent toilet overflows and leaks. 

Toilet overflows may not only be messy and inconvenient, they can also 
cause damage to floors, baseboards, drywall, and the ceiling below the offend- 
ing toilet. Additionally, overflows can cause mold growth that lead to allergic 
reactions and even asthma. 

The FlowManager prevents these problems by utilizing a sensor, clipped to 
the inside of the toilet bowl rim. When the bow] sensor detects rising water, it 
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Figure 10-2 
The FlowManager 
prevents toilet 


overflows and leaks. 


(Photo courtesy 
Smarthome.com) 
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sends a signal to a sensor on the main controller to turn off the flow of water, and 
then emits an audible alarm, alerting you to problems. 

Leaky toilets do not pose the same damage dangers that overflows do; how- 
ever, a leaky flapper—caused by mineral build-up—can waste gallons and 
gallons of water. This, naturally, jacks up your utility bill. To ameliorate this 
problem, the FlowManager utilizes a sensor, placed inside the tank, that sends a 
signal to the main controller when a leak is detected. 

Once a trouble signal is sent to the main controller, the FlowManager shuts 
off water only to the problem toilet; other plumbing in the rest of the house is un- 
affected. When the situation has been resolved, normal water flow to the toilet is 
restored with the press of a single button. If the alarm is annoying to youand you 
are working on fixing the problem, the alarm can be silenced by pressing a single 
button. The FlowManager operates using four AA batteries. 


Motion-activated Soap Dispenser 
There’s somewhat of a chicken-and-the-egg issue that comes when you wash 
your hands. When you try to get liquid soap from the dispenser, your filthy 
hands leave some grunge on the dispenser. Sure, your hands are clean, but now 
the dispenser is in rough shape. 

One solution to the problem is the use of a hands-free, motion-activated soap 


dispenser, like the one shown in Figure 10-3, which retails for US$34.99. 


This particular model is battery operated and is useful not only in your Smart 
Home’s bathroom, but would be well placed in your mudroom, garage, utility 
room, or anywhere else you want to be able to dole out soap or lotion without 


touching the dispenser. 
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Figure 10-3 

A hands-free 
soap dispenser 
(Photo courtesy 
Smarthome.com) 
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Its features include these: 


_} Ability to dispense liquid soap or lotion 
_] Low battery indicator 
_} Window to view the level of soap or lotion 


(1 Infrared sensor 


_} Dispenser adjustable between one to four drops of liquid 


Installation is rather straightforward—simply mount it to the wall, install 
batteries, and fill with either liquid soap or lotion. 


Heated Towel Racks 


You don’t have to spend your day ina loin cloth, chasing down animals for meat; 
you don’t have to bang two rocks together to make fire; and thanks to modern 
science, you don’t have to worry much about scurvy, polio, and cholera. With all 
these advances, why should you have to dry off with a cold towel? 

Heated towel racks, like the one shown in Figure 10-4, have been used in 
swanky hotels and spas for years, but they can also be installed in your own 
home. They retail for between US$49.99 and US$209.00, depending on the size of 
the rack. 

Towel warmers are not just good for the sake of convenience, but also for im- 
proving hygiene by reducing germs and mildew. Electrically heated towel racks 
utilize a heating element that runs the length of the rack that allows for an even 
heat that comes up to temperature quickly, unlike liquid filled heating racks. 

To make this even more Smart Home-friendly, you can connect the towel 
warmer with an X10 module so that the towel warmer activates at a preset time 
or a given condition. For example, you can program the X10 module to start 
warming up the towel rack when the bathroom light is turned on. 

These towel racks aren’t just good for your Smart Home bathroom, but they 
are also useful in exercise rooms and rooms next to spas, hot tubs, and pools. 
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Figure 10-4 
Heated towel rack 
(Photo courtesy 
Smarthome.com) 


They can also be used for warming clothes, blankets, robes, or for drying clothes 
that are too delicate for the household dryer. 

Installation is accomplished one of two ways: either as a wall-mounted unit 
or as a freestanding device. Once constructed, according to the manufacturer’s 
directions, simply plug the unit into the wall and it should almost instantly come 
up to 130 degrees. 


Light and Fan Timer 


Figure 10-5 
Timer switch 
(Photo courtesy 
Smarthome.com) 


Leaving the light and the exhaust fan on in the bathroom need not be a bother 
anymore. By installing a timer switch, you don’t have to fret about electricity 
bills going through the roof because of family members forgetting to turn off the 
lights or the fan. 

Leviton sells a switch that allows you to select the amount of time a light or 
fan (or any other appliance connected to the switch) will run. This switch is shown 
in Figure 10-5. Depending on whether it will drive a motor (like an exhaust or 


200 


Chapter 10 


ceiling fan) and what ranges of time you choose, the switch will cost between 
US$22.95 and US$27.95. 

Pressing the button next to a selected time (for example, the switch shown in 
Figure 10-5 shows timer settings from 15 minutes down to 2 minutes) activates 
an LED by that button, showing how long the light or fan will remain activated. 
When the timer reaches two minutes to shut off, the LED will begin to flash. 

Installation of this particular device is similar to the steps taken when installing 
an X10-compatible switch, as explained in Chapter 9. 


Laundry Room 


Smart Homes don’t just have to be about stuff that’s cool. There’s also a fair 
amount of utility involved. We’ve already lauded the merits of security and 
lighting systems; however, there are other dangers—nonhuman dangers—that 
can cause messes at best, or serious damage at worst. 

The laundry room is home to two of the vilest perpetrators of water damage: 
your washing machine and water heater. When these appliances overflow, 
you'll get out lucky if a little water simply spills on the floor. At the other end of 
the spectrum, the water can destroy sheetrock, spill into carpeted areas, and 
cause untold thousands of dollars in damage. 

This section examines two types of sensors. The first are stand-alone units 
that automatically shut off the overflowing appliance when it senses water leak- 
ing onto the floor. The second is used in conjunction with your whole home 
automation system (be ita smart security system, a home automation system, or 
X10 devices) to let you know when there’s trouble. 

Obviously, each solution has its pros and cons. It’s great, and likely to pre- 
vent messes and damage, if a sensor can automatically turn off the offending 
source of water. However, the other solution allows you to be notified as part of 
a larger Smart Home solution, sending messages to pagers, tripping an alarm, 
and so forth. 


Washing Machine Leak Detector 


The damage caused by overflowing washing machines can easily be miti- 
gated by installing an automatic shutoff valve for the machine. These sensors 
detect leaking water, then automatically turn off water at the valves to the of- 
fending unit. 

The FloodStop System I, shown in Figure 10-6, sells for US$89.99 and installs 
in about five minutes, using only a screwdriver. 
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Figure 10-6 
FloodStop System I 
washing machine 
shutoff valve 
(Photo courtesy 
Smarthome.com) 


To install a washing machine shutoff unit (like the FloodStop System I), 
follow these steps: 


Turn off both hot and cold water supply lines to the washing machine. 
These are normally two faucets located near the rear of your washing 
machine. 


If you are retrofitting an existing installation, disconnect the washing 
machine’s hoses from existing shutoff valves. 


Connect one valve to the cold-water manual valve. 
Connect the other valve to the hot-water manual valve. 


Connect the cold-water hose from the washing machine to the automatic 
shutoff valve. 


Connect the hot-water hose from the washing machine to the automatic 
shutoff valve. 


Turn on both cold- and hot-water valves and check for leaks. If leaks are 
present, retighten the connections. 


Locate the control unit in a place that is convenient for testing. 
Plug in the valve and sensor assembly to the control unit. 
Connect the water sensor using the supplied two-conductor wire. 


Place the water sensor on the floor, directly underneath the hot and 
cold water supply hoses. 


Plug the wall transformer into an 110V wall receptacle. 
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13. Connect the wall transformer wire to the control unit. 


14. Look for an indicator light, showing the unit has power. 


Water Heater Shutoff 


TIPS OF 
THE TRADE 


Figure 10-7 

FloodStop System II 
automatic shutoff unit 
(Photo courtesy 
Smarthome.com) 


Water damage from a leaking water heater can be stopped by using a water 
heater auto shutoff kit. A sensor, located on the floor beneath the water heater, 
sends a signal to a control unit, which automatically turns off the water to the 
heater. 

In the previous section, we talked about auto shutoff units for washing ma- 
chines (and in the next section, we'll talk about installing a general purpose 
water sensor). After washing machines, however, water heaters are the next 
most prevalent source of water damage. 

The FloodStop System II, shown in Figure 10-7, sells for US$79.99 and installs 
in five minutes. 

The following steps illustrate how to install the Water Heater Auto Shutoff Kit: 


I. Turn off water supply line to the water heater—normally, a faucet or 
handle on the cold water supply coming into your water heater. 


Turning Off the Water Supply 


Like dealing with your home’s electrical system, be sure to turn off the water 
supply before messing about with any plumbing. Happily, if you forget this 


step, you don’t run the risk of electrocution, but it may be a messy affair. An- 
other plus when dealing with your home’s appliances that use water, the 
turnoff valve is normally located right next to the appliance, so you know ex- 
actly which appliance is having its water supply disconnected. 
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2. If you're retrofitting an existing installation, disconnect the flexible 
supply hose from the existing shutoff valve. 


Connect the new, automatic shutoff valve to the cold-water manual valve. 


Connect the proper flexible hose to the appropriate automatic shutoff 
valve outlet. 


5. Mount the automatic shutoff valve’s control unit to the wall. It should 
be located somewhere easily accessible for testing. 


Plug the wall transformer into a standard 110V AC receptacle. 


7. Turn the cold water supply line to the water heater back on and check 
the automatic shutoff valve for leaks. 


8. If there are leaks, check your connections and ensure they are tight enough. 


Check for Leaks 


If there are persistent leaks, turn the water off, unscrew the new valve, and 
wrap all the threaded portions with thread sealing tape, then reconnect. 
Thread sealing tape provides a watertight seal when connecting pipes. 


9. Where you are satisfied there are no leaks, plug the valve and sensor 
assembly into the control unit. 


10. Using two-connector wire, connect the water sensor to the control unit. 
11. Locate the water sensor directly beneath the water heater. 


12. Plug the transformer wire into the control unit and look for a green light. 


High-water Detector 


In the preceding sections, we talked about some specific sensors—and their instal- 
lation—that help prevent water damage caused by overflowing toilets, washing 
machines, and water heaters. These are very useful devices that alert you to a 
problem (via an audible alarm). However, if you want a sensor that is more inte- 
grated into your entire Smart Home, you'll need to connect a water sensor that is 
either powered via X10 or connected to your Smart Home security system. 

The WaterBug sensor, shown in Figure 10-8, sells for US$59.95 and comes 
with one sensor. However, up to five additional sensors can be added to the unit. 
Additional sensors sell for US$17.99. WaterBug also sells a sensor that can be lo- 
cated under carpeting and retails for US$25.99. 
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Figure 10-8 
WaterBug 
water sensor 


TIPS OF 
THE TRADE 
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The sensor activates when a thin film of water bridges the two contacts, clos- 
ing the circuit. However, if the sensor is operating in the normally open/closed 
mode, the absence of water will trigger an alarm. 


Water Sensor Placement 


If you have a distilled water cooler that you’re worried may leak, water 
sensors won’t be much help. Since distilled water lacks minerals and ions, 
which are what carries an electrical current in water, the sensors won’t be 
able to detect rising levels of distilled water. 


With this project, we are setting up a water sensor near a water heater. How- 
ever, unlike the previous projects that allowed the device to deactivate the water 
source to the water heater, this solution will send a signal to our security system. 
The feather in this system’s cap is its flexibility. It allows you to monitor water in 
different ways (the presence of water, the absence of water, specific water levels, 
and so forth). Certainly, this project could be assembled in conjunction with one 
of the above solutions that turn off the water source. 


Installation 


Installing the WaterBug water sensor comes in two phases. First, one must con- 
nect the various water sensors to the WaterBug console. Second, the console 
must be connected to your security or home automation system. 
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TIPS OF 


THE TRADE Mounting Options 


| The WaterBug can also be mounted on vertical surfaces, for the sake of 
| monitoring rising water levels (for instance, when monitoring the water 
levels inasump). To mount the sensor to a wall or other vertical surface (or 
to anchor it to a horizontal surface), the sensor must only be drilled and 
screwed to the wall through its center. This is because the sensor utilizes 
four contacts, located on the bottom. When water is sensed by these con- 
tacts, amessage is sent to the control unit. As such, itis necessary to mount 
the sensor using the hole in the center. Drilling any other part of the sensor 
runs the risk of damaging the internal wiring. | 


on The following steps illustrate how to install the WaterBug console and sen- 
sors, and how to connect them toa security or home automation system: 


Locate where you want to place the WaterBug console, using a level to 
ensure a square installation (this is more for aesthetics than anything else). 


Mark the location of the screw hole on the wall. 


Drive the mounting screw into the wall, leaving 3/16" between the 
screw head and the wall. 


4. Fasten the WaterBug to the screw head and press down. 
Connect the two-connector wires from the water sensor to terminals 
3 and 4. 
LLBRCK VE & CGE: & GVEA TA 


With the WaterBug water sensor, up to six sensors can be connected to the WaterBug 
console. To connect multiple sensors, connect them all to terminals 3 and 4. 


6. 


Locate the sensor(s) where you wish to monitor for moisture problems. 
As Figure 10-9 shows, we’ve placed a sensor near a sump in our Smart 
Home’s basement. To show the contacts on the bottom of the unit, 
we've flipped it over. Before the project is completed, we'll flip it back 
over so the contacts are properly placed. 


206 Chapter 10 


Figure 10-9 
Placing a water sensor 
near a sump 


Determine how you want your water sensor to operate, either in 
normally open (to detect the presence of water) or normally closed 

(to detect the absence of water) mode. There are seven contacts on the 
WaterBug console. The first two are used for power, the second two are 
used to connect sensors, and the last three are used to connect to your 
security or home automation system. 


LI Relay five is common 


LJ Relay six is normally open 


J Relay seven is normally closed 


How you connect to your security or home automation system will 
depend on whether you want a normally open system or a normally 
closed system. If you want your sensors configured in the normally open 
position, connect wires from your cabling to relays five (common) and six 
(normally open). If you want your sensors to be configured for normally 
closed operation, connect the cabling to your security or home automation 
system to relays five (common) and seven (normally closed). 


The WaterBug can be operated either by connecting to a transformer 
plugged into a wall receptacle or by using 12V DC power. 


To use AC power, connect the transformer wires to contacts 1 and 2 
(they are interchangeable, so it doesn’t matter which wire is connected 
to which contact). 


To use DC power, connect the positive (+) wire to contact 1 and the 
negative (-) to contact 2. 
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Hieeok 100 EB 
When connecting the WaterBug to DC power, make sure to mind the polarity. 


Test the sensor by using a moistened finger or cloth and touching the sensors 
on the unit. If the sensor is not registering the presence of water, check the polar- 
ity of your power supply connection. 


Variations in X10 


TESTING 


1-2-3 


You need not install a security system to make the water sensor jibe with the rest 
of your Smart Home gadgetry. You can simply purchase a WaterBug high-water 
sensor and connect it to an X10 Powerflash module (which we explained in 
Chapter 8). This will allow an X10 device to send a signal to your Smart Home 
computer or to any other X10-enabled device. For example, if the water sensor 
detects the presence of water, you could configure the Powerflash module to 
turn on a light elsewhere in the house. 

Making your kitchen, bathroom, and laundry room “smart” is more difficult 
than the rest of the house, mainly because the integrated appliances just aren’t 
there, yet. There are a few devices that will work in conjunction with the rest of 
your Smart Home (like the high-water sensor or the plug-in devices you manage 
with X10 Powerflash modules). However, there are a number of stand-alone gad- 
gets that can make your kitchen, bathroom, and laundry room more utilitarian. 


1 Did you turn off the water before installation? 
1 Were there any leaks? 

1 Did you turn the water back on? 

= 


Did you configure the connections properly for normally open or 


normally closed sensors? 
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Tools of the Trade 


Various screwdrivers 
Wire strippers 

Wall anchors 

Screws 

Butt splice connectors 
Fish Tape 

Four-wire cabling 
Automated thermostat 


Scrap insulation 


Heating, ventilation, and air conditioning (HVAC)” systems is the term 

applied to your air conditioner, furnace, and fan system. Not only important 

for your comfort, an integrated HVAC system can be central to a Smart Home 
in that it can respond to given conditions (like turning on the air conditioning at a 
certain time), or it can cause certain actions to occur (like automatically shutting the 
living room curtains when the temperature rises above a certain level). 

This chapter examines HVAC systems and how you can integrate them with 
the rest of your Smart Home. We'll first examine a conventional X10 thermostat, 
and then we'll take a closer look at the thermostat that works in conjunction with 
the rest of our Omni II security system and home automation system. 
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HVAC Systems 


Wiring 


There are a number of devices that can be added to your home to make it more 
comfortable. Humidifiers can be added to your HVAC system (and connected 
with X10 modules to add functionality); filters can be installed to purify the 
home’s air; and HVAC zone controllers can be installed, which can help provide 
specific temperatures to specific parts of the home. 

In this section, we'll examine the more popular and prevalent device you are 
more likely to install: a thermostat. First, we'll talk about some HVAC wiring 
conventions that will assist you when installing your own thermostat, and then 
we'll talk about some thermostats and monitoring devices that will make your 
Smart Home more comfortable and safe. 


You can purchase cabling specifically for thermostat use. Using this cabling is 
useful because it contains the color-coded wires standard for home HVAC sys- 
tems. This wiring comes in two-, five-, or seven-wire cables at either 18- or 
20-gauge. For heating-only systems, two-conductor wires are fine to use. Systems 
including both heat and air conditioning require cable with four or five wires. 
Multistage systems need cable with seven wires. The different gauges are selected 
based on how far the cabling will be run. Eighteen-gauge is used for runs exceed- 
ing 200 feet, while 20-gauge cabling is used for runs up to 250 feet. 

Multistage systems mean that the HVAC system operates at different levels. 
For instance, if the furnace has come on, but the amount of heat being put out 
simply isn’t enough, a second unit (or stage) will activate and more heat will be 
generated. It works the same way with air conditioners, except a second con- 
denser will turn on if it isn’t cooling down adequately. 

Thermostat wiring has a color scheme associated with it. That is, when con- 
necting your thermostat, certain colored wires should always be connected to 
certain devices and for certain functions. Table 11-1 lists the different colored 
wires, markings, and for which purpose they are used. 


Wire Color Code Marking Description 


Red R Power, 24 VAC transformer 

Red Re Power from cooling system, 24 VAC transformer 
Red Rh Power from heat system, 24 VAC transformer 
Table II-I 


Standardized Color Scheme for HVAC Wiring 
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Wire Color Code Marking Description 


Black/blue C Common of 24 VAC transformer 
White Ww Primary heat call relay 

Brown E Emergency heat relay 

Yellow x Primary cool call relay 

Yellow Y2 Secondary cool call relay 

Green G Fan relay 

Orange O Changeover relay to cool relay 
Blue B Changeover relay to heat relay 
Blue, brown, L Service indicator lamp 


gray, or tan 


Table Il-I 
Standardized Color Scheme for HVAC Wiring (continued) 


X10 Thermostat 


Figure II-I 

TX15 X10 thermostat 
(Photo courtesy 
Smarthome.com) 


We’ve already seen how X10 devices can be used in your Smart Home to add 
functionality to lights and appliances. However, X10 can also be used as a means 
of controlling your home’s environment. An X10 thermostat, like the TX15 
shown in Figure 11-1, retails for US$229.99 and can be used with any X10 control- 
ler to manage temperatures or establish temperature schedules. 


Further, the use of an X10 remote control (we'll talk about them in more detail 
in Chapter 16) allows you to manage temperatures from anywhere in the house. 
With this particular model, temperatures can be set anywhere between 60 and 90 
degrees, with a low temperature setting of 40 degrees. 

Since these thermostats utilize X10 technology, it is necessary use the over- 
all X10 operation in a somewhat different way to allow the fine controls 
necessary to runa thermostat. Because X10 devices operate by sending “on” and 
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“off” commands to a specific address (G-14, for example), there needs to be a 
way for more information to be sent to a thermostat. In this case, X10 thermostats 
utilize a single House Code, and as individual on/off commands are sent to the 
Unit Codes, those are translated into a specific action by the thermostat. 

To receive X10 commands, the thermostat uses an “X10 decode table.” These 
are commands sent via your home electrical system to the thermostat to manage 
temperatures. For your reference, Table 11-2 shows how temperatures and set- 
tings are changed based on X10 commands. 


xl0 Temp xl0 Temp xl0 Temp xl0 Temp 
1 OFF OFF 9 OFF 64 1ON 72 9 ON 80 

2 OFF HEAT 10 OFF 65 2ON 73 10 ON 81 

3 OFF COOL 11 OFF 66 3 ON 74, 11 ON 82 

4 OFF AUTO 12 OFF 67 4 ON 75 12 ON 83 

5 OFF 40 13 OFF 68 5 ON 76 13 ON 84 

6 OFF 60 14 OFF 69 6 ON 77 14 ON 86 

7 OFF 62 15 OFF 70 7ON 78 15 ON 88 

8 OFF 63 16 OFF 71 8 ON 79 16 ON 90 
Table II-2 


Decode Table for X10 Thermostat 


The codes shown in Table 11-2 are used in conjunction with the X10 House 
Code. No other devices should use that particular House Code, because all the 
Unit Codes will be used for X10 commands to the thermostat. That is, the X10 
thermostat is assigned its own House Code, unique to the thermostat. When 
commands are sent to the thermostat, the X10 code in Table 11-2 is attached to the 
House Code. As such, if you wanted to set your thermostat (with a House Code 
of “J”) to 78 degrees, a command from your X10 controller would send an “on” 
signal to address J-7. To turn off the system, an “off” command would be sent to 
address J-1. 


Keep Stray X10 Signals out of Your House 


We've talked about how a stray signal from your X10-savvy neighbor 
could start affecting your home’s X10 devices. It’s one thing when a lamp 
mysteriously goes on and off, it’s another thing entirely when your 
home’s HVAC system is at the neighbor’s mercy. To prevent stray X10 sig- 
nals from coming into your home, a whole house blocking coupler (which 
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sells for US$74.99) can be installed. The coupler fits on the neutral wire 
feed entering the house and senses the presence of X10 signals. When it 


detects an X10 signal, it neutralizes the incoming signal. As a bonus, it 
serves as a passive signal coupler to allow X10 signals to travel between 
phases within the home. 


In Chapter 15, we'll talk about how you can get all your X10 devices to work 
together, either using a computer interface or a stand-alone X10 controller. 


Products 


The X10 thermostat can also be linked with a few add-ons to improve its overall 
usability: 


LJ Indoor temperature sensor This module overrides the thermostat’s 
internal temperature sensor and is useful if you want your home’s 
temperature to be based on that of a specific room or area. This is 
also a useful device if your thermostat is located in an area that 
doesn’t truly reflect the temperature of the house, like in a cold part 
of the house or somewhere sunlight beats down on it. This sensor 
retails for US$74.99. 


L] External temperature sensor If you want to base the temperature 
of your home on the external temperature, this sensor can be added. 
This sensor retails for US$128.99. 


LI Pool/Spa remote sensor This sensor detects the temperature of 
your pool or spa and, when used in conjunction with other X10 
devices, allows you to manage the temperature of the spa or pool. 
This sensor sells for US$49.99. 


LOST eA OE YOO GEE & LOK 
Tf you intend to install the pool/spa remote sensor, you'll wind up having to perform some 
plumbing work when you have to install a “T” junction in the spa’s plumbing. 


All the sensors can be located up to 500 feet away from the thermostat, but are 
hardwired using 22-gauge wire. 
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Installation 


Thermostats that are used in conjunction with home automation systems vary 
depending on the functions they offer. For instance, some thermostats simply re- 
place your existing thermostat, while others require a connection to a telephone 
controller or ahome computer. The particular thermostat we are focusing on for 
this discussion is the TX15 X10 thermostat, which is similar in design and func- 


tion to other X10 thermostats and is comprised of two components: 


LJ Wall display unit (WDU) This is the unit that mounts to the wall 
and will be the physical interface between the homeowner and the 
thermostat. It contains pushbuttons and an internal temperature 
sensor. The WDU connects to the control unit with four-wire cable. 
This unit also connects to the X10 interface and a 12 VDC power 
supply input so that X10 signals can be sent and received. 


(J Control unit This device works in tandem with the WDU and 
responds to commands from the WDU, as well as X10 instructions. 
Where the WDU provides a user interface, the control unit is the 
device that actually performs the thermostatic functions, sending 
commands to the HVAC system. 


To provide X10 functionality, an X10 interface is plugged into a 110 VAC wall re- 
ceptacle. Not only does the X10 interface receive commands to facilitate the remote 


change of temperatures, it can also transmit information via X10 commands. 


How the Thermostat Uses X10 


Unlike other X10 devices, the TX15 does not use small dials to establish 
House and Unit Codes. Rather, it uses four DIP switches which, when set 
in the 16 possible combinations, represent X10 House Codes. The unit uti- 
lizes a total of eight DIP switches (switches 1-4 are used to manage such 
settings as Fahrenheit or Celsius display and other system variables). 
Switches 5-8 are used to manage the X10 House Codes. Using a binary 
code (the switch is “on” or it is “off’”), the different combinations of 
switches correlate to various House Codes. For example, the following 
switches correspond to the House Code “A”: 


Switch 5 On Switch 6 Off 
Switch 7 Off Switch 8 On 


If the switches are all off, then the corresponding House Code is “J”; all 
on is used to specify House Code M. 
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Cc WDU Installation 
To install the TX15 X10 thermostat, follow these steps: 


I. Choose a location that will represent the ideal temperature of your 
home. For example, stay away from locations that are prone to drafts, 
near doors, near windows, or where direct sunlight will hit the WDU. 


TIPS OF 
THE 


TRADE Selecting the Best Location for Your Thermostat 

When considering placement, it’s most likely you'll replace an existing 
thermostat with the X10 device, as the wiring is already in place and you 
don’t want a hole in the wall where the old device used to connect. That’s 
not to suggest you shouldn’t select a new location—if you prefer the new 
X10 thermostat to be placed elsewhere, go for it. The only problem is that 
you'll have to pull wire to the new location and patch up the hole in the 
wall from the old thermostat. 


2. Feed the wires to the WDU through the access hole in the back of the case. 


3. Mount the WDU to the wall with screws or wall anchors. 


WD Vik AO LW PORCHES 

If the hole in the wall from the previous thermostat is too large, it’s a good idea to patch the 
wall as much as possible (using sealer or insulation) to prevent drafts behind the wall and 
registering false results. 


4. Wiring the WDU can be done in a couple ways. For optimal operation, 
new two twisted-pair 22-gauge cabling should be fed through the wall. 
However, it is much simpler to use the existing HVAC wiring. The only 
hitch is that nontwisted wires might be affected by interference from 
noise coming from nearby wiring. 


5. For the following connections, we’re using cabling containing red, 
black, white, and green wires. If you use existing HVAC wiring or 
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cabling containing a different color scheme, jot down your own color 
choices so the appropriate connections are made: 


(1 The GND terminal is connected to the black wire. 
(1 The +12 VDC terminal is connected to the red wire. 
1 The CLOCK terminal is connected to the white wire. 


_] The DATA terminal is connected to the green wire. 


6. Once the control unit is installed (as explained in the next section), the 
same connections will be made on that device. 


Cc. Control Unit Installation 


To connect the TX15 control unit, follow these steps: 


I. Install the control unit in an indoor location that is easy to access. It 
should be placed near the HVAC system and attached to a wall or stud 
in a vertical position. 


WEPRO MEV: BASE 


If you prefer, you can connect the control unit directly to the HVAC system, but avoid hot 
spots near the burner or areas subject to high vibrations. 


2. The control unit connects to the HVAC system like a standard 
thermostat. The following wiring connections are made between the 
control unit and the HVAC system, assuming the home is utilizing a 
standard gas/electric HVAC system: 


LJ At the control unit, Rc and Rh are jumpered together (using the 
supplied jumper), then connected with a red wire to the 24 VAC 
return terminal of the HVAC system (R). 


(I White is used to connect the heat terminals on the control unit 
(W) and the HVAC system (W). 


_J Green is used to connect the fan terminals on the control unit (G) 
and the HVAC system (G). 


1 Yellow is used to connect the compressor on the control unit (Y1) 
and the HVAC system (Y). 
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If your HVAC system is a heat pump system, check your manufacturer's instructions 
for details on properly configuring the thermostat and connecting it to the HVAC 


system's wiring. 


Testing 


Remote 


3. The X10 interface on the control unit is an RJ11 jack that is connected to 
an X10 powerline interface module using a four-wire modular phone 
cable. Simply plug the cable into the control unit, then to the power 
transformer before plugging it into the AC power receptacle. 


Once the thermostat is installed, you should test it to make sure it works prop- 
erly. There are two different ways in which you should test this installation. 

First, manually turn up the temperature to see if the heat engages. Then, turn 
down the thermostat to see if the air conditioning comes on. Finally, turn on the 
fan to ensure that is connected properly. Next, repeat these tests from your X10 
controller. 

If the heat, air conditioning, or fan fail to operate as they should, go back and 
check to ensure that the wiring has been connected to the appropriate terminals 
(you did remember to mark the wires before they came off the old thermostat, 
didn’t you?) or that none of the wires have come loose. 

If you are able to control the thermostat manually, but not using your X10 con- 
troller, it is possible that your thermostat is connected to a different phase than 
your X10 controller. Try moving your controller to an outlet closer to the one con- 
nected to the thermostat. If it works, you know you'll need to buy a phase coupler. 

When the unit is properly installed and tested, it can be made part of your 
larger X10 home automation system by connecting it as part of a series of events 
that occur. For example, you could use an X10 telephone responder and, on your 
way back from a weekend away, turn on your home’s air conditioning system 
from your cellular telephone. You could also connect the thermostat with an 
X10-capable drape closing system to shut out the sun before turning on the air 
conditioner. 


Monitoring 


Thermostats exist so that the furnace or air conditioner knows to kick in when a 
certain temperature level has been breached. Thanks to thermostats, you don’t 
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Figure II-2 
Sensaphone remote 
monitoring system 
(Photo courtesy 
Smarthome.com) 


have to worry about manually turning on the air conditioner or turning off the 
heating system. It’s great to be able to set up your desired temperatures and know 
that, automatically, the temperature will be taken care of. However, there are times 
when the house gets too hot or too cold and it’s necessary to let you know. 

Remote monitoring devices are useful for keeping an eye on vacation proper- 
ties, or when connected to various sensors and placed around your home. For 
instance, the Sensaphone (shown in Figure 11-2) can be connected to a tempera- 
ture sensor. Once a certain temperature has been crossed, the Sensaphone will 
automatically call you to advise that there is a problem. 


The Sensaphone is connected to your telephone, a power source (it can also 
hold six D cell batteries for backup power), and any of the following sensors: 


(I Water sensor 


Temperature sensor 


= 
_1 Humidity sensor 
= 


Any other normally open or normally closed sensor (like magnetic 
contact switches) 


Depending on the model, the Sensaphone can accommodate up to eight of 
these sensors (connected to terminals on the back of the unit). If a sensor is trip- 
ped, the Sensaphone will call up to eight telephone numbers (depending on the 
model) with its preprogrammed message. The model that accepts four inputs 
and will call four numbers in the event of trouble retails for US$369.99, and the 
model accepting eight inputs and will call eight telephone numbers in the event 
of trouble retails for US$549.99. 


Omni II Thermostat 


As we've noted earlier, a key component in our Smart Home is the Omni II secu- 
rity system by Home Automation, Inc. (HAI). Not only does this device control 
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Figure II-3 
RC-80 
Communicating 
Thermostat 


security functions for the house, but it also manages home automation functions 
in that it can control X10 devices. What’s germane about the Omni II in this dis- 
cussion is its ability to control the home’s heating and cooling functions. 
Additionally, because it is part of a larger security and automation control, the rise 
and fall of temperatures can cause other behaviors to occur. For example, we can 
program the Omni II so that if the temperature in the house rises above 78 degrees, 
the living room drapes will be closed. This prevents the air conditioner from work- 
ing against the midday sun, by simply eliminating the sun from the equation. 

In this section, we’ll talk more about how the thermostat for the Omni II is in- 
stalled. There are components to this project that are unique to the Omni II, but 
the section also covers the sorts of steps that would be necessary if you were to 
connect a smart thermostat to a home automation system like a Stargate Home 
Controller. 


Physical Install 


Installing the thermostat is somewhat more complicated than simply substitut- 
ing the thermostat with a programmable thermostat. Because this device will be 
connected both to your home’s HVAC system and the Omni I], installation is 
more involved. 

HAI’s Omni II supports up to four HAI RC-Series Communicating Thermo- 
stats (also known as Omnistats). For this example, however, we will be replacing 
an existing thermostat with a single, RC-80 Communicating Thermostat, as 
shown in Figure 11-3. 


An Easy Way to Route Cabling 


Because thermostats tend to be located at eye level, itis almost always nec- 
essary to use fish tape to pull the four-wire cabling through the wall. The 
new cabling will most likely be pulled through the same hole that the 
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existing HVAC wiring comes through. However, just because the wiring 
is going to pop out of the same hole doesn’t mean it has to start in the same 
location. 

The HVAC wiring in our own Smart Home was difficult to get at, 
simply by virtue of its placement. As such, it would have been more diffi- 


cult to feed the new cabling through the existing hole. To ameliorate this 
problem, we simply drilled another hole next to the HVAC wiring. This al- 
lowed us to be able to send the fish tape through and connect the cabling, 
then pull it up to the living room. Naturally, your own home probably 
won't fit this particular solution; however, the point is to try and make 
your work as easy on yourself as possible. 


The following steps should be followed to install the Omni II’s thermostat: 


I. Remove your existing thermostat (shown in Figure 11-4). 


SEVED 9 4 00K DUAV 

Don't throw away that old thermostat! It might contain a mercury switch, which is not 
something you want to just toss in the trash can. Check with your local waste management 
company to find out how to dispose of old thermostats. 


Figure Il-4 
Removing the old 
thermostat 


2. Remove existing wiring by unscrewing contacts on the back of the 
thermostat. 
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Tape the existing HVAC wiring to the wall with masking tape, or clamp it off some other 
way so that the wires don’t fall back into the wall. 


Figure II-5 
Attaching the new 
thermostat to the wall 


TIPS OF 
THE TRADE 


3. Place the new thermostat on the wall where the old thermostat was 
located. If necessary, drill new holes in the wall to accommodate the 
thermostat’s new mounting hardware. It might also be necessary to 
install new wall anchors if the thermostat is being attached directly to 
the drywall. This is shown in Figure 11-5. 


Mark Your Wires for Later Reference 


Use small pieces of masking tape as tags to remember which terminals 
were connected to which wires. Simply attach the tape to the wires and 


write the corresponding terminal letter on the wire. This can prevent 
problems later if the wiring was not attached according to the color 
scheme that we outlined earlier. Don’t automatically assume that the cor- 
rect colors have been attached to the correct terminals. Double-check 
where they’ve been attached to make sure they are appropriately recon- 
nected to your new system. 


4. Thread the four-wire cable through the wall. It might be necessary to 
utilize fish tape to pull the cable to its destination (as shown in Figure 11-6). 
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Figure II-6 

Using fish tape to 

bring cabling up 

through a wall void 

5. Connect the HVAC wiring to the appropriate terminals on the back of 

the new thermostat. The same connections that existed on your old 
thermostat will apply for reconnection to the new thermostat. This is 
shown in Figure 11-7. 

Figure II-7 

Connecting HVAC 

wiring to the 

thermostat 


6. Connect three of the wires from your cabling (as shown in Figure 11-8) 
to the cable bundle and plug accompanying the thermostat, following 
these connections (and using butt splice connectors): 


LI Black from the cabling is connected to both the red and black 
wires of the thermostat. 


_I Green from the cabling is connected to green from the thermostat. 


1 White from the cabling is connected to yellow from the thermostat. 
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Figure II-8 
Making connections 
on the Omnistat 


7. At the control panel, the wires are connected to the following terminals: 


LJ The black and green wires are connected to Output 8 on the 
upper row of terminals—black is connected to GND, green is 
connected to 8. 


LI The white wire is connected to the Z16 terminal. 


“}RCKVEK & LOK Vi AB 4 DUAWIV 

If more than one thermostat is to be connected, the thermostats are connected in parallel 
(that is, the wires from all thermostats will be connected to the same terminals on the 
control panel). 


8. Attach the bundle of wires with the white plug (which is connected to 
your control panel) into the back of the thermostat. 


9. Push the wiring as deeply into the wall as possible so it won’t interfere 
with the mounting of the thermostat. 


10. Ensure the wires within the thermostat are out of the way so the 
faceplate can be reattached. 


VOD AGM: Wek HED 
The thermostat gets its power from the existing HVAC wiring. Do not connect power from 
the Omni II to the thermostat. 
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Setup 


Once the thermostat is installed and connected to your Smart Home’s control 
panel, it is necessary to program your thermostat. Programming your thermo- 
stat requires you to think about what your needs and demands are of the system 
at various times of day and various days of the week. 

The thermostat can be set up to manage temperatures at four times during 
the day: 


_J MORN (morning) 
L] DAY (daytime) 
_] EVE (evening) 
_] NITE (nighttime) 


Additionally, a unique schedule can be established for weekdays, as well as 
Saturdays and Sundays. This allows you to establish individualized heating and 
cooling rules for specific times of day during the week, while also accommodat- 
ing a somewhat different schedule on the weekends. 

Again, these steps are meant to be performed on an HAI RC-80 thermostat. 
However, similar (but not identical) steps will be followed for the thermostats of 
other manufacturers. 

To program the RC-80 thermostat, the following keys are used to change vari- 
ous settings: 


I. Enter the programming mode by pressing the Prog (or programming) 
key four times. 

The item that is being programmed will flash. 

The up arrow key is used to increase the value. 

The down arrow key is used to decrease the value. 

The Prog key is used to advance to the next item. 


The Hold key is used to return to the previous item. 


aS eS SP 


To exit programming mode, press the Mode key. 


POLAR Oo MEK BRAK OD REV 


The thermostat will automatically exit programming mode after 20 seconds of 


no key activity. 
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When setting up your environmental schedule, the first one to be set is the 
weekday schedule, followed by Saturday’s schedule, and rounding out with 
Sunday’s schedule. 

To view or change the programming time schedules of your thermostat, 
follow these steps: 

I. Press the Prog key four times. The weekday MORN time will flash. 


2. Use the arrow keys to change the scheduled time for the displayed 
period (MORN, DAY, EVE, or NITE). 


Press the Prog key to advance to the next item. 
Use the arrow keys to change the desired cool setting. 
Press the Prog key to advance to the next item. 


Use the arrow keys to change the desired heat setting. 


af eS 


Press the Prog key to advance to the next period. 


Repeat the aforementioned steps for the DAY, EVE, and NITE settings. Then, 
repeat those same steps to establish your temperature settings for Saturday and 
Sunday. 

In order to better visualize how your heating and cooling settings can be es- 
tablished, we’ve provided a table that shows the times of day and days of the 
week. We’ve also established at which points the system should kick in to either 
heat or cool the Smart Home. This table (shown in Table 11-3) is helpful to orga- 
nize your various heating and cooling settings. We’ve provided a blank table 
(Table 11-4) that you can use to sketch out your own HVAC settings. 


Weekdays Saturdays Sundays 

Morn 6 a.m. 8 a.m. 8 a.m. 
Cool 78 78 78 

Heat 70 70 70 

Day 8 a.m. 

Cool 85 85 85 

Heat 62 62 62 

Eve 6 p.m. 

Cool 78 78 78 

Heat 70 70 70 


Table II-3 
A Sample Heating and Air Conditioning Schedule 
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Testing 


Weekdays Saturdays Sundays 
Nite 10 p.m. 12 a.m. 10 p.m. 
Cool 82 82 82 
Heat 62 62 62 


Table II-3 
A Sample Heating and Air Conditioning Schedule (continued) 


Weekdays Saturdays Sundays 


Morn 
Cool 
Heat 
Day 
Cool 
Heat 
Eve 
Cool 
Heat 
Nite 
Cool 
Heat 


Table II-4 
A Blank Schedule 


Once the thermostat is installed, you should test it to make sure it works prop- 
erly. There are two different ways in which you should test this installation. 

First, manually turn up the temperature to see if the heat engages. Then, turn 
down the thermostat to see if the air conditioning comes on. Finally, turn on the 
fan to ensure that it is connected properly. 

Next, repeat these tests from your Omni system (both the computer interface 
and any consoles). 

If the heat, air conditioning, or fan fail to operate as they should, go back and 
check to ensure that the wiring has been connected to the appropriate terminals 
(you did remember to mark the wires before they came off the old thermostat, 
didn’t you?) or that none of the wires have come loose. 
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Additional Features 


Additional features on the Omnistat make the thermostat even smarter and 
easier to use. Such features as anticipation and a filter replacement reminder not 
only help you keep your home comfortable, but they also save you money. 


Anticipation 


The thermostat has a control system that is meant to keep you comfortable, while 
saving you money. Anticipation is a feature that anticipates the need to turn the 
system on or off before it actually reaches the desired temperature. This is ac- 
complished by sensing the temperature both in the air and as it is radiated from 
your home’s walls. 

For instance, when heating a room, the air heats up more quickly than the 
wall. As such, the thermostat will briefly turn off giving the wall temperature a 
chance to catch up. This is a good tool, because it prevents the room from over- 
heating and saves you money in heating costs. 

Anticipation also works for cooling. During the summer, the thermostat will 
turn on from time to time to circulate the airand remove humidity when the tem- 
perature nears the cool setting. 


Filter Reminder 


The RC-80 thermostat keeps track of how long your heating and cooling system 
has been running and gives a subtle reminder when it is time to replace the filter. 
When it is time to replace the filter, “FILT” will be displayed in place of the time 
every four seconds. To clear this reminder, press the Prog key. Make sure you 
change the filter. 


Programmable Energy Saver (PESM) Mode 


The thermostat can also be configured to allow a remote system to override it. The 
thermostat will send its current temperature sensing to the remote system. Then, 
the remote system will decide whether to override the thermostat, based on its 
own readings from PESM modules. 

When the remote system has control of the thermostat, “REMOTE?” will be 
displayed on the screen. When that is displayed, the user will be unable to use 
the arrow keys to manually raise or lower the temperature. In order to regain 
manual control of the thermostat, the energy saver feature must be turned off on 
the remote system. 

On their own, thermostats do a fine job of ensuring that the temperature of a 
home is maintained at a constant, comfortable level. In the past, however, they 
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lacked the intelligence to warm up or cool down the house at given times of day. 
Modern programmable thermostats do a good job of accommodating that need; 
however, the next level—Smart Home HVAC systems—not only manage your 
home’s temperature, but they allow you to control your home’s environment 
based on a range of behaviors going on in the Smart Home. Plus, like the screen 
shot in Figure 11-9 shows, Smart Home HVAC systems can even be managed via 
the Internet. 


Figure Il-9 
Managing your 
home’s thermostat 
remotely 
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Have you marked the wires coming from your HVAC system for 


Was the thermostat placed in an area free of drafts and direct sunlight? 


Is the opening behind the thermostat so large it might cause a draft 
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Was the X10 thermostat control unit placed near the HVAC system, but 
not near a heating element or vibrating area? 


Are all your settings correct in the thermostat, at the controller, and in 
the console? 


Did you set the House Code on the X10 thermostat to an unused code? 


Did you create your own Smart Home temperature schedule? 
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Tools of the Trade 


Punch-down tool 


Four-wire telephone cable | | 
Telephone jack 
Cat 5 cabling — | 
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Assorted screwdrivers — 
Drill 
One-half inch spade bit 
Wire strippers 
New phone jack 
Tape measure 
Drywall saw 
Coat hanger 


useful things. The first, most obvious use is for conventional, day-to-day 

telephone use. However, you can do more with your Smart Home than just 
talk on the telephone. In this chapter, we'll talk about different types of phones you 
might consider for your Smart Home. We’ll start with a discussion and overview of 
cordless phones and the features you'll encounter when considering a cordless 
phone purchase. 


[ss communications system in a Smart Home can be used for a number of 
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If you want more than one phone line for your Smart Home, we’ll talk about 
some different options for adding multiline phones to the house. Next, we'll ex- 
plain how to install phone jacks and discuss some of the issues surrounding 
telephone wiring. The chapter rounds out with a discussion of connecting your 
telephone system to a home automation or security system. 


Types of Phones 


There used to be a time when telephone users were tethered to the phones, as the 
phones were tethered to the wall. Of course, there also used to be a time when 
you'd have to ask Mabel to ring up Klondike 227, but no one does that anymore, 
either. While wired phones are still prevalent (and cheap—you can get one for 
less than US$10), there have been great strides in the field of wireless telephony. 
In this section, we’ll examine not only wireless telephones and how to buy 
one for your Smart Home, but also wireless phone jacks. These devices make it 
easy to connect a jack in locations that might not normally be conducive for 
phone jacks. We'll also talk about multiline systems that make it possible for sev- 
eral people to use the phone at the same time—a must if you have teenagers. 


Wireless 


Wireless technology has made great leaps and bounds in the past two decades. 
More people have wireless telephones than before, and they work better than 
ever. This section is a quick primer on wireless technology, so you have a better 
grip on these appliances and their features when you go shopping for one. 


Wireless Phones 


Wireless telephones (also widely referred to as cordless telephones) are comprised 
of two parts: 


L] Base This is the unit that attaches to the phone jack. The base 
receives the incoming call through the telephone line; converts it to 
an FM radio signal; then broadcasts that signal, which is picked up 
by the handset. 


LJ Handset This is the unit that is mobile and receives signals from 
the base. It converts the incoming broadcast to an electrical signal, 
which is sent to the handset’s speaker. When you speak into the 
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handset, the sound is converted to an FM radio signal broadcast, 
then received by the base and converted into an electrical signal, 
and finally sent back across the telephone line. 


The base and handset operate on a frequency pair that allows you to talk 
and listen at the same time. This is known as a duplex frequency. For example, 
Table 12-1 illustrates how duplex frequency could be used on a given cordless 
telephone. 


Unit Frequency Operation 
Base 901.38 MHz Transmitter 
903.22 MHz Receiver 
Handset 903.22 MHz Transmitter 
901.38 MHz Receiver 
Table 12-1 


Duplex Frequency Example 


As the table shows, two frequencies are used between both devices—each 
frequency serves as a transmit frequency on one device and a receive frequency 
on the other. 

Cordless phones have been around since the early 1980s and started with an 
operating frequency of 27 MHz. As revolutionary as this was, there were still in- 
herent problems, including a limited range, crummy sound quality, and awful 
security (anyone with another cordless phone could listen to your conversation). 

In 1986, the Federal Communications Commission allowed cordless phones 
to use the frequency range between 47 and 49 MHz. In 1990, the FCC allowed the 
use of the 900-MHz band. This ameliorated problems of clarity, crowding, and 
range. In 1998, the FCC opened up the 2.4~-GHz range, which increased, again, 
the range over which cordless phones can operate and also brought it out of the 
frequency range of most radio scanners—which improves security and stymies 
that dork with the scanner down the road who holds his glasses together with 
tape and knows everyone’s business. Additionally, as cordless telephones have 
evolved, they have added improved encoding techniques, which keep prying 
ears from listening in on a conversation. 

Cordless telephones have as many features as a new car. The phone you select 
will depend largely on the features you want. Table 12-2 lists some of the more 
common features on modern cordless phones. 
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Feature 


Description 


Digital answering machine 


Incoming messages are stored on an internal memory chip. 
The amount of time available depends on the capacity of 
the chip and the sampling rate at which the message is 
saved. Your messages can easily be checked from a remote 
location—some can be deleted and some can easily be 
saved. 


Answering machine 


Incoming messages are stored on an audio cassette. They 
aren’t as convenient as digital answering machines. For 
example, if you want to save a message in the middle of 
the tape, you'll lose the tape before that message (unless 
you want to run the risk of erasing the message). On the 
other hand, replacement tapes can be purchased and 
they’re cheap. 


Auto channel scanning 


Cordless phones select the best channel (one not in use, 
or subject to interference) so you get the best connection. 


Backup power supply An additional port on the base allows you to recharge 
a backup battery. In case the one in the phone dies, you 
don’t have to wait for it to recharge to use your phone 
again. 

Base keypad dialing Allows you to dial the phone while it is still in the base. 

Headsets Allows you to use the telephone, hands-free. 


Built-in Caller ID/Call Waiting 
Caller ID 


Allows you to see who is calling (assuming you've paid 
the phone company for the service) and to see who is 
calling when you're already taking a phone call. 


Flash 


A button used to answer call waiting, or get a new dial 
tone when the caller hangs up. 


Hearing aid compatible 


Designed to function with hearing aids. 


Hold 


Allows you to put the caller on hold. 


LCD Equipped with a screen that shows the number you’ve 
dialed, phonebook information, and caller ID information. 
Lighted keypad Allows easier operation in the dark. 


Programmable ring 


Table 12-2 
Cordless Telephone Features 


Allows the adjustment of a ringer from louder to softer. 
Some, like cellular telephones, allow the use of annoying 
little songs to be played when the phone rings. 
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Why You Need a Phone with DSS 


When looking for a cordless telephone, be sure to find one that utilizes 
Digital Spread Spectrum (DSS). Not only does DSS allow for maximum 
range and clarity, but it is also a powerful tool for good security. 

Phones using DSS use digital transmissions, which constantly change 
the duplex frequency during their operation—only the matching base 
knows which frequency the handset is using. DSS employs millions of 
scrambling codes that are selected when the phone is lifted from its cradle. 
As such, radio scanners can’t eavesdrop on a cordless DSS telephone 
transmission. 


Like so many other purchases for your home, topping the list of issues is 
probably the matter of cost. Happily, the price of cordless telephones has come 
down, drastically. For example, 47-49 MHz cordless phones used to run up- 
wards of US$400. However, you can buy a name brand 2.4-GHz cordless 
telephone for as little as US$59.99. 

This will buy you a fairly low-frills telephone, but it still operates with good 
quality and utilizes DSS so your conversations are secure. The more money you 
spend, of course, the more bells and whistles you can add. Some cordless tele- 
phones allow you to buy a single base unit and add multiple handsets. 


Wireless Jacks 


The nice thing about telephones is that they can be installed just about anywhere. 
Wiring a telephone jack (as we’ll talk about later in this chapter) is extremely 
simple and doesn’t cost a whole lot. However, there are simply some places 
where installing a phone jack isn’t possible or it’s just too much work. For in- 
stance, if you wanted to install a phone jack in the bathroom, but don’t want to 
cut into the tile, you could add a wireless phone jack. Also, wireless jacks would 
be appropriate for connecting to computer modems, or when connecting your 
digital satellite dish decoder. 

This device, shown in Figure 12-1, is also useful in rooms where you want to 
rearrange the furniture. With the end table moved to the other side of the room, it 
isn’t necessary to install a new jack or run an extension cord across the 
floor—simply use a wireless jack. The wireless jack utilizes your home’s electri- 
cal wiring to turn any outlet into a telephone jack. 
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Figure |2-I 

Wireless telephone 
jack (Photo courtesy 
Smarthome.com) 


HIOTEWIOG: DF SH 4ONKVEA 

The wireless phone jack is fully compatible with most modems, satellite TV receivers, 
WebTV, digital video recorder systems like TiVo and UltimateTV, and all online service 
providers. It is also compatible with Caller ID and Call Waiting and won't interfere with 


X10 devices. 
The wireless phone jack comes with two components: 


I. Base unit This unit plugs into an open AC receptacle and the 
telephone line. 

2. Extension unit This is the unit that can be moved from location to 
location. 


The wireless jack costs US$69.99 for a base unit and extension. Additional ex- 
tensions can be purchased and added to the system for US$33.99. 


(sims Installation is fairly straightforward: 
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I. Plug the supplied telephone cord into an open telephone jack, then 
plug it into the base unit. If a phone was already using that jack, it 
can be plugged into the side of the base unit. 


Plug the base unit into an AC receptacle. 


Plug the extension unit into an AC receptacle where you wish the 
phone jack to be located. 


4. Plug the telephone into the extension unit. 


SEV Ok WW SD SOOKE] 
If you intend to use the wireless jack with your computer modem, do not plug it into a 
surge protector or power strip. This will block the signal and render the wireless jack 


unusable. 


Multiline Systems 


Most homes have one line coming in, however there are more and more people 
opting for a second line to facilitate incoming faxes and online computer use. 
Luckily, most homes are already wired for two telephone lines (telephone cable 
contains four wires, but only two are needed). Adding a second line is simple 
and can, in most cases, utilize existing home phone wiring. However, it is likely 
that some homeowners desire even more than two lines. There are two ways in 
which you can add more lines to your home. 

First, you can call the telephone company. They will be happy to come out to 
your home, within the next 12 weeks, sometime between the hours of 7 a.m. and 
6 p.m. (“No, we can’t tell you when, exactly,...”) 

Once the requisite lines have been installed into your home, you can install a 
PBX (short for private branch exchange), like the Panasonic KX-TD1232. This 
system is really designed for small businesses, but if you want a kicked-up home 
telephone system, you simply install this PBX in your equipment room, run tele- 
phone cabling where you want extensions placed, and connect the phones. Out 
of the box, it can handle 16 extensions and requires six incoming telephone lines. 
This—and others like it—is a fine system for small businesses or huge families 
that don’t mind paying US$1,300 for a telephone system. 

A less costly, more convenient way to get a multiline system is to buy a tele- 
phone system that squeezes as much functionality as possible out of your 
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Figure |2-2 
Panasonic, 
4-line, 2.4-GHz 
telephone system 
(Photo courtesy 
Smarthome.com) 


PBX Defined 


A private branch exchange (PBX) is a telephone system that switches calls 
between users on local lines while allowing calls to external phone lines. 
The main purpose of a PBX is to save the cost of requiring a line for each 


user to the telephone company's central office. 

Depending on how beefy you want your Smart Home phone system, 
you might consider a PBX. However, as we already noted, PBX systems 
don’t come cheap and they can be difficult to set up and install. 


existing system. The Panasonic 4-line, multi-handset, 2.4-GHz telephone 
(shown in Figure 12-2) utilizes your home’s existing, single-line wiring to ac- 
commodate four simultaneous telephone calls. It also offers such features as 
separate voicemail boxes, digital answering machines, conference calling, and a 
slew of other goodies. It also uses multiple handsets, allowing cordless opera- 
tion for up to eight total handsets. 

This phone sells for US$499.99. A two-line version of the phone sells for 
US$399.99. 
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Installing a Jack 


Wiring 


Size 


Wires 


You might need telephone jacks in different corners of your Smart Home for vari- 
ous functions. Beyond simply adding another phone to your home, additional 
jacks make it possible to connect your computer to the Internet or connect your 
satellite receiver to the service provider. 

In this section, we talk about the details surrounding phone jack installation 
and how you can install your own phone jacks (which is a pretty simple en- 
deavor). 


Before installing a jack, it’s important to consider what type of wiring you'll use. 
In most cases, you'll probably just go for 4-wire, 22-gauge telephone cabling. It’s 
fairly straightforward and easy to work with—it’s similar to what we used when 
installing our security system’s sensors. However, there are variables you might 
want to consider to optimize your own Smart Home communications system 
setup, including wire size and the number of wires included in the cabling. 


As we noted earlier in this book, wire size is measured in terms of American Wire 
Gauge (AWG) and is more commonly referred to as gauge. This describes the 
thickness of a strand of wire: the smaller the gauge, the thicker the wire. As you 
remember, when wiring the security, smoke, and other sensors for our security 
system, we used 22-gauge wire. Telephone wire tends to be 22-, 24-, or 26-gauge. 
The thicker the wire, the better the signal will carry over longer distances, due to 
the decrease in resistance. 


Depending on how many lines you have coming into your Smart Home (or how 
many you expect in the future), you should consider the size of cabling you wish 
to pull. That is, will you connect just one phone (and that’s all you expect to hook 
up), or do you want to future-proof a bit and facilitate a possible second line? 


Two Ina home with only one telephone line, you really only need a two-wire 
telephone cable. This is because, believe it or not, your telephone only needs two 
wires with which to work. Homes witha single telephone connection need only 
two wire lines, however it is more common to see lines utilizing four wires. 
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Figure 12-3 
Four-wire telephone 
cabling 


TIPS OF 
THE TRADE 


Four The most common wiring used in home telephone systems utilizes four 
wires, as shown in Figure 12-3. This might seem somewhat wasteful, given that 
most of us only have one telephone line. However, wire is cheap and it sets the 
stage nicely for adding a second telephone line. Once the telephone company 
works their magic on the outside of the house, it’s a simple matter of connecting 
the new wiring to your existing (and already pulled) wires to facilitate fax ma- 
chines, computer lines, and so forth. A spool of 100 feet of four-wire telephone 
cable costs US$12.99, or you can buy it by the foot at electronics and home im- 
provement stores. 


= = 
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Telephone Line Color Standardization 

Looking at a chunk of four-wire telephone cable, you'll notice four colors: 
red, green, black, and yellow. Even though most homes will only use two 
wires (and, in fact, any two wires will work just fine), there is a standard 
for connecting telephone lines: 


_J Line one Utilizes red and green 


_] Line two Utilizes black and yellow 


Although there is a standard used for telephone wire colors, you might 
find that these standards are not adhered to in your own home, especially 
if you are in an older home. As such, the only way to tell which wire is 
which is through trial and error—hooking up a wire to one terminal, 
checking the connection with a telephone, then moving on until you get 
the right connections. (This is why standards are so important.) 
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Cat5 If you have more than two telephone lines, you might consider running 
Cat 5 cabling. Cat 5 cabling contains four pairs of wires. This is enough to facili- 
tate four separate telephone lines and makes pulling cable much, much easier 
than having to pull two four-wire runs. 

Cat 5 cabling that has no connectors attached to it yet costs around US$10 for 
100 feet. Since you'll be using it for telephone networks, anyway, you don’t need 
to worry about the lack of connectors on each end—you’d just snip them off 


anyway. 


Looped System 


If you remember a few chapters back, we discussed the merits of home-run 
versus looped systems. While it is certainly ideal to employ a home-run system 
for your telephone system, it simply might not be feasible. Home-run systems 
use punch-down blocks (which we'll talk about in the next section) while loop 
systems connect the phone jacks in a daisy chain, one to another. 

Home punch-down blocks are a reasonably new addition to homes. As such, 
many homes (possibly even yours) don’t employ a punch-down block. Rather, to 
connect a phone jack, it will be necessary to loop your phone jacks. In this sec- 
tion, we'll talk about two ways you can connect a phone jack to your looped 
system. First, we’ll cover mounting the jack to the wall. This is ideal in rooms that 
already have a phone jack and you don’t mind seeing a little bit of cabling. 
Second, we’ll talk about running the telephone cabling through the wall. Ideally, 
this would be used in rooms without phone jacks, or those areas where you don’t 
want a phone jack bulging out of the wall. 


Wall-Mounted The following steps are used when connecting another phone 
jack onto an existing line. If you want to connect a second line to your home, it is nec- 
essary to call the telephone company to install the second line and set up service. 


SEEK V OD 2OW HOT A 

Before starting to wire a new phone jack, to prevent the risk of shock, take one of your 
home's telephones off the hook. That way, if you happen to be holding or in contact with 
wiring when a phone call comes in, you won't get a shock. It’s a mild shock, but it’s still 


a shock. 


To install an RJ11 phone jack ina house where the phones are ina loop config- 
uration, follow these steps: 


I. Remove the outer insulation from a couple inches of telephone wire 
using wire strippers. 
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2. With the sheathing removed, the individual color-coded wires are 
exposed. 


JARS “SO VERE HB BEM OI EKA 
These exposed telephone wires are fragile, so use caution not to nick or cut them. Also, 
be careful not to manhandle the wire too much, which might cause the wires to break. 


3. Remove the insulation from the end of each individual color-coded 
wire using smaller wire strippers. 


4. Remove the cover from an existing phone jack (shown in Figure 12-4) to 
expose the wires and contacts. This phone jack should be as close to the 
location of the new phone jack as possible. Depending on your phone 
jack, there might be a couple screws that must be removed, or it’s a 
matter of prying open the jack with a standard screwdriver. 


Figure 12-4 
Remove the cover 
from an existing 
phone jack 


5. Leaving the existing wires in place, attach each of the new wires to the 
corresponding contact by wrapping the exposed end around the screw. 
Curl the wire around the screw in a clockwise direction (shown in 
Figure 12-5). 
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Figure 12-5 

Attach new telephone 

wires to existing 

phone jack 
6. 
7. 
9. 

Figure 12-6 


Connecting the new 
phone jack 


Once each wire is wrapped securely, tighten down each of the screws 
securely until all of the new wires are attached. 


With all of the connections in place, replace the jack cover, leaving the 
new wire so that it extends outside the jack. 


Route the cabling to the site of the new phone jack. 


On the other end of the new telephone wire, strip and prepare the ends 
as before, and connect each of the ends to the corresponding contact on 
the new jack using the color-coding as a guide, as Figure 12-6 shows. 


& 


244 Chapter 12 


KD ke ORE SI GPK LAF 
Depending on what type of RJ11 jack you buy (flush-mounted, wall-mounted, single-line, 
dual-line, and so forth) and the manufacturer, telephone jacks range in price between US$5 


and US$10. 


TIPS OF | 


THE TRADE 


10. Install the new jack onto the wall using screws or double-sided tape. 


Placing Telephone Wire 

Routing telephone cable follows the same steps we followed when plac- 
ing security and sensor cabling. Try and make it easy on yourself by 
running the wire through an area that is unfinished. For example, you 
could drill a hole in the basement ceiling or attic floor, fish the telephone 
wire through the wall to the desired location, drill another hole, then 
finish the job. Especially if you do not have a basement or your basement 
ceiling is finished, it makes good sense to run the telephone wire through 
the attic. 

Alternately, if you are running wire from one jack to another in the 
same room, you can hide the wire beneath the baseboard by using a 
wooden Popsicle stick to press the wire into the crack between the base- 
board and the carpeting without damaging the cable. 


Flush-Mounted If you want a phone jack installed that is flush to the wall, it is 
possible, albeit a little more complicated. The complication doesn’t arise in any 
new sort of wiring scheme. Rather, it has to do with the placement of wire within 
your home’s walls, as opposed to running them along the floors. 

Follow these steps to install a flush-mounted phone jack: 


I. Go to your attic and locate the top plate over the wall where the 
existing jack is and the top plate for the wall where you want to install 
the new jack. 


2. Measure to determine where to drill the holes in the top plates to install 
the new wire. If the existing phone wire is already in the attic, you 
won't need to drill into the void behind the wall where the existing line 
is installed, because there should already be a hole there and it’ll be 
easy to locate the top plate. 
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Figure |2-7 
Fishing the phone 
cabling out of the wall 


Use a 1/2-inch spade bit to drill into the void behind the wall 
containing the existing phone jack. 


On the new telephone cable, tie the end in a knot, and feed plenty of 
cable into the void behind the wall. 


From the room housing the existing jack, remove the junction box for 
the existing phone jack from the wall, or poke a hole into the back of the 
junction box. You can use a bent coat hanger to retrieve the cable from 
within the wall, as Figure 12-7 shows, pulling it through the wall or the 
junction box. 


For a flush-mounted junction box, use an “old-work” box and hold it 
against the wall to use as a template to mark cutting lines on the wall 
for the new phone jack. 


Using a drywall saw, cut out the hole for the junction box. 


VK SSIOVE Ve KVOV 


Assuming the hole you cut is smaller than the cover plate, the phone jack will overlap the 
hole, so don't worry about making a perfect cut—the cover plate will cover up any 


imperfections. 


8. Back in the attic, use a 1/2-inch spade drill bit to drill into the void 


behind the wall where you want the new jack to be installed. 
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9. Using the same technique as before, thread the telephone wire into the 
wall void and fish it out with a bent coat hanger through the hole you 
just cut. 


10. Strip the cable and wires as before, then connect them to the new jack. 


Home-Run 


Figure 12-8 
Punch-down tool 
(Photo courtesy 
Smarthome.com) 


The other way to install a new telephone jack is if your home happens to have a 
punch-down block. This facilitates installing your home’s telephone system in a 
home-run topology. If something happens to one of your telephone jacks, the rest of 
the jacks in the home won't suffer because of it. This allows you to change the con- 
figuration at any phone jack in the house without messing with the rest of them. 

A punch-down block (also known as a 66 block) is a block that contains 66 
connectors in four columns. Columns 1 and 2 are connected together while col- 
umns 3 and 4 are connected together. Punch-down blocks are prewired and are 
used to feed signals to various telephone cables. 


Punch-Down Tool Punch-down blocks allow you to connect to neighboring 
posts, which allows for aclean connection. The main lines coming into the house 
will connect to a pair of posts on the punch-down block. Then, each column of 
posts is connected to these posts. Each telephone extension in the house is con- 
nected to the appropriate posts on the punch-down block. 

To connect wiring to the punch-down block, a punch-down tool is used. The 


\ 
a3) ne R \ 


tool, like the one shown in Figure 12-8, is used to jam the telephone wire in be- 
tween the two sides of the post. The post pierces the insulation and makes 
contact with the wire without cutting it. 


Connecting to the Punch-Down Block Connecting wire to a punch-down 
block is fairly straightforward, and another benefit of using a punch-down block: 


I. Drape the wire in between the two sides of a post (as Figure 12-9 
shows). 
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Figure 12-9 
Placing wire ona 
punch-down block 


Figure 12-10 
Using the punch- 
down tool 


3. Push the tool in. 


KAR KIO tk OARGE 


You push the tool in with some force—that's why it's called a punch-down tool. 
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From there, installing the phone jack follows the same steps we talked about 
before. Run the wire to the location of the jack, connect the wires to the jack, and 
install the jack, then you’re all set. 


Combine Topologies 


We don’t mean to suggest that you can only run the cabling for your new 
telephone extension in a home-run or loop configuration. Certainly, the 
safest way to ensure the integrity of your telephone system is to connect 
all your telephones with a punch-down block as the center of your 
home-run system. 

However, let’s say that you’re installing a new phone jack in the family 
room next to your satellite dish decoder. Since your decoder needs to call 
out from time to time (to authorize pay-per-view movie choices or to in- 
clude you as part of sporting event black outs), it might be wise to install a 
jack next to the entertainment center. Even if your phone system is home 
run, it might make sense to connect the new phone jack to a phone jack al- 
ready in the room in a loop fashion. This will save you the expense and 
headache of running cable through the walls and so forth for a reasonably 
simple connection. 


Security Systems 


Your Smart Home can also use the telephone system to make your security 
system more functional. We’ve been using Home Automation, Inc.’s Omni II 
system for our own Smart Home, and it offers a number of features that rely on 
the telephone system. Once connected, we'll be able to have the system observed 
by amonitoring company or dial in to check system status, or the system will call 
us if a specified event occurs. 

This type of functionality is not unique to the Omni II system, and is present 
on a number of other security and home automation systems, as well. The fol- 
lowing section will show you how we set up our Omni II system for use with the 
telephone. The steps might be somewhat different with other systems, but this 
should give you a flavor of what’s involved with these systems with regard to 
setup. 
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Co Physical 


The first step is to connect the security system, physically. We outlined these 
steps in Chapter 6, but let’s cover them again briefly: 


I. Install the control panel. 


2. Connect a new RJ31X phone jack, either using the punch-down block 
or looped to another phone jack (these steps are explained previously 
in this chapter). This jack must be installed between the phone line coming 
into your home and your punch-down block (or first telephone jack, 
depending on whether you have a loop or home-run system). 


MANO Vie TRV 
Be sure to install an RJ31X phone jack, not an RJ11 jack. RJ31X jacks are used with 
security systems, whereas RJ11 jacks are common telephone jacks. 


3. Connect the control panel to the newly installed phone jack. 


Once the system has been installed and connected to your phone system, it is 
necessary to set up the software. 


Software 


For the Omni II system, we’re using PC Access (which we talked about in Chap- 
ter 7). This software allows us to set up the zones we'll be monitoring and define 
what the system should do when an alarm is tripped, a temperature exceeded, 
smoke detected, and so forth. 

Two of the things the system can do involve either call a monitoring service or 
calling one to eight telephone numbers. 


On Calling a Service 


If you want your system to contact a monitoring service in the event of trouble, 
the setup is straightforward: 


I. On the PC Access software, select Setup | Installer | Communicator. 
This will produce the screen shown in Figure 12-11. 
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Figure 12-11 # Setup Installer Digital Communicator 
PC Access’ - 
Communicator "| General | Zone | Open/close | 
| Phone number 1 Account 1 Test time 
; 0000 12:00 am 
Phone number 2 Account 2 [ Monday 
[ Tuesday 
a 000 [ Wednesday 
[ Thursday 
DCM type Two-way audio [ Friday 
Contact ID @ No [ Saturday 
( 2300 / 20 pps [ Sunday 
1400 710 pps © Yes 
A OK X Cancel 

2. This screen allows you to enter the telephone numbers of two 
monitoring services, along with various setup information that 
you should discuss with your monitoring service. 

3. Other tabs on this tool include General, Zone, and Open/Close. These 
tabs allow you to specify a code that will be sent to the monitoring 
service if an alarm is tripped, smoke is detected, or any of the other 
situations that are being monitored occur. 

Calling You 


You can set up the system to call your service for any activity that is observed. 
However, you might not want to have the system call your monitoring service 
every time the temperature drops below a certain point, or if an outside gate has 
been opened; however, you still deem it necessary to be advised when the event 
occurs. To do this, PC Access allows you to establish up to eight telephone num- 
bers that will be dialed in case an alarm is tripped. 

oO To set up this feature, open PC Access and perform the following: 


I. Select Setup | Dial. The resulting screen is shown in Figure 12-12. 


2. This screen allows you to establish the following settings: 


1 Telephone access Select if you want the system to be managed 
via telephone. 


_] Remote commands OK Select if you want the system to 
respond to remote commands. 


_] Answer outside call Select if you want the system to answer 
phone calls coming into the system. 
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Figure 12-12 
PC Access’ Dial tool 


3 


Figure 12-13 

Enter phone numbers 
to be dialed when 
alarms are tripped 


4. 


% Setup Dial 


Settings | Phone numbers | 


Telephone access Answer outside call Dial order 


pe wie At [12345678 


@ Yes 


Remote commands OK Dial mode 
C No @ Tone 


(@ Yes © Pulse 


Rings before answer) > My phone number 


[5 a 


Jf OK X Cancel 


_] Dial mode Select either tone or pulse. 


_J Rings before answer Select how many times the phone will 
ring before the system will answer it. 


_] My phone number Enter your home phone number. 


_} Dial order Establishes the order in which the telephone 
numbers (entered on the Phone Numbers tab) will be called. 


On the Phone Numbers tab (shown in Figure 12-13), the window shows 
eight more tabs, each with an entry for a phone number and schedule 
when those phone numbers can be dialed. 


2% Setup Dial 
Settings Phone numbers | 
Phone number 1 | 2 |3 \4 \5 \6 |7 \8 | 
~Phone number “When On When Off 


6125552596 12:00 am 12:00 am 


Monday [ Monday 
Tuesday [ Tuesday 
Wednesday [ Wednesday 


Friday [” Friday 
Saturday [ Saturday 


Vv 
\v 
Vv 
IV Thursday [” Thursday 
Iv 
Vv 
¥ Sunday [ Sunday 


Jf OK X% Cancel 


Enter the telephone numbers (one per tab) and enter the schedule, 
telling the system when those phone numbers can be dialed. 
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Once the software has been set up, the system can either call you or a service, 
depending on your needs and your selections. You also have the ability to call 
the system (from the home phone or away) and get the status of sensors, change 
settings, and arm the system. Furthermore, you can pick up any in-house phone 
and use it as a panic button with the security system. 

Smart Home communications systems can do a lot, depending on what gad- 
getry you buy and how youimplement it. Overall, it’s a good idea to understand 
what you want from your Smart Home’s communications system and then think 
about what bells and whistles you’re willing to pay for. 


TESTING 


1-2-3 


1 When connecting a wireless phone jack and there is a poor connection, 
try moving the base unit to an outlet closer to the expansion unit. 


I Is your wireless phone jack using the same electrical phase as the 
base unit? 


J Did you run enough telephone cabling for future applications? 
1 Are the wires in your new phone jack connected to the correct terminals? 


_1 Ina loop system, are the wires in your existing RJ11 jack connected to the 
correct terminals? 


1 Did you install an RJ31X jack (not a standard RJ11 jack) for your security 
or home automation system? 


1 Have the correct dialing settings been made on any home automation or 
security systems? 
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Tools of the Trade 


RG-6 coaxial cable Modulator 

Four-conductor, 14-gauge speaker wire Lowpass filter 
Low-voltage gang boxes Splitter 
Wall-mounted banana jacks Amplified splitter 

Banana connectors Crimp tool | 

Wall-mounted RCA jacks Coax cable stripper | 

RCA audio cable Wire stripper 
Rotozip tool F connector 
Various screwdrivers Attenuator pads 


Mounting screws 


any combination of the aforementioned rumbled over who was going to 

get to watch “their” show on television, or listen to “their” CD on the 
stereo? With a whole-house audio/visual system, you can bring harmony back to 
your home by letting everyone watch what they want at the same time. True, they'll 
be in different rooms, but at least there won’t be any more fisticuffs! 


H ow many times have you and your spouse, your kids, you and your kids, or 
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This chapter discusses the various issues surrounding whole-house A/V 
systems and we’ll explain how to connect your own system. 


Components 


There are a number of components that can be used in your whole-house A/V 
system. If you’re like most people, you’ve probably already got a television, 
VCR, DVD player, cable or satellite decoder, stereo, and all sorts of other good- 
ies. The first section of this chapter covers some of the components you'll need to 
connect these devices and distribute their signals throughout your Smart Home. 

First, we'll talk about speakers and demystify some of the jargon that’s 
thrown around so you can find the best speakers for your whole-home A/V 
system. Next, we'll cover distribution systems, modulators, splitters, and 
lowpass filters—all of which are important when distributing video signals 
through your Smart Home. 


Audio Components 


For your whole-house A/V system to work optimally, there are a number of spe- 
cific components you'll need to buy. We’ve left out discussion of CD players, 
tape decks, and so forth because that’s really outside the scope of our discussion. 
Here, however, are the bits and pieces you'll need to get your audio signal to var- 
ious points in your Smart Home. 


Speakers 


When you're looking at a pair of speakers, it’s easy to get overwhelmed by all the 
specifications. For example, a novice speaker shopper can expect to have his or 
her brain go numb when they read “3-way, 120 watts, 40 Hz to 22 KHz frequency 
response, 8 ohms impedance, with a 8" Poly/Carbon with high Temp Voice coil 
woofer and 1" Soft-Dome ferrofluid cooled tweeter.” 

These specifications (which we'll demystify in a moment) are a lot to con- 
sume, especially when you have to juggle such other variables as the appearance 
of the speakers, their size, and (topping the list) price. 

The good news is that you don’t have to get too worried about these specs 
(but it’s still a good idea to keep them in mind). The most important test of a pair 
of speakers is to actually listen to them in action. Do they sound good to you? If 
so, press on. That sounds like a quick and dirty way to select speakers, but the 
specification system depends on each manufacturer. That is, there is no standard 
among manufacturers, so—when comparing the speakers on paper—it can be 
an apples-to-tangerines affair. 
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Work Backwards with Your Home 
Entertainment System 


One school of thought when developing your home entertainment and 
whole-house audio solution is to buy your speakers first. This might 
sound backwards, but when you consider that the speakers are the com- 
ponents that receive the boosted signals from the amplifiers, then convert 
them to sound, you understand the importance of speakers’ roles. You 
could have the most amazing stereo system ever created, but if the signal 
is being sent to the worst speakers ever created, you'll be very unhappy 
with your selection. 

Speaker load differs greatly depending on which speaker you buy, and 
will require different amplifier characteristics. Speakers also introduce 
the most distortion into a system. Most source signals (CD players, ampli- 
fiers, cable, and so forth) bring less distortion to the audio party than the 
speakers. 

When you’re curled up on the couch, the lights down low, and “Love 
Rollercoaster” by the Ohio Players is coming through the speakers, you 
want to make sure you hear every note as crystal clear as possible. 


With that having been said, here’s a breakdown of the various speaker speci- 


fications and what they mean to you: 


LJ Speakers are described as 4-way, 3-way, 2-way, or 1-way. Way refers 
to the number of bands into which the frequency is divided. Three- 
way speakers use three drivers, each handling a different range of 
frequencies. Woofers handle the low frequencies, midranges handle 
the middle frequencies, and tweeters handle the high frequencies. 
A 4-way speaker is not necessarily better than a 2-way speaker, 
however. Also impacting on the speaker’s performance are the 
speaker drivers, cabinet, and the parts of the crossover. 


L} A speaker’s frequency response determines how much and how well 
it can reproduce sound. Most humans can hear sounds within 20 Hz 
and 20 kHz. So, when a manufacturer advertises that its speaker 
operates between 40 Hz and 22 kHz +/- 3dB, that means it doesn’t 
handle the lower frequencies as well as the higher frequencies. Also, 
since it goes about 2 kHz above human hearing range, there’s a little 
bonus in there for the family dog. 


LJ The number after the frequency range is called the tolerance (in our 
example, 3dB) and indicates by how much the sound level (in decibels, 
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which is a measure of sound power) at the lowest or highest frequency 
can be lower or higher than the average midrange frequency. As a rule, 
look for a wider frequency range with a lower tolerance. 


Output power (measured in watts) determines how much power 
the amplifier can provide to the speakers before the speakers are 
damaged. A larger output power means that you can enjoy louder 
output from your speakers. 


Impedance is the speaker’s resistance to current flow from the amplifier. 
This measurement is made in ohms. This measurement won’t determine 
if you have a “better” or “worse” set of speakers. It’s simply a 
measurement to indicate what level of resistance is present. As such, 
you want to buy a pair of speakers that are matched in their impedance 
and to your receiver outputs. Especially with whole-home audio 
connections, it’s important to keep in mind the impedance levels of 
speakers connected to your amplifier. Connecting loads beyond the 
amplifier’s capabilities will cause the amplifier to overheat, causing 
damage to the speakers and the amplifier. 


A speaker’s sensitivity indicates how loud the speaker will be per 
2.83 volts input. If you have speakers with a low sensitivity, you'll 
need a more powerful amplifier to drive them. The converse is also 
true: if you have speakers with a high sensitivity, you don’t need as 
beefy an amplifier. 


Signal-to-noise ratio indicates the ratio of the speaker’s pure signal 
to the static. A higher ratio is better because it gives a cleaner sound 
with less noise. 


YEH ASO L@PRIO HEV OL) SOO_DREIV 

Where you place your speakers (that is, in which room they are located) will also have a big 
impact on sound quality. Rooms with reflective surfaces, like windows or hardwood floors, 
ultimately decrease the quality of sound. 


Distribution Systems 


There are a couple ways in which you can send an audio signal (either from your 
stereo or video system) to points within your home. First, you can buy a compo- 
nent designed solely for use as a distribution system. For example, the NuVo 


Audio/Video Systems 259 


Simplese, as shown in Figure 13-1, sells for US$999.99. It has two inputs (mean- 
ing it can accept the signals from two different sources, like a DVD player, VCR, 
or cable box), four outputs (meaning it can send signals out to four different tele- 
vision sets), and includes four wall-mounted infrared control panels along with 
an IR remote control. This allows people at the device’s four end stations to con- 
trol the source without having to be standing in front of it. 


Figure [3-I 
NuVo Simplese audio 
distribution system 


The other option is an amplifier with multiple outputs, like the SpeakerCraft 
8-channel amplifier, shown in Figure 13-2. The unit sells for US$1,399.95 and has 
eight separate level controls. 


Figure 13-2 
SpeakerCraft 
amplifier with 
eight outputs 
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Impedance Matching Volume Controls 


Piping audio toa room in your home is one thing. However, it’s more than likely 
you'll want to be able to turn it up or down. In order to make those changes, 
you'll want to install an impedance-matching volume control. These devices 
(like the one shown in Figure 13-3) are installed in the wall and control the 
volume from the speaker and present a constant load to the audio amplifier. 


Figure 13-3 
Impedance-matching 
volume control 


This means that when you add impedance-matching volume controls to your 
receiver, you will not damage the receiver when more than one pair of speakers 
is added. Most impedance-matching volume controls allow you to add up to 16 
pairs of speakers. We'll show you how to install an impedance-matching volume 
control in Chapter 14. 


WLR TSR OR AA KIO: 


As you add more speakers to your whole-home audio solution, expect the total volume to 
decrease. This is because the speakers all have to share the same signal, and with each pair 
of speakers added, the signal strength drops by half. 


Impedance-matching volume controls range in price from US$30 to US$100. 
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Video Components 


Video distribution requires different components than audio distribution. 
Where audio systems can simply split the signal and then manage it with an im- 
pedance-matching volume control, video systems can do so much more. When 
deciding what to do with your whole-house video solution, there are a number 
of components to consider. 


Distribution Systems 


Figure 13-4 

Video distribution 
system with 
two-source 
modulation 


When distributing video signals, the biggest factor to consider is the distance be- 
tween the video source and the room to which the signal will be piped. For 
simple signal distribution (that is, everyone watches the same thing on their tele- 
visions), a signal splitter or amplified signal splitter can be employed. 
Alternately, you can connect a modulator to your inputs before the signal is split. 
A modulator makes it possible to run several signals across the coax cable, then 
flip the channel on the destination television set to the predetermined channel, 
and everyone can watch different things in different rooms. We’ll explain modu- 
lators and splitters in more detail later in this chapter. 

Figuring out how all the components fit together for a video distribution 
system can be somewhat of a head scratcher. If you want a turnkey video distri- 
bution system, an all-in-one system that includes modulation of two signals 
(that is, the ability to select between two video sources) along with outputs to six 
zones is shown in Figure 13-4. It sells for US$159.99. 
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Modulators 


Most modulators built into VCRs, satellite receivers, and so forth only output to 
channel 3 or 4. As such, you cannot place this signal onto a line that already has a 
signal on channel 3 or 4. Further, the signals that come from these devices are 
usually “wider” than they should be, and these signals tend to spill over onto 
neighboring channels. This is why you sometimes are able to see your VCR 
signal (albeit faded, fuzzy, and distorted) on a neighboring channel. 

The cable company and broadcast stations are able to put signals on specific 
channels because they have devices called modulators. In order to distribute mul- 
tiple video signals across coax cabling, you will need to install an external 
modulator. 

For instance, if a VCR in the bedroom is connected to a modulator that sends 
the signal to channel 102, then when the VCR is playing, any TV in the house con- 
nected to the whole-home A/V system can tune in to channel 102 and watch the 
video. 

External modulators, like the one shown in Figure 13-5, can pipe video onto 
UHF and cable channels (the exact number of available channels will differ, de- 
pending on the modulator you purchase). External modulators aren’t cheap, 
however. The Theater 4202g 4-Input Modulator shown in Figure 13-5 sells for 
US$699.99. However, less expensive models can be purchased for as little as 
US$150. Price will also depend on how many channels your modulator serves. 


Figure [3-5 
External modulator 
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Modulators offer different options. Some features you’re likely to encounter 
when selecting a modulator include these: 


LJ The number of input and output channels (typically, modulators 
come in three- and four-channel systems, however single- and 
double-channel systems are available). 


L} The range of channel numbers. The Theater 42045g system, for 
example, allows you to use UHF channels 14 to 69 and CATV 
channels 54 to 94, and 100 to 125. 


J Stereo or mono audio outputs. 


_] Modulators can either be in-wall or freestanding units. In-wall units 
give a neater look to a room. 


How to Get a Stereo Signal...on a Budget 


Fora video signal with an accompanying stereo audio signal, a modulator 
designed for stereo applications must be used. Unfortunately, stereo capa- 
ble modulators are the pricier models. You can save some of this cost by 
utilizing your whole-house audio distribution system (assuming, of 


course, that you have one). 

To connect such a system, simply attach the stereo outputs from your 
source (DVD, VCR, etc.) into open inputs on your whole-home audio am- 
plifier. Then, when you want to watch television in stereo, simply use the 
source audio from your amplifier. 


Lowpass Filter 


When modulating a video signal onto a specific channel, you must select a chan- 
nel that does not already have a signal onit. In the event you cannot find an open 
channel, don’t worry. A lowpass filter (like the one shown in Figure 13-6) can be 
used to remove channels before adding your own signal. 

Lowpass filters eliminate frequencies above a certain level so that your chan- 
nel can be distributed throughout your video distribution system without 
interference from the cable company. Channels below the filter's rating will 
come through without any changes. Lowpass filters cost about US$29.99 and can 
be purchased for various channel ranges. 
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Figure 13-6 

A lowpass filter is 
installed inline from 
your video source. 


TIPS OF 


THE TRADE Lowpass Filters Aren’t Just for Removing Channels 

j There can be a lot of junk on your cable—junk that could interfere with 
your whole-home video signal. Lowpass filters also remove cable system 
noise, test, and monitoring signals from the cable company, and signals 
from cable modems. 

As a bonus, these filters prevent your modulated signals from travel- 
ing back down the cable and into your neighbors’ homes, or even 
traveling back up the rooftop antenna and being broadcast across the 
neighborhood. 


HAE OD 1) FTA 
In some cases, where the signal strength on existing channels to be blocked is too high, two 
filters connected in a series may be necessary to completely block the signal. 


Splitters and Combiners 


Signal splitters and combiners are, essentially, the same product (like the one 
shown in Figure 13-7). In fact, if you buy one, all you have to do to convert it from 
a splitter toa combiner is to flip it over and change the inputs and the outputs. 
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Figure 13-7 
Signal 
splitter /combiner 


Splitters and combiners make it possible to split a TV antenna or cable signal 
and send it to multiple end sources, or to combine multiple inputs into a single 
output. Splitters and combiners came in 2-, 3-,4-,6-, or 8-way configurations and 
cost between US$5.99 and US$19.99. 

Amplified splitters allow a signal to travel further across coax cable. As a 
rule, if you are sending a signal farther than about 50 feet, an amplified signal 
splitter should be used. 


Ute 3 UF Keeping Your Signal Clean 
If you have empty connectors on your splitter (for instance, you buy a 
4-way splitter, but only use three of the terminals), use a 75-ohm termina- 
tor on the unused signal output. Frequently, unterminated outputs cause 
a “herringbone” pattern to appear on some channels of the other televi- 
sion sets attached to it. 

These terminators cost US$6.99 for a 20 pack and screw on to coaxial 
outlets. 


Zones 


In Chapter 5, we talked about zones in relation to security systems. Just to con- 
fuse you, the word “zone” is also used in Smart Home entertainment systems. 
When discussing security systems, “zone” was used to describe various sensors 
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or devices connected to the system. When we talk about whole-home audio and 
video systems, “zone” is really meant to describe a room or area in your home 
served by a portion of your whole-home A/V system. 

For example, if you want to wire your family room and three bedrooms, your 
family room might be referred to as zone one, while the bedrooms will be re- 
ferred to as zones two through four. In this section, we'll talk about the different 
ways in which you can distribute A/V signals to your various zones. 


Single Source Distributed to Multiple Rooms 


The easiest and least expensive method is to send the signal from a single re- 
ceiver to multiple zones. The signals are input to the receiver from its various 
sources (VCR, DVD, CD player, satellite dish, and so forth). From there, the 
signal is sent to a signal splitter with built-in impedance-matching capabilities, 
then split off to the four zones. 


RE ROO GRILLE TEA CB 20910 7-41 
We’re only using four zones as an example. The number of zones possible will depend on 
the impedance-matching system you select and can certainly be more than four. 


The downside of this particular design is that, while each zone is connected, 
they all receive the same signal. It is possible to control the volume on the zone’s 
television set, but not change the channel or source of the audio. 


Multiple Zones, Multiple Sources 


To facilitate the need for different zones to receive different video or audio 
inputs, it is necessary to employ multiple amplifiers and receivers. Each ampli- 
fier or receiver is used for each zone. 

The amplifiers and receivers can be stacked together and the source inputs 
can be shared. The signals are sorted out and sent to the appropriate zone using a 
signal distributor. The volume and source for each zone can be controlled via a 
number of remote control options, which we'll discuss in Chapter 14. 

For example, if Jimmy in Zone 1 wants to listen to a CD, he turns on the CD 
player via an IR remote control. This sends a signal back to the A/V cabinet 
where the CD is activated and sent to the receiver that feeds Zone 1. Meanwhile, 
Jane (watching a movie in Zone 2 from the satellite dish) won’t be cut off because 
a different receiver is feeding a signal to her zone. 
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Purpose-Made Zone Systems 


A less costly alternative, assuming you only have two zones to feed, is an ampli- 
fier that has built-in capabilities for serving two separate zones. If you have more 
than two zones, another option is the NuVo Multi-Source/Multi-Zone system. 
This distribution system has the capacity to handle six sources and six zones. It 
contains built-in amplifiers and source distribution systems. This system costs 
US$2,094.95. 


Designing Your Distribution System 


When designing your audio and video distribution system, the ideal situation is 
to have a signal that is balanced between all zones. 

As a rule, RG-6 coax cable loses between 2 and 6dB per 100 feet. When you 
add a passive splitter or combiner, expect to lose between 4 and 6dB for each 
two-way splitter, and between 6 and 9dB at each four-way splitter. Add up the 
total of your coax cable run along with any splitters and combiners, and add am- 
plifiers inline if needed so that all your zones have the same signal strength. 

Additionally, it is a good idea to make sure your incoming signals are all bal- 
anced so they enter the amplifier with the same signal strength. This information 
can be approximated by examining the outputs from each of your devices. For 
example, if your DVD signal is piping in at 5dB and your cable line is coming in 
at 15d B, install a 10dB attenuator on your cable line prior to its connection to a 
modulator. 


Attenuator Pads 


Attenuator pads are a lot like resistors in electronics work. That is, they 
knock down the power of a signal. This helps not only balance your sig- 
nals, but it prevents so-called “hot” signals from overwhelming your 
system. Additionally, attenuators cut back the power so that, when modu- 
lated with other signals and amplified, they will not create extraneous 
noise. 

Attenuator pads are cheap, so don’t wince at buying them. They come 
in 3dB, 6dB, 10dB, and 20dB specifications for US$1.59 each at 
Smarthome.com. If you need (or expect to need) more than one, you can 
find mixed bags containing two of each specification for US$11.99. 
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Make sure your signals do not exceed the maximum output of your amplifier, 
or else noise will be introduced into the signal. Your output level can be calcu- 
lated by adding the amplifier gain (amplifier gain is the amount the device 
increases the amplitude of the signal relative to itself. That is, if the amplifier gets 
a 1-volt signal and the output is 5 volts, then the amp has provided a gain of 5 
times) to the input signal level. 

On long runs of cable, you should use a tilt compensator to bring the higher 
frequency signals into balance with the lower frequency signals. This shift 
occurs because high frequencies lose strength faster than low frequencies. Tilt 
compensators are US$19.99 devices that screw in to your video line and ensure 
that you're getting good image quality from both the high end of the frequency 
range and the low end. How do you know which signals reside where? Table 13-1 
shows which channels exist within which frequency. Each channel uses about 
6 MHz of bandwidth. 


TV/Cable Channel Frequency 
FM 88-108 MHz 
VHF 54-211 MHz 
Low-mid band (CATV channels 95-99) 90-115 MHz 
Mid band (CATV channels 14—22) 121-169 MHz 
Super band (CATV channels 23-36) 216-295 MHz 
Hyperband (CATV channels 37-64) 300-463 MHz 
UHF (Broadcast channels 14-69/CATV 65-140) 468-890 MHz 
Table 13-I 


Which Channels and Signals Use Which Frequencies 


Connecting Whole-House A/V 


Televisions, DVD players, and digital video recorders certainly make a 
whole-home A/V system utilitarian (not to mention cool), but the heart of the 
system isn’t what you see—it’s what you don’t see. Buried in the walls are runs 
of coaxial cable, feeding the various zones from a distribution system. 

In this example, we are connecting a four-zone system. That is, coaxial cable 
and speaker wire will be run from our A/V cabinet to the family room, the living 
room, and two bedrooms. We'll talk you through the installation of each compo- 
nent (the audio and the video). However, for best results, it’s a good idea to pull 
the audio and video cabling at the same time. This will reduce the severity of any 
headaches greatly. 
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A/V Cabinet 


Like the placement of a security system, your home audio and video system 
should be placed ina central location. Many people have A/V cabinets that con- 
tain all of their whole-home gear. This site will contain the stereos, the 
amplifiers, modulators, DVD players, cable boxes, and so forth. 

An A/V cabinet is a good way to keep all your components organized and 
makes the process of connecting more equipment much easier. Some Smart 
Home enthusiasts even buy special racks for equipment that pull out of the cabi- 
net and swivel around so that the rear of the equipment can be easily accessed. 


Fee] eT Sek SRW 2K HLL 
When selecting the site of your A/V cabinet, be sure to keep everything well ventilated and 
cool. All that equipment can get really hot, really quickly. 


Wiring 


Audio 


Figure 13-8 
RCA audio cables 


Audio and video infrastructure requires different types of wiring. They also re- 
quire different types of wiring at various points of installation in your Smart 
Home. This section explains the types of wiring you can expect to run into and 
how you can connect it appropriately. 


In your whole-home audio solution, you’re likely to use two types of cabling: 


LJ RCA audio cables These cables, shown in Figure 13-8, are used to 
connect components together. They connect to the back of your CD 
player, then to your amplifier, and so forth. They cost about US$2 for 
a three-foot length. 


—iW 
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L} Speaker cable Speaker wire is used to run through the house before 
terminating at a remote jack in another room. From there, either 
speaker wire or RCA audio cables (depending on your speaker) are 
used to connect the speakers to the wall jack. Speaker wire commonly 
comes in a range of sizes (commonly 10 to 22 gauge) with two- or 
four-wire configurations. 


HAE ODD SE ATER 


It is highly recommended that you buy four-conductor, in-wall speaker cable when 
running cable from room to room. This is for the sake of installation simplicity. 
Four-conductor wire contains enough wire to feed two speakers so you need only pull the 
cable once. Depending on the manufacturer, the price of the cabling (for the same 500-foot 
length) can be within US$20 or as much as US$100. However, it’s still less expensive and 
conducive to headaches than placing two runs of two-conductor cabling. 


Wiring comes in different thicknesses. Thicker cabling is better for longer 
runs and provides more fidelity. Table 13-2 tells the ideal run lengths for differ- 


ent wire gauges. 


Gauge Maximum Run Length 
16 Up to 50 feet 

14 50 to 100 feet 

12 100 to 200 feet 

10 Over 200 feet 

Table 13-2 


Wire Thickness and Maximum Length 


Audio Jacks 


There are three ways of connecting wire you'll encounter when connecting your 
whole-house audio system. Depending on your speaker types, you might find 
that one method or the other better suits your needs: 


LJ Banana jacks Banana connectors look like tiny bananas (hence the 
name) and plug into banana jacks. Figure 13-9 shows a banana jack. 
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Figure 13-9 


Banana jacks 
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LJ RCA jack RCA jacks are the jacks that are used to connect RCA 
cables. 


_] Bare wire The third option is an even more prevalent way to 
connect audio equipment (especially on speakers). Bare speaker wire 
can be inserted into the appropriate jacks on the back of audio 
equipment. The wire is held in place with clips or nuts. 


Audio Connection 
Follow these steps to connect your whole-home audio system: 


I. Measure the distance from your A/V cabinet to the termination site in 
each room. Add a few extra feet to the cabling to account for obstacles 
you might encounter. 


2. Run the cable to its destination through walls, ceilings, and so forth. 


If mounting the gang box to a wall that’s already been finished, locate 
where you want the terminal to be located and use the back of a 
low-voltage gang box as a template. Trace around the low-voltage gang 
box with a pencil. It’s best if this location is next to a wall stud so the 
gang box can be securely mounted. 


4. Using a Rotozip tool, cut out the area you just marked. 


If you are terminating your audio inputs to an area that hasn’t been 
finished, installation couldn’t be easier. Simply locate the low-voltage 
gang box where you want it to be placed and nail it to a wall stud. 
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Low-Voltage Gang Boxes 


You can use any type of gang box for your audio and video jacks. How- 
ever, consider buying low-voltage gang boxes, instead of high-voltage 
gang boxes. Where the high-voltage variety are usually colored blue and 
have a solid back, low-voltage gang boxes are a different color like orange 
and have no back. This is helpful, first, in the pulling of cabling—you 


don’t have to try and thread your cables through a knockout. Second, it 
tells people looking at the box (like a building inspector, for instance) that 
the wiring routed to that gang box is low voltage in nature. 


You can mount your gang boxes at any level you want, but a standard height for electrical 
outlets is the length of a hammer handle, as shown in Figure 13-10. If you're mounting 
audio and video terminals near the floor, keeping them at a hammer’s height is a good way 
to keep everything symmetrical. 


Figure 13-10 

Using a hammer 
handle to measure 
the height of a low- 
voltage gang box 
keeps all your outlets 
symmetrical. 
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Figure 13-II 
Connecting speaker 
wire to the jack 


TIPS OF 
THE TRADE 


Feed the speaker cable through a knockout hole or back of the gang box. 


Using wire strippers, strip both ends of the cable about three inches, 
then strip the individual wires back a third of an inch. 


8. Connect the end of the speaker cable to the jack you'll be using (either 
the banana or RCA type). This is shown in Figure 13-11. 


Customize Your Jacks 

You need not worry about filling your room up with all sorts of jacks, each 
serving a different purpose. Several companies—like Leviton, for exam- 
ple—sell kits that allow you to mix and match different jacks that will be 


used in a gang box. For instance, in Figure 13-12 we have a unit that allows 
three different types of jacks. The uppermost jack is a coax cable jack, 
while the lowermost jack is an RCA jack that we'll use for a subwoofer. In 
the middle, we’re going to place a telephone jack for the satellite decoder’s 
use. These units allow you a great level of customization when setting up 
your whole-house A/V system. 
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Figure 13-12 
Customizing your 
speaker jacks 


Attach the terminal to the wall and screw on a face plate. 


At the A/V cabinet, connect the wires to the appropriate outputs 
on your amplifier. It might be necessary to attach RCA or banana 
connectors to the wires, depending on the type of amplifier you’ve 
purchased. 


Video Connection 
Pulling coaxial cable should follow, quite similarly, the steps we followed when 
installing the security cabling. There are some unique steps for this particular 
project, however. To connect your coaxial cable infrastructure, follow these 


steps: 


Measure the distance from your A/V cabinet to the termination site in 
each room. Add a few extra feet to the cabling to account for obstacles 
you might encounter. 


Run the cable to its destination through walls, ceilings, and so forth. Be 
sure to try not to run these low-voltage wires along runs with high- 
voltage electrical wires where possible. This will reduce the chance of 
generating a hum on your line. 


If mounting the gang box to a wall that’s already been finished, locate 
where you want the terminal to be located and use the back of a low- 
voltage gang box as a template. Trace around the low-voltage gang box 
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Figure 13-13 
Connect the coax 
cable to the rear 
of the wall jack. 


with a pencil. It’s best if this location is next to a wall stud so the gang 
box can be securely mounted. 


Using a Rotozip tool, cut out the area you just marked. 


If you are terminating your audio inputs to an area that hasn’t been 
finished, simply locate the low-voltage gang box where you want it to 
be placed and nail it to a wall stud. 


Feed the coaxial cable through a knockout hole or the open back of the 
gang box. 


Using a coaxial cable stripper, strip both ends of the cable. 


Place an F connector on the stripped end of the cable by the A/V 
cabinet; then, using a crimp tool, crimp the connector to the cabling. 


Connect the end of the coaxial cable to the wall-mounted F-connector, 
as shown in Figure 13-13. 


10. Screw the connector to the wall and attach a face plate. 


Connect the end of the cable in the A/V cabinet to the distribution 
panel. 
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The Cost of a Coaxial Cable System 

There are a lot of little bits and pieces that can add up in price when com- 
puting how much you'll need to spend developing the infrastructure of 
your whole-home video system. First is the consideration of the cabling 
itself. 

If you use a single run of RG-6 cabling, 1,000 feet will cost about 
US$109.99. If you decide to future-proof or add an “outgoing” line froma 
room, it’s a good idea to use dual cable so you needn’t run the cabling 
twice. A spool of dual cable costs US$369.99. Other costs include these: 


LJ A package of 20 crimp-on connectors costs US$6.99. 
_} A crimp tool costs US$19.99. 

_} A coax cable stripper costs US$12.99 

_} Wall-mounted F-connectors cost US$5.99. 


The above steps assumed you would connect your cabling to a wall outlet, 
which makes for a nicer, neater appearance. However, if you want to save a 
couple dollars and don’t mind the cable poking out of the floor, just drill a hole in 
the floor, run the cable through the hole, and crimp on a connector. 

It is vitally important that you keep good records as to the lengths of various 
runs of coaxial cable. This is important because how you amplify a source signal 
will depend on how much cabling has been run. It works the other way, too, 
however. If most of your destination television sets are 200 feet away and you’ve 
installed an amplifier, the one or two televisions that are within 50 feet of the dis- 
tribution panel are going to be overamplified. As such, it’s a good idea to make 
good measurements of the cabling so you know how much signal needs to be 
pumped to each television set. 


Same Length Runs 


If the cable runs in your home are more or less the same distance from the distri- 
bution panel, you can use an inexpensive amplified splitter, like the one shown 
in Figure 13-14. 
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Figure 13-14 
Amplified splitter 


The splitter amplifies incoming signals, increasing the gain (in the 4-way 
model) by 8dB to each of its outputs, as compared to a 7dB loss in most 4-way 
splitters. The 8-way model provides a 4dB gain as compared to the 11dB loss ex- 
perienced by most 8-way splitters. 

The maximum range on these amplifiers is 200 feet for the 4-way model and 
100 feet for the 8-way model. The 4- and 8-way amplified splitters sell for 
US$99.99 or $114.99, respectively. 

Installation of the splitters requires the following steps: 


I. Using two screws, mount the amplifier to an easy-to-access location 
near an AC power receptacle. 

Connect the source signal (cable, antenna, DVD player, etc.) to CABLE IN. 
Connect modulator output to MOD IN. 

Connect OUTPUT jacks to distribute the signal to your zones. 


a eS 


Connect power supply using coaxial cable to DC12V INPUT. 


Different Length Runs 


The previous example explained how to connect a whole-house video system 
with an amplified splitter. However, it is more likely that your runs will be quite 
different in length. When connecting your system, expect to lose signal strength 
when the source is split (the more televisions it is branched off and split to, the 
more signal you will lose), and expect to lose signal strength as it travels across 
the coax cable. 
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TIPS OF a 
THE TRADE When and Where to Amplify a Signal 


Obviously, signals that are to travel on longer runs need more amplifica- 
tion than those traversing shorter runs. The common solution to this 
problem is to amplify a signal ahead of the splitter to get more strength. 
There are a couple of problems with this approach: 


LJ On short runs, the amplification will be too much for the 
system. You can tell when the signal is overamplified when the 
TV audio buzzes when white print appears on the screen. To 
ameliorate this problem, install signal strength attenuator pads 
on the line to reduce the signal strength. 


On long runs, the lower channels might look fine, but the higher 
channels are weak. This occurs when a signal amplifier increases 
the signal strength across all the channels, but coax cable 
attenuates the higher frequencies more than the lower channels. 
This problem can be fixed by installing a tilt compensator. 


Depending on how kicked-up you want your whole-home audio and video 
system to be, you might consider purchasing a distribution panel like the one 
shown in Figure 13-15. This particular model (with three inputs and eight out- 
puts) sells for US$299.99. A 3-input, 12-output model sells for US$339.99. 


Figure 13-15 
Preconfigured 
distribution panel 
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The panels are set up for both short and long runs. The panels have outputs 
for runs of 100, 200, and 300 feet. This solution is a good turnkey because it has al- 
ready been set up with amplification and tilt compensation already calculated 
and installed. 

Installation follows these steps: 


I. Install the panel surface mounted; or, using a Rotozip tool, cut a hole in 
the wall the size of the panel and flush mount it. The panel fits between 
two wall studs. 


2. Connect your input cabling to the appropriate inputs (DVD, cable, a 
modulated source, and so forth). 


3. Connect your destination cabling to the appropriate connections, being 
mindful of the distance between the panel and the destination television. 


We covered a lot of ground in this chapter in terms of connecting your Smart 
Home with whole-house audio and video. The preceding sections talked about 
the basics of whole-house entertainment systems, but there are still some ways 
in which you can add more functionality to your system, such as the use of 
volume controls and remote controls. If you’re ready, turn the page to Chapter 14 
where we'll cover these topics. 


TESTING 


1-2-3 


LJ 


= 


Did you add a few extra feet of length to your coax and stereo cable 
measurements? 


Did you amplify weaker signals? 
Did you use attenuator pads for stronger signals? 


Will you need a lowpass filter to get your modulated signals on a channel 
you want? 


Did you bring a favorite CD to the store when you tested your speakers? 
Does the music sound the way you want it to? 


Are your signal strengths the same in each zone? 
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Tools of the Trade 


Various screwdrivers 

Sheet metal screws 

Wire stripper 

Two-wire plus ground, 22-gauge cabling 
Two-wire, 14-gauge speaker cabling 
Connecting block 

Flush-mounted IR sensor 

IR emitters 


Impedance-matching volume control 


and if you stopped after pulling all that cabling, connecting all those 

components, and shelling out all that money, no one would blame you. But 
once completed, a whole-house audio and video system will add nothing but fun 
and functionality to your home. Now, you'll be able to watch television in your 
family room while your spouse listens to the stereo in the den, and while your son 
watches a DVD in his room. 

That’s all fine and good, but what happens if your spouse wants to skip ahead 
a couple songs on the CD? What happens when your son wants to turn off the 
DVD and watch a little MTV? With the system we installed in Chapter 13, you 
need to make all control changes at the A/V cabinet. Certainly, we can do better 
with our Smart Home. 

In this chapter, we'll talk about remote control options and how to manage 
volume controls in your rooms. Additionally, we’ll connect a bedroom to our 
whole-home A/V system, incorporating volume controls and an infrared (IR) 
remote control system. 


C onnecting your whole-home audio and video system is a huge undertaking 
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Remote Control Options 


X10 


Figure 14-1 
X10 to IR Line 


There are several ways to control your whole-home A/V system remotely. In this 
section, we'll explain those methods so you can decide which solution is best for 
your own particular system. Like other Smart Home projects, some are inexpen- 
sive (and somewhat limited in functionality) while others can be costly but 
provide great features. 


X10 can be used to manage your remote control needs. “But wait,” you say “X10 
is a signal run over the power lines. How is it going to help me turn the volume 
up on the stereo?” Using an X10-to-IR controller, X10 signals can be converted to 
IR signals. One such product, the X10 to IR Linc (shown in Figure 14-1) sells for 
USS119:99, 


The unit is located in your A/V cabinet and is plugged into an AC receptacle. 
When a signal is sent by an X10 remote control to your PC or X10 controller, you 
can change channels, turn up the volume, or accomplish any other feats made 
possible by remote control. 

There is an added bonus, however. What if you want your television to turn 
on and go to a particular channel the moment your garage door is opened? By 
using a Powerflash (this is an X10 device that connects to a sensor, causing other 
X10 devices to activate and deactivate) and connecting to a garage door sensor, 
simply set the appropriate codes on the X10 to IR Linc and you can have this 
functionality. 
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Additional modules can be added to the X10 to IR Linc to make the system 
even smarter: 


L] TV detector probe This unit tells the X10 to IR Linc whether your 


TV is on or off by sensing the RF signals commonly emitted by TVs. 
This would be useful if you’ve forgotten to turn off your television 
set at night, or if you suspect your son is watching TV after lights out. 


LED light sensor probe This probe is placed over the LED power 
indicator and can tell the X10 to IR Linc whether a given component is 
on or off. This would be useful, again, to indicate whether a component 
was left on. 


Video detector probe When plugged into an RCA video output 
jack, this sensor can detect whether a video signal is present. This 
can be used to tell your X10 system whether a system is already on 
or off so that the system need not send a repetitive command. 


ADR OED EVA WERK AMET 


An X10 Maxi-Controller is required for programming the X10 to IR Linc. The X10 
Maxi-Controller is a stand-alone X10 control unit used to manage all your X10 devices 
and—as a bonus—is used to program the X10 to IR Linc. This controller costs US$21.99. 


Wireless 


The simplest solution to deploy is also the least expensive. This method employs 
wireless radio frequency (RF) signals. The Powermid, shown in Figure 14-2, is one 
such product that allows you to control your equipment from remote locations. 


Figure 14-2 
Powermid wireless 
remote control system 


EB PowerRmp: 
POWERMID 
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The Powermid, which retails for US$52.99, consists of two pieces: a transmit- 
ter and a receiver. The transmitter is located in your remote location (for 
instance, a bedroom) and it picks up the signals from your remote control. The 
transmitter then sends those signals to the receiver (which can be located up to 
100 feet away). Finally, the receiver converts that signal back to an IR signal, 
passing it along to the desired component. The transmitter and receiver work 
through walls and floors, but you’re still limited by a 100-foot range. Additional 
transmitters and receivers can be purchased if you want to control equipment in 
more than one location, or if you want to control your home entertainment 
equipment from more than one zone. 


Coax Transmission 


Figure 14-3 
IR signal coax cable 
splitter /injector 


HEADS UP! 


The next option uses your coax cabling infrastructure (whether existing cabling 
or new runs youve just installed for your whole home A/V system) to send sig- 
nals back to your A/V equipment. This solution requires the purchase of an IR 
signal coax cable splitter/injector, IR receiver, and IR emitter. 

Installation is simple. Plug the IR signal coax cable splitter/injector (shown 
in Figure 14-3) inline with your coaxial cable, then plug an IR receiver into the IR 
jack. In the A/V cabinet, connect a second splitter/injector inline before the 
video distribution system. Finally, plug in the IR emitter to the splitter /injector 
and point it at the equipment. 


akek Wek (O28 


Some IR emitters can be affixed directly to the component to be managed via remote. 
This will make your remote control endeavors much more reliable. 


This method is more reliable than the RF transmitter solution. A complete 
package, like the Xtra Link 2, shown in Figure 14-4, costs US$79.99. This includes 
the requisite equipment for connecting one zone. However, the only require- 
ment is that your coax cabling has been laid out ina home-run fashion. If it is ina 
looped or daisy-chained configuration, this solution will not work. 
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Figure 14-4 

Xtra Link 2 contains 
all the components 
necessary for coax 


Y 


transmission. 
Hardwired 

The ideal solution is to install a hardwired system. This provides the most reli- 
ability, but it is also the most difficult to connect. This requires pulling cables 
through your walls to connect IR sensors (located in each zone) to a connecting 
block. This block is located in your A/V cabinet; then, IR emitters are connected 
between your components and the connecting block. A connecting block is 
shown in Figure 14-5. 

Figure 14-5 er 

A connecting block 


Connecting blocks can serve two to six zones and can emit signals for up to 10 
devices (100 if 10 units are daisy chained together). The cost for a connecting 
block varies, depending on its configuration, but a four-zone connecting block 
sells for US$179.95. This system provides the most flexibility and the best signal 
reliability. 


Connecting a Bedroom to A/V System 


Audio 


Finally, we’re going to connect another zone in our Smart Home to the whole- 
house A/V system. This connection will go beyond simply piping in the video 
and audio signals—it will also incorporate a volume control for the audio system 
along with a remote control system to change channels, skip the DVD ahead a 
chapter, and so forth. 


In Chapter 13, we explained how to connect your home for whole-house audio. It 
did the trick of connecting the appropriate wiring, but now you need a way to 
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manage the volume of the incoming signal. Impedance-matching volume controls 
make it possible to control many sets of speakers, if you so decide to set the system 
up in that way. For example, if you decide to install more than one set of speakers 
in a room (maybe you want surround sound), you can control all those speakers 
froma single volume control. Or, maybe you just want one volume control to regu- 
late the volume to the speakers in both the kitchen and the dining room. 


Volume Control 


For this phase of the project, we’re using a low-profile impedance-matching 
volume control, as shown in Figure 14-6. This unit retails for US$59.99. 


Figure 14-6 
Impedance-matching 
volume control 


The first step toward installation is to locate the unit in an accessible location. It’s 
good to locate the control somewhere close to entrances, exits, or light switches. 


TIPS OF 
THE TRADE Place with Other Low-Voltage Devices 


The volume control can be collocated in the same low-voltage gang boxes 
with other low-voltage controls, like keypads or IR remote control de- 
vices. However, do not mount volume controls in the same gang boxes as 
110-volt devices without a divider between the two parts of a multiple- 


gang box. This is to comply with electrical codes. 

The gang box manufacturer may say it is okay to install other devices 
alongside 110-volt devices—indeed, it might be partitioned for this very 
purpose. However, the issue is not one of electrical safety—it is one of 
sound quality. Neighboring 110-volt devices might cause buzzing or pop- 
ping sounds to be heard in your speakers. 


With this particular model of volume control, the next step is to calculate the 
proper impedance settings for the system and set the appropriate jumper on the 
device. The correct setting is determined by knowing the number of speaker pairs, 
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the speakers’ impedance, and the output impedance of the amplifier (which is 
found in your amplifier owner’s manual). Once you know these numbers, refer to 
the instruction sheet that accompanies the volume control unit to determine if the 
jumper is to be set to either the 2X, 4X, or 8X setting. For example, we’re installing a 
pair of 8-ohm speakers. As such, the correct jumper setting is 2X. 

On Once the unit has been set up for your particular use, the next step is to wire 
the room and install the volume control. Follow these steps (this process as- 
sumes whole-house audio has already been installed and that it is in an already 
finished home). 


I. If installing the volume control in a finished room, determine where 
you want the gang box to be located (be sure to place it next to a wall 
stud so it can be securely attached). Use a gang box as a template and 
trace around the box with a pencil. 


2. Using a Rotozip tool, cut out the drywall and mount the gang box to 
the wall stud. 


3. If installing the volume control in an unfinished room, simply locate 
where you want the controls to be placed and hammer or screw the 
gang box onto the wall stud. 


KA RESO EVEA 


When installing wiring (either high voltage or low voltage) within 1 1/4 inch from a wall 
stud, and drywall has not yet been hung, it’s a good idea to install a nail protector plate, 
like those shown in Figure 14-7. Nail protector plates prevent damage to wiring if, once the 
wall has been finished, someone drills or nails into the wall. 


Figure 14-7 ‘ \ -— 

Nail plates prevent gE 

wires from being ROD : x y a . 4 
damaged ok ey gs 
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“PRRRK ORIOLE 
Many building and fire codes require any in-wall cable to be CL-2, CL-3, or FT4 rated. 
These ratings apply to a cable’s sheathing characteristics. Check with your local building 
inspector before prewiring. 


Figure 14-8 

The 
impedance-matching 
volume control 
connects to a 
four-wire cable and 
two two-wire cables. 


7. 


Pull the speaker wire coming from the amplifier through the back of 
the gang box. (This assumes you've already wired a room with audio 
cabling. If not, flip back to Chapter 13 for more information about 
connecting audio cabling to your zones). 


Use a piece of masking tape to mark this wiring as “Input.” Jot down 
the color scheme you're using for the left channel and right channel, 
positive and negative leads. 


If you are using a home-run wiring scheme, each room’s cabling should 
run back to the A/V cabinet. 


Run two lengths of two-conductor speaker cable from the gang box 
to the corresponding left and right speakers (or speaker jacks). 


Mark the cable for left or right and for their polarities. 


Trim the cable, allowing enough to hang outside the gang box so 
it can connect the volume control. 


Strip 1/4 inch of insulation from each wire. Tightly twist the end of 
each wire until there are no loose threads. Before the volume control 
is connected, the wiring should look like that depicted in Figure 14-8. 
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12. 
Figure 14-9 
Connect the speaker 
wire to the holes on 
the connectors. 
13. 
14. 


Figure 14-10 
Attaching the 
connectors to the 
volume control 


Remove the two four-conductor plugs (connectors) from the volume 
control. Both plugs are marked L+ L- R- R+. One connector is for the 
amplifier output connections and the other for speaker connections. 


Insert the amplifier and speaker wires into each hole. Ensure the wires 
are connected to the appropriate connectors (left, right, positive, and 
negative). This is shown in Figure 14-9. 


Secure each wire by tightening the connector screws or soldering them 
in place. 


Plug the wired connectors into the volume control unit, as Figure 14-10 
shows. Ensure that the output from the amplifier is plugged into the 
amplifier side of the control, and the speakers are plugged into the 
speaker side of the control. 
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15. ‘Tuck excess cable inside the gang box and insert the volume control 
into the gang box. 


16. Secure the volume control with screws. 


17. Adda Decora-style face plate over the volume control. 


Dialing Up Your New Volume Control 

When you have two volume controls working in tandem (your newly in- 
stalled volume control as well as the volume control on the amplifier 
itself) you will undoubtedly run into problems with distortion. This 
occurs when the second volume control amplifies a signal that is already 
loud enough (or too loud). 

To fix the levels on your two volume controls, play sound or music 
through the stereo, keeping the volume at the amp turned all the way 
down. Next, turn the newly installed volume control all the way up. There 
should still be no sound (as the amp volume is turned all the way down). 
Slowly add volume at the amp until it is playing at about the loudest level 
you want. Then turn down volume on the wall. The volume setting on the 
amp is where you want to leave it. If you turn this up, then you will distort 
the sound coming out of the speakers. 


Video 


In this section, we’ll talk about connecting a remote control system to your 
whole-house video endeavors. Although we’ve included the remote control sec- 
tion along with video applications, this will work for any application that uses IR 
remote controls. That is, if your stereo system uses an IR remote control, you can 


set up the system to manage your stereo as well as your DVD player. 


Wiring Considerations 


Like audio connections, video can also be connected in home-run or loop config- 
urations. Ideally, you should connect your video system in a home-run fashion. 
This not only ensures system integrity (if one point in the system fails, other 
points will remain able to access the video signal), but it’s also helpful if you 
decide to connect a coax cable remote control system, since it relies on a 


home-run configuration for proper operation. 
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Figure 14-II 
IR sensor 


Remote Control 


For our Smart Home’s bedroom, in addition to the ability to manage the volume 
of the stereo (we have also connected the outputs from the entertainment system 
into the amplifier, so when watching a movie, we simply select the entertain- 
ment system as the audio source and we’re able to watch the movie in stereo), 
we're also making the system more intelligent by adding a remote control 
system. As you remember from the beginning of this chapter, there are four ways 
to control your whole-house A/V system: wireless (the cheapest and easiest), via 
coax cable (a little more expensive, but more reliable), via X10, or using a hard- 
wired system. 

In our Smart Home bedroom, we’ve decided to go witha hardwired system. 
It’s more expensive and requires more installation than the other methods, but it 
is more reliable and flexible. 

For this project, there are five components necessary: 


LJ Sensor This is located in the bedroom and converts the IR light 
from the remote control into an electrical signal. For this part of the 
project, we are using a wall-mounted IR sensor. There are other options 
for IR sensors, including table top sensors, sensors that fit in the door 
of a home entertainment cabinet, and some that are built in with 
volume controls. The model we’ve chosen (shown in Figure 14-11) 
sells for US$49.99. 


LL} Cabling We’re using two-conductor plus ground, shielded, 
22-gauge cabling (the sensor only needs three wires). This cabling 
connects the bedroom with the devices in the A/V cabinet and 
carries the signal from the IR sensor. A 1,000-foot spool of this 
cabling costs US$79.99. 
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LJ Connecting block This is a device that accepts all incoming signals 
and sends them to the appropriate IR emitters. When connected to 
the 12-volt DC power adapter, the connecting block will power the 
IR sensors throughout our whole-house A/V system. For this project, 
we are using a four-zone connecting block that sells for US$179.99. 
This block will accept inputs from four zones and output signals for 
up to ten devices. 


LL] IRemitter These devices plug into the connecting block and are 
either pointed at or affixed to the sensor window of A/V components. 
The IR emitter takes the electrical signal from the connecting block 
and converts it back into IR light. Even though they are affixed over 
the sensor window of your A/V components, you can still use your 
remote control at the source, as the emitter allows other IR signals to 
pass through. For this project, we are using a mini stick-on IR emitter 
that sells for US$5.99. 


LJ] Powersupply This provides the 12-volt DC power to run the 
connecting block. This unit costs US$12.95 and simply plugs into 
the connecting block, then an open AC wall receptacle. 


The hardest part of installing the hardwired IR remote system is placing 
wires. Again, if the thought of pulling even more wire makes you agitated, you 
might be better off pursuing another remote control option, like a wireless 
system or (if your coax cable has been home-run) a coax remote system. 


Jue 3 UE Pull All Your Cabling at Once 
Here’s a time when planning ahead will pay off for you in big rewards. If 
you decide to develop a whole-house A/V system and end up pulling 
coax cable, speaker cable, and cable for your IR remote control, it only 


makes sense to pull all your cabling at one time. 

Even if you’re not planning on installing whole-house audio, video, 
and hardwired IR remote capabilities, spending the money now on the ca- 
bling will make the whole procedure much, much easier in the long run. 


Cc. Follow these steps to connect your hardwired IR remote control system: 
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If installing in a finished room, locate where you want the low-voltage 
gang box to be located (be sure to place it next to a wall stud so it can be 
securely attached). Use a gang box as a template and trace around the 
box with a pencil. 


SOME k OME LO GV CLR 

Again, the preceding step assumes the use of a wall-mounted IR sensor. However, if the 
sensor was a tabletop device, it would be unnecessary to cut into the wall. Also, if you were 
to buy the all-in-one IR sensor and volume control unit, you could mount both devices into 
the same gang box. It all depends on what type of sensor you opt to use. 


2 


Using a Rotozip tool, cut out the drywall and mount the gang box to 
the wall stud. 


If installing in an unfinished room, simply locate the low-voltage gang 
box on a wall stud at the desired location and nail it in place. 


Mount the connecting block to your A/V cabinet using four sheetmetal 
screws. 


Measure the distance between your A/V cabinet and the location in the 
bedroom where the IR sensor will be mounted. Add a couple feet for 
good measure. 


Measure that amount of cabling and, using the techniques we’ve 
previously described, pull the cabling through the walls, floor, or 
ceiling to reach the newly installed gang box. 


OME MAOGVEN * haa a 
If you stick to inside walls, you're not as likely to run into insulation, which will make 
your cable pulls more difficult to perform. 


7. 


8. 


Pull the IR sensor wire coming from the wall into the back of the 
gang box. 


Strip a half inch of insulation from each of the wires of the IR cabling. 
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There are three terminals on the back of the IR sensor. Connect your wires 
to these terminals and be sure to jot down which color wire is connected to 
which terminal. For our project, we’ve made the following connections: 


V+ Red 
GND Ground wire 
SIG Black 


Make the same connections on the connecting block in the A/V cabinet. 
On our connecting block, there are terminals for + 12, GND, and IN. 
As such, we’ll connect the red wire to +12, the ground wire to the GND 
terminal, and the black wire to the IN terminal. 


Connect the IR emitters to the connecting block. These units plug into 
the 3.5mm mini monophone jacks on the connecting block. The particular 
connecting block we’re using allows the connection of ten emitters; 
however, our whole-house A/V system only has six devices, so there 

is room for four more components to be added. 


Point the emitters at the A/V equipment. For best results, use the 
supplied adhesive tape to affix the emitters to the sensor windows 
on your components. 


When everything is connected, plug the AC adapter into an open wall recep- 
tacle and test the system. You should be able to change channels instantly with 
virtually no delay between your remote control and the desired changes. 


TE TO a We LOK LD 

IR sensors can be tricked by stray IR light coming from fluorescent light fixtures, sunlight, and 
plasma-screen televisions and monitors. This problem can be ameliorated by experimenting 
with the location and placement of your IR sensors. 


Connecting a whole-house A/V system can be an inexpensive project, with 
no wiring beyond plugging a couple wireless devices into the wall. However, 
you'll garner better results with systems that use more complex wiring connec- 
tions. In this chapter, we talked about how to connect an IR remote control 
system using a hardwired configuration. This is by no means the only way to do 
it. It’s best if you examine your own needs, wants, and resources and consider 
which of the four remote control options is best for you. 
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TESTING 


1-2-3 


= 


= 


= 


Is your wiring connected to the appropriate terminals on the speakers, 
volume controls, and amplifiers? 


Is your wiring connected to the appropriate terminals on your IR sensors 
and connection blocks? 


Did you measure the length of speaker and IR sensor wire, then add a 
couple feet for your final measurement? 


Does your cabling meet local codes for in-wall use? 


Are your IR emitters close (or better yet attached) to the components they 
will control? 
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Working and Playing 
Together: The 
Smart Home Way 


Tools of the Trade 
PC U) 
HomeSeer software 
Webcam 
X10 controller 
Web-Link II software (a) 


about how to set up various X10 devices to manage sundry aspects of your 

Smart Home. These pieces all work fine and dandy on their own, but to get real 
whole-home integration of our X10 gadgetry, we need some way to get everything to 
work and play together. 

Enter the X10 controller. 

We talked about these devices briefly in Chapter 4. Now, however, it’s time to 
roll up our sleeves and see how we can use a home computer to do all the heavy 
lifting. To demonstrate X10 Smart Home functionality, we’ll use HomeSeer, X10 
management software from HomeSeer Technologies. We don’t have the space to 
go into all the facets and features of this software, but we’ll take a look at how 
to get started. 


( )e the past several chapters, we’ve thrown a lot of information at you 
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Setting Up the Computer 


HEADS UPI 


There are two components involved when using a computer to manage X10 de- 
vices. First, it is necessary to have the requisite computer and X10 controlling 
hardware. Second, there needs to be software that will be used for programming 
your various events. Think of it this way: The software is the interface between 
yourself and the computer, and the X10 controller is the interface between the 
computer and your X10 devices. 

In this section, we'll talk about what hardware is necessary for using the 
HomeSeer application, and then we’ll talk about how you can use HomeSeer to 
get set up and use your Smart Home’s X10 devices. 


AOSWAD § & SO HEV Vek & SEMA 

Like so many other pieces of software, there are several X10 controller applications for the 

PC, but few for the Macintosh. However, if you are using a Macintosh (or would prefer to 
use a Macintosh), you aren't totally left out in the cold. Thinking Home for the Macintosh 
sells for US$38.95 and can be used to manage an X10 controller via your Mac. 


Hardware 


You'll need a couple pieces of hardware in order to tell your X10 devices what to 
do: a computer and an X10 controller. The computer is the brains of your Smart 
Home scheduling, while the X10 controller takes those commands and issues 
them to your X10 devices. 


Computer Requirements 


Ensure that whatever X10 control software you purchase will work with your 
particular computer and operating system. HomeSeer, for example, runs under 
Windows XP/2000/NT4/ME or 98. HomeSeer does not, however, work on ear- 
lier versions like Windows 95, 3.1, or DOS. If you intend to add the voice 
recognition feature (something we won’t be covering in this chapter), you should 
have at least a 300-MHz system. 

To view your devices and events online, it is necessary to have a web browser 
installed, and you must have TCP/IP installed. To utilize HomeSeer’s e-mail 
features, you need to have installed a MAPI-compliant e-mail application, like 
Outlook or Outlook Express. You also need Internet access. 


Working and Playing Together: The Smart Home Way 299 


USB X10 Controller 


An X10 controller, which we talked about in Chapter 4, is the interface between 
your computer and your X10 devices. The controller plugs into your computer 
(usually with a serial or universal serial bus (USB) connection), then plugs into 
an open AC receptacle that is not part of a power strip. When commands are 
issued by the computer, they are sent to the controller, which translates them into 
X10 signals. Also, when the X10 controller “hears” X10 signals on your home’s 
wiring system, it translates those commands and sends them back to the com- 
puter where requisite action is taken. 


Use a Separate Module If You Want 
to Turn Off Your Computer 


Even though our X10 control solution utilizes a computer that is left on all 
the time, if you’d rather not leave your computer on, you can buy the X10 
CM11A Activehome Computer Interface. This is an X10 controller that 
connects to your computer’s serial port and wall outlet. Once you've es- 
tablished your overall X10 program, all your X10 commands are 
downloaded into this module. 

This allows you to turn off your computer, yet still maintain a complex 
schedule of device and event interactions. The downside of this module, 
however, is that if you want to employ any web functionality (such as con- 
trol via the Internet), it is not possible using a CM11A unit. This device and 
its software sell for US$44.99. 

It is possible to use HomeSeer to program a CM11A Activehome Com- 
puter Interface. However, that functionality does not come bundled with 
the core HomeSeer software and requires the purchase of an additional 
add-on module. 


Software 

Like other titles, HomeSeer allows you to test out its functions before plunking 

down your US$149.95. HomeSeer allows a 30-day trial period. By all means, 

whatever X10 management application you choose, make full use of the trial pe- 

riods to ensure that the application has all the features you want and need. 
You can download a 30-day trial of HomeSeer from www.homeseer.com/ 

downloads. The file is about 62MB, so if you’re downloading using a modem, 

expect it to take a little while. 
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Configuration 


Once you’ve downloaded the software from HomeSeer (or purchased the appli- 
cation on CD-ROM), it is next necessary to install it. 


I. Double click on the setuphs_full.exe application and follow the 
onscreen commands for installation and setup. 


2. When the application is installed, double-click the newly created 
HomeSeer icon. If you’ve installed the application using default 
values, there will be an icon on your desktop. 


3. When the application starts, you will be asked to either enter an unlock 
code (the code came with your software if you purchased it) or click 
Run As Trial if you are testing the software. If you elect to run the 
software as a trial, you will have 30 days before it requires an unlock 
code to work again. 


4. Next, a list of wizards appears. This allows you to set up various 
features of HomeSeer without having to go through the applications 
menu system. Wizards include the following: 


_1 Telling HomeSeer what X10 interface you’re using 
_J Telling HomeSeer what X10 devices you have 


1 Setting up a web server 


_J Creating schedules 


You can use the wizards to manage these and other features. However, we'll 
explain how to set up devices and events without using the wizards. 


X10 Interface You might have needed to install software when installing your 
X10 controller, but HomeSeer still needs to know what type of interface you’re 
using. 

To do so, follow View | Options and then click the Interface tab. This is 
shown in Figure 15-1. 

Since we are using a PowerLinc USB controller, we’ve selected it from the 
pull-down menu. Once you’ve made your selection, click OK. 


Sunrise and Sunset There are times at which you might want to activate and 
deactivate X10 devices based on sunrise and sunset. For example, you might 
want exterior lighting to come on at dusk and remain on for a couple hours 
before turning off. Naturally, your computer will not instinctively know when 
the sun is rising and setting. As such, you must tell the computer where you live, 
and it can compute the settings from there. 
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Figure 15-1 

Setting up your X10 
controller to work 
with HomeSeer 


2 MINUTES 


Figure 15-2 

Selecting your 
geographical location 
to establish sunrise 
and sunset times 


Options 


General] Sunrise/Sunset | TVMVideo GameTimer| EMAIL Setup] Web Server Device Types | 
Text to Speech (TTS) Interfaces | Voice Recognition | Power Fail 


X10 Interface Infrared Interface 


Device: Device: 


Is martHome PowerLinc USBI [None i 
COM Port: COM Port/LPT Port: 


[None | 


RF1/0.Security.Custom Interface Napco 


Select device to add: System Type: 


= None ] 
Active Interfaces: 


alicense | 
_Settips | Setup ... 
_Bernove! | 


With HomeSeer, sunrise and sunset can be calculated by following these steps: 


Follow View | Options and then click the Sunrise /Sunset tab. 


2. Select your location from the drop-down list (shown in Figure 15-2) and 


3. 


click OK. 


Options 


Text to Speech (TTS}| Interfaces] Voice Recognition | Power Fail] 


General Sunrise/Sunset | TV/Video GameTimer| EMAIL Setup] Web Server] Device Types | 


Enter Longitude and Latitude for your location 


Longitude: 
93.10 
Latitude: 


44.95 


Pick Location: 


fst Paul Minnesota,93. 1044.95 ¥ 


St. Paul Minnesota.93,10.44 Sf 
Gulfport Mississippi,89, 10,30. 


Suns aa PM Jackson.Mississippi,90.18,32.30 


Suntise: [550 AM 


If your location is not listed, or you want even finer precision on your 


location, you can enter your longitude and latitude. The values are 
entered as positive values east of longitude 0 and negative west of 


longitude 0. 


4. Click the Calculate button if you entered longitude and latitude values. 
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Figure 15-3 
The e-mail 
configuration 
dialog box 


Setting Up E-mail Many X10 control applications allow you to manage your 
devices remotely via e-mail. HomeSeer allows this functionality, but it must first 
be set up to allow e-mail operation. To enable HomeSeer to use e-mail, first open 
the e-mail dialog box (shown in Figure 15-3) by following View | Options, click 
the Email tab, and then complete these steps: 


Options 


Text to Speech (1Ts}| Interfaces | Voice Recognition | Power Fail| 
General] Sunrise/Sunset | TVNideo GameTime: EMAIL Setup | Web Server| Device Types | 


Message [sending} 


Default Subject: 
[HomeSeer Event [ Use MAPI to handle email 


T Check for mail every |10 minutes 


Doles Meerea EMAIL notifications are sent to this address: 


henry@lemmeknow.com 


SMTP Server (sending) POP Server (Receiving) 
SMTP Server: POP Server: 


‘Your EMAIL address: Usemame: 
Juser@HomeSeer 
Username: Password: Password: 


If you are using a MAPI-compatible e-mail client (like Outlook), check the 
check box Use MAPI to handle e-mail. This is necessary because it tells 
HomeSeer to use incoming e-mail as event triggers. 

Check the check box for “Check for mail every # minutes,” then enter the 
number of minutes between times HomeSeer will check for new e-mail. 


Commands Might Not Be Executed Immediately 


It would seem that setting up your MAPI client to check for e-mail would be 
sufficient to get the job done. Not so. HomeSeer only asks the MAPI inter- 
face for any new mail and does not check the mail server at your Internet 
service provider. That is, your e-mail client checks for new e-mail with your 
ISP and HomeSeer checks with your e-mail client. It is necessary to set up 


your e-mail client to actually check with your ISP for new e-mail. 

Because you have to instruct HomeSeer to check for new messages with 
your e-mail client at predetermined periods of time (60 minutes, 30 minutes, 
15 minutes, 10 minutes, or whatever you choose), when you send an e-mail 
command, the system might not pick up the e-mail for several more minutes. 
As such, e-mail control is not ideal for issuing emergency commands. 
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(sian If you want to check and send e-mail using your ISP’s POP and SMTP e-mail 
servers (for instance, if you want an e-mail notification if an event is triggered), it 
is necessary to enter the information shown in Table 15-1. 


Setting 


Description 


SMITP Server 


The name of your ISP’s outgoing mail server, usually something 
like mailout.joesisp.com or smtp.joesisp.com. 


Your e-mail address 


The e-mail address you want to appear in the From field of your 
outgoing HomeSeer e-mails. 


E-mail notifications are sent to 
this address 


The e-mail address where you want notifications sent. For example, 
if you want to receive e-mail notices at your work, enter your work 
e-mail address. 


Default subject 


The subject line you would like to appear in the subject line of all 
e-mail notifications. 


Default message 


HomeSeer can send a standard message with any e-mail 
notifications that are generated, and this is where you enter it. 
Be aware, however, that depending on what event is triggered, 
different text will be included with the e-mail so that the events 
can be kept separate. 


POP server 


Your ISP’s POP server address. 


Username/ Profile name 


The username you use to access your ISP’s POP server. 


Password 


The password you use to access your ISP’s POP server. 


Use MAPI to handle mail 


HomeSeer can be configured to handle all your e-mail and allow 
you to read your e-mail remotely. 


Check for mail every # minutes 


Table I5-I 


Check this box and enter a value to tell HomeSeer how often it 
should check your e-mail client for new e-mail. 


Properties for Setting Up E-mail Reception 


Figure 15-4 shows a completed e-mail configuration. 

The aforementioned procedure was used to set up HomeSeer to interface 
with your e-mail system. Later in this chapter, we’ll show you how to draft 
e-mail messages for remote control of your X10 system. 
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Figure 15-4 Options 
Completed e-mail ; ~ 
fiouration Text to Speech (1Ts}| Interfaces Voice Recognition | Power Fail| 
contig, General] Sunrise/Sunset | TVNideo GameTime: EMAIL Setup | Web Server| Device Types | 


Message [sending} 
Default Subject: 
{H jomeSeer Event 


Default Message: 


Something happened... 


SMTP Server (sending) 
SMTP Server: 


smtp.lemmeknow.com 
‘Your EMAIL address: 


user@HomeSeer 


Iv Check for mail every |10 minutes 
[ Use MAPI to handle email 


EMAIL notifications are sent to this address: 


Jhenty@lemmeknow.com 


POP Server (Receiving) 
POP Server: 


pop. lemmeknow.com 


Usemame: 


[ery 


Username: Password: Password: 


feng 


Managing Devices 


One of the great things about X10 is its flexibility. The system can easily be added 
to, and you can move a module from the living room to the bedroom with little 
hassle. Since it’s so easy to manipulate components here and there, it is necessary 
to have that same flexibility with your X10 management software. HomeSeer 
allows the addition and management of X10 devices quite simply. 


Adding Devices 


Adding devices to your HomeSeer program is accomplished either from the 
toolbar or by right-clicking in the Devices pane. The device can be managed or 
deleted by right-clicking on the device and selecting your choice from the con- 
text menu. To create a new X10 device, follow these steps: 


I. From the main window, click on Devices located in the Views pane. 
This will show a list of all your added devices in the top pane. 


2. Click on the Light Bulb icon in the toolbar (or right-click in the Devices 
pane, then select Add Device from the context menu). 


3. Anew dialog box (shown in Figure 15-5) will appear. Enter a name for 
this device—for example, a lamp. 


4. Type in the location of this device. You can either select a location from 
a list you've already created, or type in a new one. 
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Figure 15-5 
Adding a new device 


%: Device Properties 


Device Name: Device Location: 


Unknown 


Device Type: l No logging 

Lamp Module [~ Hide device from views 
Include in power fail recovery 
[ Voice Command | Confirm 


Address 


* Devices over 16 are virtual 


Device Type Overrides 
[ Switch/LampLinc Options | [~ Status Only 


IV Device can be dimmed 
~ Status Response ~ Dim Type - —__—_—_——— 


Device Suppoite Status (@ Standard Dim 
Response © Preset Dim 


Check | C Leviton Dim 
Cancel Help 


Select the device type, using the drop-down box to use an already 
created device type. 


SRBC ees A OKA 

Selecting a device type will automatically set the check boxes appropriate for this type of 
device: Device can be dimmed, Dim Type, and Device supports status response. If there 
isn’t a device type that matches your device, pick the closest match and then check or 
uncheck the appropriate boxes. You can create your own device types from the Options 
dialog box. This can be brought up by following View | Options and then clicking the 


Device Types tab. 


6. Enter the X10 code for the new device. This code is the House and Unit 


8. 


codes that are set by rotating the small dials on your X10 devices. 


If this device is a SwitchLinc, Compose, or LampLinc device, the 
default on brightness level and the ramp-up brightness rate can be 
established by clicking the Options button. 


You can hide the device from being viewed on your web site by checking 
the Hide Device From Views check box. This is useful to prevent those 
logging on to your HomeSeer web site as a guest from seeing a particular 
device and its status. The device can be hidden from the Windows 
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application by clearing the Show All Devices check box from the 
View menu. 


9. The Include In Power Fail Recovery Tests selection tells HomeSeer 
to set this device to its proper state when coming back from a power 
failure. Note, however, that the power failure recovery feature must 
be enabled in the Options window. 


10. The Voice Command check box should be checked if you want to be 
able to control this device via voice commands. Check the Confirm 
check box, as HomeSeer will double-check to make sure. 


Views 


When using HomeSeer, you’re looking mainly at two different things: devices 
and events. Devices are, as the name suggests, the individual X10 modules and 
devices scattered throughout your Smart Home. Events are the programs you 
write to activate when something happens. In HomeSeer, you look at your de- 
vices and events using views. 


Device 


The Device view (shown in Figure 15-6) allows you to quickly check the status of 
your various X10 devices, letting you check their states: 


LJ On 
LJ Off 


Figure 15-6 GI " HomeSear its Documents anal Settings\Robert Eleanpetar\Deskian ereemarihomefie: xml) 
The Device view 0 Ip 
pow 6 *OVYEHS ON & 
Locations {al Locations x] 


Devices 


® Unknown ivi Table lamp Lamp Module 

® Unknown Motion sensor Motion Sensor 
22°USP:2? M:2? F:22.. Thermostat RCS TX158 Thermostat 

® Unknown Lights Lamp Module 

® Unknown Motion sensor Mation Sensor 

® Unknown Front door Keypad 

® Unknown Main lights Leviton 6381 


< 


Events for device: Living room Table lamp 
Trigges 
Table lamp-1 832 PM (0:15 hr/min before Sunset) Everyday 
Motion sensor-1 Condition Time is after sunset Everyday On 
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Figure [5-7 
Viewing devices 
by location 


Your devices can be sorted by clicking the titles of the columns, and you can 
also limit the devices shown to a particular area. Beneath the menu bar is a 
drop-down list of all your Smart Home’s locations. Pull down the list, as shown 
in Figure 15-7, and select a particular room. The display will generate a list of all 
X10 devices in that room and their status. If you want to view all your X10 de- 
vices, simply select All Locations. 


a HomeSeer (C:\Documents and Settings\Robert ElsenpeterWesktop\mysmarthomefile.xml) 
File Edit View Tools Help 


D@e 6G FOVAS ON & 


Locations [Entryway ~ 


All Locations 


Living room 


You can check the events associated with a particular device by right-clicking 
in the Devices pane. This will call up a context menu, on which you select Show 
Events. Now, the Devices pane will be split into two panes. The top pane shows 
your devices, while the bottom pane shows all the events associated with that 
device. This pane can be hidden by right-clicking in the Events pane and selecting 
Hide Events from the resulting context menu. 


HIDOMA SE “Ps Ts AO 


To make the Devices list easier to read, you can customize it by dragging the column 
headers to locations you choose. Simply click on the header and drag it to the new location. 


Event 


The other way to view your HomeSeer system is by event. This view, shown in 
Figure 15-8, displays a list of all your configured events. Click on an event and all 
the devices associated with that event will be listed in the bottom pane. In the 
bottom pane, you can right-click on a device and, from the resulting context 
menu, edit its properties, delete it, edit its action, or add another device. 
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Figure 15-8 
The Events view 


4 HomeSeer (C:\Documents and Settings\Robert Elsenpeter Desktop\mysmarthomefile.xml) 
File Edit View Tools Help 


0®e 6 FOVAS ON «a 
Groups |All Groups ~ 


My 


Devices 


v_[s JE [Name Trigger Events Scripts [IR Command 
Table lamp-1 8:32 PM (0:15 hi/min.. 
RCS Receive | X10 Command | Any A... te2_bl Sb, then("StaDe.. 
Motion sensor-1 Condition Time is after .. 


Device Actions for event: Motion sensor-1 


Motion sensor 
Table lamp 


Managing Events 
Using X10 control software, there are two ways in which you can manage your 
X10 devices. You can establish an event to trigger the action of a single device, or 
you can configure events that trigger multiple devices. 


Events for Single Devices 


To set up an event for a single device in HomeSeer, follow these steps: 


I. 
2. 


In the View pane, click the Devices icon. 
Click the device for which you wish to create an event. 


If there are any other events for this device, they will be displayed in 
the lower pane. 


Click the Add Event icon (it looks like a little clock), or right-click in the 
Events pane and select Add Event. 


A new event will appear in the Events pane. Its name will be the same 
as the device it controls. 


Right-click the new event and select Event Properties to edit its trigger 
and global actions. By default, the trigger will be set to manual and the 
only way to cause the X10 device to activate is by selecting Execute 
Now after clicking the event name. The Event Properties dialog box is 
shown in Figure 15-9. 
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Figure 15-9 
Event Properties 
dialog box 


#} Event Properties (Main lights-1) 


Device Selection 
Available Devices: 287 those obvites fo sabscted davites 


Main lights New Device... 
2 


Front deor 
Motion sensor 


[~ Smart Group 
Motion sensor 1 comet 
Thermostat 


Selected Devices: 


Location Name | Delay 
Bedroom Main fights 


< 


Global x10 


NoX10 Command A 


You can manage all aspects of the event by clicking on these tabs and manag- 
ing the settings found within. The tabs include the following: 


] 
Ly 


= 


i) 


Trigger Establishes what must happen for an event to be triggered. 


Device Actions Establishes what your device(s) will do once they 
are triggered. 


App/Sound/Email Allows you to launch an application, play 
a sound file, or send an e-mail when an event is triggered. 


Scripts/Speech When an event is triggered, a script can be run or 
a message spoken by the computer. 


Dialup Connection Tells the system how it connects to the Internet. 


Events for Multiple Devices 


To set up events that use multiple devices, follow these steps: 


I. 
2. 


In the View pane, click on Events. 


Click the Add Event button, or right-click on the Event List pane and 
select Add Event from the context menu. 


The Event Properties dialog box appears and the event will be titled as 
UnNamed. Enter a name for this event. 


Select the Device Actions tab. 
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5. From the upper pane, select the device you wish to control and drag it 
to the lower pane. 


HO SEWERS & eee 

If you want to control a device that is not on the list, click the Add Device button and you 
will be able to set up and manage the new device. Once the device has been set up, it will be 
added to the list of devices. Devices can also be managed from this view by double -clicking 


the device. 
6. Adelay for the action on your X10 device can be added. Double-click 

the device in the Selected Devices pane. In the Actions dialog box 
(shown in Figure 15-10), set the action for the device (On, Off, and so 
forth) and then select a time delay offset. The offset ranges between 1 
second and 24 hours. Each device in the event can have its own unique 
delay time. 

Figure 15-10 @@ Device Command: Main lights (Bedroom) 

Use this dialog box Aono 

to establish a delay 


for the activation/ 


Z a Time Dela: 
deactivation of Y) 


X10 devices. i, — 50 | % Hours Minutes Seconds 
Display 
Set status text to: 
Cancel | Help | 
7. Select the Trigger tab to set a trigger for this event. 
Triggers 


Triggers are what tell the computer to cause an X10 device to perform a particu- 
lar action. There are a number of triggers in HomeSeer: 


An absolute time and/or date At Sunrise At Sunset 


By X10 command By condition By e-mail received 
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Ata specific interval of time By a voice By an infrared match 

(recurring) command 

By a change in status of a device By a change in Security panel event 
value of a device 

Forced to execute from the Manually From a plug-in 

web page 


Triggers are edited by right-clicking an event, then selecting Event Prop- 
erties. Next, select the type of trigger you want from the drop-down box named 
Type. The current trigger settings are shown. The following explains some of the 
different ways triggers can be managed. 


Manual If youelect for an event not to have a trigger, select the manual trigger. 
This is a trigger used when devices and events are used as part of a macro. A 
macro is the activation of a series of devices, triggered simultaneously. For in- 
stance, if you have several lights and the stereo turn on when a specific event 
occurs, that series of devices is activated as part of a macro. They can be triggered 
from other events, or from the Run button on the Events web page. 


Event Events can be triggered at given times or time spans. For example, you 
could set a trigger for a specific time of day (maybe you want your stereo to turn 
on every day at 5:26 p.m., right as you pull into the driveway). You can also set 
events to run at predetermined intervals—five minutes, ten minutes, half hour, 
hour, and so forth. 


X10 Another trigger is based on X10 commands. HomeSeer listens to all the 
X10 commands that are coursing though your home’s wiring system. When a 
particular command is seen, an event can be triggered. For example, if you have 
a door sensor connected to a Powerflash (this is that X10 device that connects toa 
sensor, causing other X10 devices to activate and deactivate) and its code set to 
G12, when the door opens, the Powerflash would send a signal to G12. However, 
you need not have any devices set to respond to G12. Rather, you could have 
HomeSeer set up to monitor for a G12 signal. When it hears that signal (i.e., the 
door opens), you could automatically set the lights to come on and the stereo to 
turn on. 


Condition Conditions give you a great deal of flexibility when determining 
when an event should trigger. You can establish as many conditions as you like 
on a trigger. The event will only trigger when all of the conditions are true. 
For instance, continuing the example from the previous section, you might 
not want the stereo and lights to come on every time the door is opened. As such, 
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the conditions before a specific time and after a specific time can be used to 
manage when the lights and stereo are to come on. If you get home from work 
about 5:30 p.m. each day, you can set up the condition so the lights and music 
only come on when the door is opened and itis after 5:15 p.m., but before 5:45 p.m. 
(this gives you a little wiggle room if you make it home a littler earlier or a little 
later.) 
The following are some time conditions available in HomeSeer: 
_} An absolute time value 
Before a specific time 
After a specific time 
Anytime before sunset 
Anytime after sunset 
Anytime before sunrise 
Anytime after sunrise 
Minutes before sunset 
Minutes after sunset 
Minutes before sunrise 
Minutes after sunrise 


Day time (after sunrise but before sunset) 


a ee 


Night time (after sunset but before sunrise) 
The following are device conditions used in HomeSeer: 


1 Whether the device is ON 

J Whether the device is OFF 

_] Whether the device has been ON for a specified amount of time 
1 Whether the device has been OFF for a specified amount of time 
L] 


Whether a device has just changed its status (supports On, Off, Dim, 
Bright, or ANY) 


1 The device has been ON for at least a particular amount of time 
(keeps triggering after specified time as elapsed) 


_] The device has been OFF for at least a particular amount of time 
(keeps triggering after specified time as elapsed) 
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E-mail 


S MINUTES 


Figure I5-II 
Entering the e-mail 
address that will 
be honored when 
commands are sent 
via e-mail 


E-mail Reception You can also set events to trigger with the reception of 
e-mail. In the Trigger dialog box, select E-mail reception, then enter the address 
of the person for which you want HomeSeer to check. For example, if you only 
want HomeSeer to respond to requests from you when you’ re at work, and your 
work e-mail address is me@mywork.com, enter this address in the box. How- 
ever, if you don’t care who is able to issue commands to your system, you can 
enable any incoming e-mail (properly formatted, of course) to trigger events. If 
you want HomeSeer to respond to commands sent by anyone, check the All Ad- 
dresses check box. 


In the previous section, we explained how HomeSeer can respond to incoming 
e-mails to take action. Based on the subject line in an incoming e-mail, an X10 
command can be sent by House and Unit Code, by the device name, or to force 
the trigger of an event. 

The command must be listed in the subject line of the e-mail message. To set 
up HomeSeer to receive e-mail commands, follow these steps: 


I. Configure a new event and set its trigger to e-mail reception. 


2. On the e-mail from field, set the address to the address authorized 
to submit commands, shown in Figure 15-11. 


#* Event Properties (UnNamed) 


Dial-up Connection | 


Trigger | Device Actions | App/Sound/E mail | Scripts/Speech | Run Events | 


Description Voice Command 


Event Name: 
UnNamed : . 
Enable: Edit 


Type: Group: Disabled Y 
|EMAIL Reception i [Default >| [~ Confirm 


Trigger if email is received from the given address Attributes 
EMAIL from: Disable this trigger [ Delete after trigger 


henry@lemmeknow.com I Apply Conditions | to tigger 


[” Web page guests can trigger 


| All addresses I~ Do not log this event 


Tl Include in power fail recovery 
[Do not re-trigger within minute 
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3. No actions are necessary to be set, as you'll be issuing commands via 
e-mail. 


(tans Once HomeSeer is configured to accept e-mail commands, you must draft 
your e-mail messages properly. Follow these steps: 


I. Enter your home e-mail address (assuming, of course, your HomeSeer 
unit will be monitoring home e-mail accounts). 


2. Enter the commands into the subject line of your e-mail. (The commands 
are not case sensitive, so don’t fret about making sure everything is 
upper- or lowercased.) 


To control a device by House Code and Unit Code, the command starts with 
the command execx10. The command is entered using the format: 


xecx10:devices,dimval 


For example, if you want to send a command to two light modules (with the 
addresses of H7 and H8), enter 


exec10:h7+h8,0ON 
To dim device G12 to 50 percent: 
exec10:G12,DIM,50 


Aneventcan be triggered by using the device name. To do this, the command 
follows this convention: 


execx10byname:devicename, dimval 
To turn on the living room lamp, enter 
execx10byname:living room lamp, ON 


Finally, e-mail commands can activate a named event. For example, if you 
have a series of devices connected together in an event, the event can be trig- 
gered using an e-mail command. The syntax for the trigger command is 


triggerevent:eventnam 


For example, if one of our events is called Movie Night and it automatically 
shuts the family room drapes, dims the lights to 30 percent, and shuts off hallway 
lights, we can trigger this via e-mail by sending an e-mail with the subject line: 


triggerevent:movie night 


Figure 15-12 shows an example of a completed e-mail message that will acti- 
vate three X10 devices. 
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Figure 15-12 
A sample e-mail 


message that will turn 


on three X10 devices 


® execx10:f1+f2+h4 ,ON 


> File Edit Yiew Insert Format Tools Message Help 


SS * @bh9s & vy di 


Send Undo Check | Attach — Priority 


To: |mysmarthome@mysmarthome.com 
(ef 
Subject: jexecx10:F1+f2+h4,0N| 


ea ei ve :— ¢= t= = 


Web Access 


HEADS UP! 


You can manage your X10 gadgetry via the Internet by using HomeSeer’s web 
access tool. HomeSeer comes with a built-in web server that generates a web 
page giving yourself and others access to your X10 devices. All the functionality 
achieved through the Windows interface is possible through the web interface. 
This allows you to monitor the status of your devices, plus you can add, delete, 
and edit all your devices and events. 


KA OT ED ACT WR RD IVR 


On the local computer, you can use either the web interface or the Windows interface. 
This is a nice feature, because you can use whichever tool you're more comfortable with. 


Web Server 


To set up the web access, you must first activate HomeSeer’s web server. First, 
you must have TCP/IP installed on your computer. If you aren’t sure, an easy 
way to tell is whether you are able to access the Internet. If you can, then you’re 
all set. If not, refer to your operating system’s Help for information on installing 
it. Once TCP/IP is installed, follow these steps: 


I. Follow View | Options. 
2. Click the Web Server tab, shown in Figure 15-13. 
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Figure 15-13 Options 
The Web Server tab 
is used to set up and 
manage HomeSeer’s 
web server. 


Text to Speech (1s}] Interfaces | Voice Recognition | Power Fail] 
General] Sunrise/Sunset | TVNideo GameTimer | EMAIL Setup {i er | Device Types | 


Control Access 
IV Enable Server Server Port: Web Usemame: Web Password: 


¥ Log logins au 
IV Log errors r Eorce login if server is idle for 


Ree é more than 10 minutes 
Mo. retest Ye, fo" eects [ Allow quest access [~ Guests can yiew events 


I~ Only allow posting to server 
[ Allow access to Jocal filesystem using _/ from web 


Voice Web Page 


[~ Enabled [~ Display all devices 
[No password needed for the following subnets: 


~ Server Stats 
PageViews: [7 2 t—C~S 192.168 


Customize web site... 


3. Enter the server port number. If you aren’t already running a web 
server on your computer, leave the default port number at 80. 
Otherwise, enter a different number (81 is a good choice). Port is a 
commonly misunderstood term. It seems to suggest a port on the back 
of your computer somewhere. In actuality, a port in this context is a 
software device, simply used to keep track of the various functions in 
your computer. 


4. To limit access to your HomeSeer web site, enter a username and 
password. When someone tries to access the web site, they will be 
prompted for this information. 


HH OO 40s shit 

By checking the Force Login box, if the server is idle for more than ten minutes, a user is forced 
to log in again. This prevents some unauthorized person from accessing your X10 system if 
someone leaves the web page open, forgetting to log off. 


5. Check the check box Enable Server. 
6. Click OK. 


HomeSeer’s web server is set up and ready to go. 


Working and Playing Together: The Smart Home Way 317 


TIPS OF 


THE TRADE 


Web Access with a Router 


If youare using a router as part of your home LAN, it might not be possible 
to access HomeSeer from a remote PC. To ameliorate this problem, set up 
your router to forward all requests to the HomeSeer server port to the 
HomeSeer PC IP address. For instance, if the IP address of the PC on which 
HomeSeer is running is 192.168.0.100, and HomeSeer is using port 81, set 
up your router so it forwards all requests on port 81 to IP address 
192.168.0.100. This information can be found in your router’s documenta- 
tion or by contacting the manufacturer. 


Using Web Access 


Figure 15-14 
HomeSeer’s start 
page, using a web 
browser 


HomeSeer’s web interface operates almost exactly like the Windows interface, 
except it has to be coded so it works with a browser interface. Again, the tool 
allows you to manage your Smart Home using either devices or events. To start 
your session, on a remote computer connected to the Internet, enter the IP ad- 
dress of the computer on which your web server is installed (you might have to 
get this information from your ISP). 

If you are using your computer locally, youcan simply enter localhost into 
the URL line on your web browser. 


Device Status Thestart page for your web site shows the status of all your X10 
devices and looks like the one in Figure 15-14. 


4& HomeSeer Web Control - Microsoft Internet Explorer 


File Edit View Favorites Tools Help 


@ sex ~ & [x] (2) » p> Search Favorites QD recia &4 G3 & 


Address |] http;/flocalhost} v| 3c tin! 


HomeSeer Web Control 


Home | Status | Events | Log | Control Device | Poll Device | T¥/¥ideo Game | Setup | Help 


Add Device | Hide Marked | Refresh | Top 


AllLocations ¥ 


Device List 
Location Name Code Type Last Change Control 
Bedroom Main lights H4 Leviton 6381 Unknown ‘on| onjyo% 


Entryway Front door 12 Keypad Unknown [on| orf] 


Motion sensor G8 Motion Sensor Unknown 
Kitchen Lights F2 Lamp Module Unknown on] Off} 0% ¥| 
Living room Table lamp Fi Lamp Module Unknown lon] ont] 0% | 
Living room Motion sensor G6 Motion Sensor Unknown 


@ 22°/SP;?? M:?? F:?? SB:2? Living room Thermostat ll RCS TX15B Thermostat Unknown Heat | Cool Auto | ont] 
Fan Auto 


Fan On 
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Along the top of the Device Status page (as well as the Event List, explained 
in the next section) are a number of hyperlinks. Table 15-2 explains the function 


of these hyperlinks. 
Link Function 
Add Device Allows you to add a new X10 device. 
Add Event Allows you to add a new event. 
Event Log Displays your event log. 


Control Panel 


Brings up a control panel for accessing a specific X10 device. 


Get Device Status Brings up status information from X10 modules that support the X10 
Status Request command. 

TV/Video Game Timer Brings up a form to add or edit users for TV and game timers. 

Setup Brings up a form to allow the configuration of HomeSeer. 

Security If the security panel interface has been enabled, this link calls up an 
image of the security panel keypad. Not all security panel devices 
support this feature, and other links might appear for different 
panel types. 

Hide Marked/Show All Within their Properties dialog box, devices can be marked as hidden. 
Clicking this link allows you to hide those devices. If the link is 
shown as Show AIL, clicking this link will bring them back. 

Refresh Causes all devices to be updated with their current status. 

Log Out This link is available if you’ve set up a username and password. It 
allows you to close out your session when you're completed with 
your web session. 

Top If you click the ON button for a device, the web page will redisplay 
the page from the point you left it. This prevents you from having to 
scroll back to the site of your last device. If you want to go to the top 
of the page and tell the browser to “forget” where you just were, click 
this link. 

Messages If HomeSeer Phone is installed, this will show all your waiting voice 
messages. 

Mail If HomeSeer is using MAPI as your e-mail transport system, you can 
read local e-mail from this link. 

Table 15-2 


Web Access Functions 


Event List 


By clicking on the Event List link, a page (like the one shown in 


Figure 15-15) is called up that displays all your events. The page is divided into 
columns, each displaying different information about your events. The follow- 
ing describe what each column shows: 
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Figure 15-15 
Event list using the 
web interface 


% Events - Microsoft Internet Explorer 


File Edit View Favortes Tools Help 


© pak ~& x] \@) > , ) Search )_¢ Favorites QP Meda & Gly Se =] 


Address \4i8) http:fftocalhost/tope a> Keo 


Mm @ Sunrise: 5:50AM ) Sunset: 8:4 


Home | Status | Events | Log | Control Device | Poll Device | T¥/¥ideo Game | Setup | Help 


Add Event | Hide Actions | Top 


AllGroups  ¥ 
Control Name Trigger Action 
Living room-Table lamp on 
8:32 PM ( 0:15 hr/min before — Bedroom-Main lights on 
| Table lamp-1 punset) Kitchen-Lights on 
Bae Devices Misc Events Scripts Email 
Control Name Trigger Action 
fan] REE RAPE x19 Command.1-Any- Any Run Script(s):  ros_txiSb.thm("StatDecode",I1) 
CS Receive I Lommand j j 
Everyday Devices Mise Events Scripts Email 
Control Name Trigger Action 
Condition Living reom-Motion sensor on 
Run] Motion sensor-1 Time is after sunset Living room-Table lamp On 
Everyday Devices Misc Events Scripts Email 
Control Name Triager Action 


L} Name This column uses the following settings: 


= 


Ly 


1 The Run button forces the event to trigger and execute any 
actions contained within the event. 


J The Event name link calls up a form allowing you to change the 


name of an event, as well as disabling it and marking it as a 
voice command. 


Trigger Clicking on the trigger calls up a page with a list of trigger 
types. 


Action The Action column contains the following settings: 


J The Devices link calls up a page displaying all the X10 devices 
this event controls. 


_1 The Events link calls up a page with all the events that are 
triggered by this event. 


_I The Scripts link calls up a page showing all the scripts that will 
be run when an event is triggered. 


LJ The E-mail link calls up a form, enabling the generation of an 
e-mail when the event is triggered. 
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HEADS UP! 


WLIO IPRA ICRSEV EE VORAMEIV 
Though the preceding was a list of the standard links shown in the action column, 
additional options might be present, depending on any add-ons augmenting the 


application. 


Webcam 


Setup 


In the final section, we'll talk about setting up a webcam to work with your Smart 
Home computer software. Webcams are good tools because you can set up the 
camera to monitor a certain area. For example, if you are wondering who comes 
to your door while you're gone, you can set up a motion detector and webcam 
outside your front door. When the motion detector senses someone approach the 
door, it can send a signal to the webcam to snap a picture or start recording video. 
Then, an e-mail can be dispatched to you at work and you can download the 
image or video from your system. Or, you can simply review the log when you 
come home at the end of the day. 

Webcams are inexpensive video cameras that plug into an open USB port on 
your computer. For instance, the Creative Labs WebCam Pro sells for US$39.88. 
Don’t expect a high definition signal. Since the images are going to be traversing 
the Internet, you don’t want to wait forever for a huge image file to be transferred 
from your home to your remote location. The WebCam Pro offers video resolu- 
tion at 640 x 480 pixels. 

Unfortunately, HomeSeer does not support webcam features (it’s a feature 
that’s starting to gain popularity in Smart Home computer applications). How- 
ever, Web-Link II (which we introduced in Chapter 7) supports webcam functions. 
In order to bring webcams into our Smart Home (and to demonstrate how they are 
set up and monitored), we’re shifting gears a little and using the Web-Link II soft- 
ware. (There’s nothing that says you cannot use two applications [Web-Link IT and 
HomeSeer, for example] for the control of your Smart Home.) 


Setting up a webcam will depend largely on what type you buy. Very simple 
webcams connect to your computer’s USB port, and it’s usually a very simple 
plug-n-play affair. However, the problem with these cameras is that you are lim- 
ited by the length of USB cable as to where you locate them. Because of the way 
USB is designed, the maximum length for a USB cable connected to a video 
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camera is only about nine feet. As such, you might need to only monitor areas 
within nine feet of your computer, or be willing to relocate your Smart Home 
computer somewhere closer to the area you wish to monitor. 

Another option is to buy a wireless camera, like the D-Link Internet camera. 
This camera uses two components—a camera connected to a transmitter and a 
base that connects to the computer. The base does not plug into a USB port; 
rather, it uses an Ethernet connection. The signal is sent from the transmitter to 
the receiver using the 802.11b specification, allowing the camera can be up to 100 
feet away from its receiver. While this is good, there is a downside. The wireless 
camera costs about ten times more (US$499.99) than a USB camera. 

For the sake of this example, we’re going to use a USB webcam. Since our 
Smart Home computer and security system are located in the basement, we can 
position the camera to point out of a basement window to keep an eye on the 
backyard. This will allow us to keep an eye on the family dog and also to see if 
anyone has let themselves into the backyard. 

Setting up a USB webcam is a fairly straightforward affair: 


I. Make sure Windows is running. 
2. Locate the camera where you want it to survey. 


Ensure there is enough cable to reach the computer. If not, think about 
repositioning either the camera or the computer—remember, at most 
you have nine feet of USB cable to play with. 


4. Connect the webcam’s USB plug to an open USB port. 


If you are using a version of Windows that recognizes USB devices 
(Windows 98 and later), you should see a window pop up telling you 
that the device has been recognized. 


6. Depending on your USB camera manufacturer’s instructions, you 
might need to install additional software. In all likelihood, if your 
camera is plug-n-play compliant, you should be ready to go. 


Setting Up the Software 


Setting up the software will depend, of course, on which application you are 
using to monitor your Smart Home and manage your devices. The following 
steps show how to set up a webcam with the Web-Link II package. For more in- 
formation about this particular piece of software, flip back to Chapter 7. 
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Recording 


At the top of the Web-Link II home page are four icons—the leftmost is a video 


camera: 


Viewing 


Click the Camera icon to start the HAI Video-Link Player. When the 
player first starts, the Windows Media animation will be shown in the 


viewer. The viewer will show the status of the video as it is encoded 
and buffered. 


Once the video is buffered, you will see the video in the viewer and 
hear audio if a microphone is connected. 


To record the video coming though the feed, click the Record icon. 


When you've finished recording what you want to record, click the 
Record Stop icon. 


When you're finished using the webcam, click the Close icon. 


When you're ready to watch your videos, click the Videos icon to see a list of your 
recorded videos along with the date and time of the recording. 
Recorded videos are listed two ways: 


= 


= 


By user These are videos that were manually recorded. That is, while 
watching the video feed, the user decided it was worthwhile to record. 


By event These are videos that were recorded based on a 
predetermined event. That is, the system was programmed 
to start recording when an event occurred. 


To play or delete a video: 


suk wn 


Select the video from the list by pointing to it using your mouse pointer. 
Left-click on the desired video. 

The size and length of the selected video are displayed. 

Select the desired remote control button. 

To play the video, press the Play button. 


To delete the video, press the Delete button. You will be prompted to 
confirm your selection to delete the video. 
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Like many other X10 management software applications, HomeSeer is a 
great way to manage, activate, and deactivate multiple X10 devices. In this chap- 
ter, we gave an overview of this software’s use. In Chapter 16, we'll drill downa 
bit more and show how to make detailed, customized events, along with the 
setup of remote controls for the Smart Home. 


TESTING 


1=2=3 


] 
Ly 
L] 


Have you entered e-mail settings appropriately? 
Do the X10 codes on your devices match the codes in your program? 
Do you have TCP/IP installed on your computer? 


Did you establish the X10 interfaces setting to let HomeSeer know which 
type of X10 controller you’re using? 


This page intentionally left blank 


ite IV c& 


Smart Home 
Controls 


Tools of the Trade 


X10 remote control 
X10 control software 


for your Smart Home. Once you've got all these devices in place, you need some 

way to manage them all—either singly or as part of larger multiunit activations. 
This last chapter will focus on ways you can manage your Smart Home devices. 
We'll start with a continuation of the HomeSeer software that we introduced in 
Chapter 15. Next, we’ll show some other devices that you can use to manage your 
X10 gear, such as control panels and remote controls. 


|: preceding chapters, we talked about the different sorts of devices you can use 
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Chapter 16 


Event Programming on Your Computer 


In Chapter 15, we gavea quick and dirty look at how to use HomeSeer’s software 
to set up and manage your sundry X10 devices and events. However, we didn’t 
have the space to talk about crafting specific events to respond when a condition 
is met, like a certain time of day or the activation of another device. 

Since there is no way we can anticipate all your X10 programming needs, this 
section will demonstrate how to create two different sorts of events. The idea 
here is to show you how to set up your own events and program them with your 
computer-based X10 software. Further, these multidevice actions, also known as 
macros can be used in conjunction with the X10 control panels and remote con- 
trols we'll talk about later in this chapter. 


Action When a Motion Detector Is Tripped 


The first example we’ll use is something we demonstrated in Chapter 9 with 
simple hardware settings. With this project, however, we’re using HomeSeer to 
manage lighting levels so a midnight run to the bathroom isn’t dangerous and 
we're not blinded by full-level lighting. 

This project calls for three pieces of hardware: an X10 motion detector (we’re 
using a Version II Wireless Motion Detector, which sells for US$20.99), an X10 RF 
base (which sells for US$24.99); and two X10 light switches with dimmer capa- 
bility. Physical installation follows the steps we’ve covered previously: the 
switches are installed to control the hallway and bathroom lights. The RF base is 
plugged into an AC wall receptacle, and the motion detector is located so it 
covers the hallway. When someone enters the hallway, the lights will turn on to 
25-percent brightness. 

Once these devices have been programmed into HomeSeer (we’re using 
House Code “G” for these projects) a new event is created. In this event, we use 
the trigger of a condition (as shown in Figure 16-1). In this case, the condition is if 
the “Hallway Motion Detector” is “On.” That is, if the motion detector has 
sensed movement, it sends an “on” signal to the RF base. 

However, since we don’t want the lights to turn on just whenever motion is 
detected (for instance, at 2 p.m.) we’ve added two more conditions. Not only 
does the motion detector have to send an “on” signal, but it must also be after 
10:30 p.m. and before 5:30 a.m. To add additional conditions, simply click the 
Add button. 

Next, we click on the Device Actions tab (shown in Figure 16-2). Here, we 
drag the two sets of lights (the hallway lights and the bathroom lights) down to 
the lower pane, also shown in Figure 16-2. 
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Figure 16-1 # Event Properties (Midnight Run) 
An event's Trigger tab 
allows the definition 
of what has to happen 
for an event to start. 


Dial-up Connection | 
Trigger | Device Actions | App/Sound/E mail| Scripts/Speech | Run Events | 


Description ) Voice Command 
Event Name: 
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Type: Group: Disabled x | 
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Disable this trigger [ Delete after trigger 


; T Apply Conditions | to trigger 
Time: 


[Before =ti<“‘t«é‘SY [5 >I: f20 +] jam >] T Web Page guests can trigger 
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Add [ Security 
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OK | Cancel | Help | 


Figure 16-2 # Event Properties (Midnight Run) 
Drag the desired 
devices to the Selected 
Devices pane. 


Dial-up Connection | 
Trigger Device Actions | App/Sound/Email | Scripts/Speech | Run Events | 


Device Selection 
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G1 
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Selected Devices: 


Extended to 25% 
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z S| 


Global x10 - 


No X10 Command z] House fa] 


OK | Cancel | Help | 
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Figure 16-3 

The Device Action 
tab in the event’s 
properties allows 
the user to tell the 
computer which 
devices should be 
activated when an 
event is triggered. 


Double-clicking each device calls up a window, allowing us to establish how 
bright the lights will be. We’ve set both lights at a level of 25 percent. This is 
shown in Figure 16-3. 


§® Device Command: Hall Light (Hallway) 
Command: 
Dim 
Dim Control Time Delay 


% Hours Minutes Seconds 


vi. ¥ 


© Relative 
@ Absolute [~ 


Display 
Set status text to: 


Cancel Help 


When finished setting up the event, click the OK button to save the event 
with HomeSeer. 

Once we've finished in the bathroom and have made it safely back to bed, we 
don’t want the lights on all night—even at 25 percent. As such, we’ve set up the 
lights to turn off after 10 minutes. This setting is made on the motion detector 
itself, which sends an “off” signal to the RF base after a preset amount of time. The 
unit we’re using allows for between 1 and 256 minutes; we set it to 10 minutes. 


Action When a Specific Time of Day Occurs 


The second example shows how you can use HomeSeer to trigger a macro when 
acertain time of day rolls around. This next example shows how the Smart Home 
will behave when Dad comes home from work. Since he walks in the door 
around 5:30 p.m., we’ve set everything to turn on at 5:25 p.m. This gives the 
house a chance to warm up, and gives a little wiggle room in case traffic is light. 
For this macro, Dad likes to have the lights in the entryway and the living room 
on. He also likes the house to be at 72 degrees, and he wants to hear his favorite 
radio station. As such, all this is programmed to occur at 5:25 p.m. on the dot. 
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Remember, because of the complexity of sending commands to a thermostat, thermostats 
require their own dedicated House Code. The appliances, lights, motion detectors, and 
other devices in our examples have all been using a House Code of “G.” However, when we 
add a thermostat to the mix, it is necessary to give it its own House Code. We've chosen “J.” 
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Figure 16-4 

In this example, the 
trigger is a certain 
time of day. 


To set this up, we plug in an X10 appliance module to his stereo (which is 
preset to his favorite radio station); we install an X10 light switch on the entry- 
way light; and plug the living room lamp into a lamp module. Then, it’s time to 
set up the HomeSeer software. 

We created a new event called “Dad’s Home.” The trigger for this event (as 
shownin Figure 16-4) is an “absolute time.” That is, we’ve established the time at 
5:25 p.m. on weekdays. (Other times that can be used include sunrise, sunset, or 
a certain amount of time before sunrise or sunset.) 


#* Event Properties (Dad's Home) 


Dial-up Connection | 
Trigger | Device Actions | App/Sound/E mail| Scripts/Speech | Run Events | 


Description Voice Command 
Event Name: 
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Absolute time / Date | [ [~ Confirm 


Trigger at the given Time and Date Attributes 


f 7 Any Date Disable this trigger [ Delete after trigger 
5 25 ia 


[ Securit: : 
Y |” Web page guests can trigger 


[~ Do not log this event 


Include in power fail recovery 
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Next, on the Device Actions tab, we drag the thermostat, stereo, and both 
lights to the lower pane. There, we simply tell the lights and the stereo to turn on 
at 5:25 p.m. The thermostat is a little different. As Figure 16-5 shows, once the 
thermostat is double-clicked, there are several settings that can be managed. 
First, we set the desired temperature, then tell HomeSeer if we want the fan on, 
off, or set to automatic. We can also set whether the system should be in heat, 
cool, or automatic mode. If we wanted the thermostat to come on some time after 
the event is triggered, we could set up the thermostat on a delay. 
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Figure 16-5 
Setting a temperature 
on the thermostat 


Control 


@ Thermostat Command: Thermostat (Living room) 


Thermostat Control 


@ Set SetPoint SetPoint= 
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C None Time Delay 
Fan 
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Mode 
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© Cool © None 


Set status text to: 


Cancel Help 


Panels 


In previous pages, we’ve talked about how to set up your X10 devices so an event 
on one triggers action on another. Most recently, we’ve talked about using your 
home computer to set up X10 events. Another option for managing your X10 
gadgetry is to use a control panel. These panels are attached to your wall, not 
unlike a thermostat or a control pad for a security system. The difference here, 
naturally, is that the control panel can not only manage your thermostat or your 
security system (assuming both are connected to the X10 system), but it can con- 
trol individual X10 devices or trigger events. 

For instance, when you come home from work at night, pressing a single 
button on your control panel can turn on the entryway, living room, dining 
room, and kitchen lights. Another application might be to have the control panel 
mounted in your family room. When you want to watch a movie, simply press 
one of the buttons and the drapes will automatically close, the lights dim, and the 
television and DVD player turn on. In this section, we'll take a closer look at the 
types of control panels on the market and talk about what they have to offer you 
and your Smart Home. 
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Types 


There are two common types of control panels: wall-mounted and tabletop. The 
only differentiation between the two, really, is that one is stuck on the wall while 
the other sits ona table top. In fact, some control panels can either be mounted to 
the wall or used as tabletop devices. That having been said, there’s good utility to 
both types, and you should weigh the pros and cons of each to find out which 
configuration is best suited to your needs. 


Wall-Mounted 


Figure 16-6 
A wall-mounted 
control panel 


These control panels fit inconspicuously onto your wall. This is nice because it 
gets your controls out of the way. All it takes to control your X10 devices and 
events is to go to the panel and press a few buttons. There are a number of brands 
and models of X10 control panels, each offering varying degrees of functionality. 
Some use small buttons to control your devices and events; others are pretty slick 
and employ touch screens, which allow you to tailor the menus to your specific 
needs. An example of a wall-mounted control panel is shown in Figure 16-6. 


ZONE #0 
ZONE #1 
Remote IR 


Main Page | 


Local IR 


At the top end of the spectrum is a device like the TouchLinc On-Screen Pro- 
grammable X10 Controller. This touch screen device is highly customizable and 
allows you to create your own displays, control up to 72 X10 devices, and create 12 
macros. The device connects to a nearby AC receptacle, or—if you want a neater 
appearance—it can connect to your home’s electrical system via either a doorbell 
chime or the HVAC wiring. The TouchLinc sells for US$399.99. However, if you 
want something a little easier on the wallet, such devices as the KeypadLinc 
(which sells for US$89.99) allow you to control up to eight X10 devices or macros. 
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In order to use the advanced features and macros with some controllers, you might also 
have to invest in a Maxi-Control Console. This device, which sells for US$21.99, allows 
you to set up House and Unit Codes for your stand-alone controllers. It also serves as its 
own stand-alone X10 controller. As always, double-check the product literature before you 
buy anything to determine whether you need to buy a Maxi-Control Console. 


Tabletop 


If you don’t want to mess with cutting a hole or mounting anything to your wall, 
another option is a tabletop X10 controller. These devices look like really beefy 
remote controls and are used to manage your X10 devices and events. These de- 
vices are useful because, unlike a wall mounted unit, you can move them around 
the room or even between rooms. 

One of the more popular devices in this realm is the X10 Maxi-Control Con- 
sole, shown in Figure 16-7. It allows one-touch control of X10 16 devices. 
However, the House Code dial allows the management of up to 256 devices. 


Figure 16-7 
Tabletop X10 
control panel 


The devices are similar in function and features to the wall-mounted units. 
For example, the TouchLinc On-Screen Programmable X10 Controller we men- 
tioned in the previous section need not be mounted to the wall. Rather, it can also 
be used as a tabletop unit. 
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A much less expensive option is an eight-device minicontroller that sells for 
US$11.99. This device can turn on, turn off, dim, or brighten eight devices. Of 
course, you're not getting the level of functionality that comes with the 
TouchLinc. This particular unit does not handle macros on its own, but when 
used in conjunction with two-way X10 controllers, it can be used to trigger 
macros on other devices. 


Setting Up the Control Panel 


Setting up these control panels will differ, depending on the model you pur- 
chase. Some are ready to go right out of the box. For example, the X10 
Maxi-Control Console simply needs to be plugged into an open AC receptacle. 
Then, rotate the House Code dial to that of your X10 device, press the button cor- 
responding to the Unit Code, and press the “on,” “off,” “brighten,” “dim,” “all 
on,” or “all off” button. 

Other controllers are more complex to set up, but this goes hand in hand with 
their utility. For example, programming the TouchLinc On-Screen Programma- 
ble X10 Controller will take some time to work though the onscreen menus. 
However, once you’ve completed the programming, you'll be able to trigger spe- 
cific devices and macros with the touch of one button. 


Remote Controls 


X10 


Control panels are great ways to manage your Smart Home, but they aren’t 
mobile solutions. A good way to manage your X10 devices is by way of an X10 
remote control. Sure, your coffee table is probably filled with remote controls 
that say they’re universal, but there’s always a function on the DVD player that 
isn’t duplicated on the TV’s remote control and vice versa. The last thing you 
need is another remote control. 

However, by using an X10 remote control, you can not only set it up to 
manage all your home’s X10 functions, but youcan also move over all your home 
entertainment remotes so the remote is truly universal. In this final section, we'll 
look at X10 remote controls, the various types out there, and how you can set 
them up to work with your Smart Home. 


X10 remote controls employ two components. The first is a standard-looking 
remote control (shown on the left side of Figure 16-8). Naturally, this is the device 
on which you'll be making your control choices. This unit also houses an RF 
transmitter. This particular model, the Leviton DHC, sells for US$33.99. 
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Figure 16-8 
Leviton DHC X10 
remote control and 
RF receiver 


The second component is an RF receiver. This device (shown on the right side 
of Figure 16-6) plugs into an AC receptacle, like any other X10 device, and re- 
ceives signals and commands from the remote control. This model, the Leviton 
DHC, sells for US$49.99 and can receive up to 16 X10 codes. 

Because these devices use RF transmission instead of IR, you need not be 
standing in front of the receiver to make changes. As long as you’re in range 
(within 100 feet), you can manage any of your X10 devices—even from different 
floors and through walls. 

Not only will the remote control work throughout your home, but you can 
also add additional remote controls for each RF receiver. Each remote will wind 
up controlling the same devices, but it is much easier to locate a remote in strate- 
gic locations in your home than to have to lug it around. Sure, they make holsters 
for remote controls, but that’s just dorky. 


Keychain Remotes 


If you want something a little smaller to run just a couple X10 devices or 

events, consider a keychain remote control. Like other X10 remote controls, 

this employs two components: the remote transmitter and the receiver. 
For example, when you’re coming in the front door after a walk, press 


one of the buttons on the remote (two are “on” buttons, the other two 
manage dimming) and youcan have your whole system set up to turn ona 
few lights, turn up the air conditioning, and turn on the television set. If 
you're using the keychain remote when you are coming in the house, posi- 
tion the receiver in the garage or on an outlet near the front door—this will 
give you the best range. 
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Repeaters 


Keychain remotes have their pros and their cons. On one hand, they 
can be used to manage your X10 gear. On the other hand, you can’t use 
them to change the channel on your television set or change CDs in your 
stereo. However, a bit of ingenuity can add to these devices’ functionality. 
By sending a signal over the RF to X10 receiver, you can have your com- 
puter’s X10 control module “listen” for the X10 command. When that 
command is heard, your computer system can trigger a macro that causes 
a number of X10 devices to activate. For example, maybe when you come 
home, you want to be greeted with music and the lights turned on in the 
entryway. By setting up a macro on your computer to activate these de- 
vices, when you press a button on your keychain remote, these devices 
can be automatically activated. 

If you decide to buy both a “regular” remote control as well as a 
keychain remote, you need not buy two receiver units. If you have enough 
codes left (most receivers allow the use of 16 codes), then you can use the 
same receiver with both your remote and your keychain remote. How- 
ever, if you need more than 16 codes, you'll need another receiver, or you 
can buy a 32-code receiver like the X10 Mega-36 Remote (although this 
will not work with other X10 remotes, but can be used in conjunction with 
other remotes). 


You might discover, however, that your X10 remotes (or other wireless X10 de- 
vices) aren’t picking up signals. To ameliorate this, you might want to consider 
purchasing a repeater. Repeaters, like the one shown in Figure 16-9, retransmit 
signals to an X10 device. 


Figure 16-9 

X10 signal repeaters 
improve the range of 
wireless X10 devices. 
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Repeaters have a 150-foot range and four repeaters can be used together for 
ranges up to 600 feet. These devices sell for US$49.99. These devices also have re- 
chargeable batteries, which makes it possible to use them if the power 
fails—ideal for wireless security systems. 


Programming 


Figure 16-10 
PURO9 5-in-1 
Learning Remote 


There are two modes in which you will likely program your whole-home remote 
control. First, you need to program it so you can manage your home entertain- 
ment system—that is, turn on the television set, change the volume on the stereo, 
and so forth. Second, you'll want to program it so it handles your X10 devices. 
This section explains how to set up your remote control for both activities. 
For this exercise, we'll be programming a PURO9 5-in-1 Learning Remote, like 
the one shown in Figure 16-10. This remote transmits signals in both IR (to control 
your home entertainment equipment) and RF (to control X10 devices). This remote 
sells for US$34.99—and just a reminder, in order to control X10 devices, you must 
buy a separate X10 plug-in RF base. First, we'll set it up to control our Smart Home’s 
home entertainment system, and then we'll configure it to manage our X10 devices. 


Setting Up for Home Entertainment 


The 5-in-1 remote allows you to set up the remote control like most universal 
remote controls. That is, you can look up your component ona sheet provided by 
the manufacturer, and then enter that code into the remote; or, you can scan 
through the remote’s stored codes; or, you can have the new remote “learn” the 
code from the existing remote. 

The steps here will likely be different for other makes and models of 
all-in-one remote controls. However, it should give you an idea of what is neces- 
sary to set up remote control for universal control. 
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(stan Manual Setup 


Turn on the component you want to control (television, DVD player, 
satellite dish decoder, and so forth). 


Press and hold the Setup button until the LED indictor lights constantly. 
Release the Setup button. 


Press and release the Mode button for the device you wish to control. 
The LED will blink once. 


Locate the three-digit code for the device you wish to control on the 
Library Code Table (for instance, an RCA VCR might have the code 342). 


Enter that code into the remote control. The LED should turn off after 
the last digit is entered. 

Point the remote at the device you wish to control and press the Power 
button. The device should turn off. 


Turn the device on again using the remote control and press the 
Channel + button. 


4 8 es LOLI kL 

If the code does not work, you might discover that codes for other models of your particular 
device will work. For example, if you have a SuprPlayr SUX5000 VCR, but the only 
SuprPlayr model listed is the SUX6000 model, give that number a try—it might work. 


Another method is to try searching for the correct code. 


oO. Searching for the Code 


Turn on the component you want to control (television, DVD player, 
satellite dish decoder, and so forth). 


Press and hold the Setup button until the LED indictor lights constantly. 
Release the Setup button. 


Press and release the Mode button for the device you wish to control. 
The LED will blink once. 


Press the Channel + button repeatedly until the device to be controlled 
changes channels. 


If you go past the code, press the Channel — button. 


Press and release the Enter button to complete the setup. 
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If those methods are not successful, the final step with this particular model 
is to “teach” the remote control. 


oO. Teaching the Remote 
If the code for a particular device is not available for this remote, it is possible to 
teach the remote the correct code from the device’s original remote. 
I. Point your existing remote at the PURO9 with a distance of about 1 inch 
between the two. 
2. Press and hold the Setup button until the LED indicator lights constantly. 
Release the Setup button. 


Press and release the Mode button for the device you wish to control. 
The LED will blink once. 


Press and release the Learn button. The LED will blink once. 


6. Press and release the button on the PURO9 that you want to teach (for 
instance, the Play button). 


Press and release the corresponding button on the original remote control. 
Repeat steps 5 and 6 for each button you wish to teach the remote control. 


When you are finished, press the Setup button. 


Setting Up for X10 


The first step is to plug the receiver into an available AC receptacle and fully 
extend the antenna. It’s a good idea to locate this as centrally in the house as pos- 
sible, so you have the best range when trying to change your X10 devices. Set the 
House Code to the letter you will be using for your X10 devices. Since our de- 
vices will be using House Code “G,” we will set the code accordingly. 


aKa Wek RKTT OBL Tees 

The receiver has a port in the bottom to allow the connection of a device, like a lamp. This 
module will allow simple on and off functions, but will not allow a lamp to be brightened 
or dimmed. 
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(sane By default, this particular remote has its House Code set to “A.” However, 
since we’ve already explained why it’s not a good idea to use the first few letters 
of the House Codes, let’s first change the default House Code. 


I. Press and release the X10 button. 


2. Press and hold Setup until the LED lights steadily, then release the button. 


Use the number buttons on the remote’s keypad to select your chosen 
House Code. This number will be equivalent to the letter’s position in 
the alphabet (1 = A,2=B,3=C,4=D,...16 = P). Since the X10 devices 
we wish to control are using House Code “G,” we enter “7.” 


4. Press the Enter button to confirm the new House Code. The LED will 
turn off. 


Controlling an X10 device is straightforward, now. On the remote control, 
simply press the X10 button, then press the Unit Code of the device you wish to 
manage. Next, use the buttons in Table 16-1 to manage these devices. 


Button X10 Function 

On Channel + 

Off Channel - 

Bright Volume + 

Dim Volume - 

All On Power 

All Off Mute 

Tablel6-D 


X10 Functions and Their Corresponding Buttons on an X10 Remote Control 


Advanced Control 


In the preceding section, we talked about Smart Home remote controls. If you 
just shell out the money for the remote control and an X10 receiver, you'll be able 
to do some pretty cool things like turn on lights in the kitchen while you’re in the 
bedroom, or maybe you want to turn on an electric blanket just before your late 
night movie wraps up. These individualized sorts of things are possible with an 
X10 remote, but if you want to do some really advanced stuff (like clicking a 
button on the remote and having all the lights in the family room dim, the televi- 
sion and DVD player come on, and the drapes shut, for instance), you need to 
couple the remote control with some other devices. 
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TESTING 


1-2-3 


For instance, we’ve been big advocates of using a computer-based X10 con- 
trol system. This allows you to set up very detailed and in-depth macros. For 
example, when an X10 command is issued from the remote control and it is 
“heard” by your computer’s X10 interface, it can trigger a macro. 

On the other hand, if you don’t want to mess with a computer, you can still 
employ macros by using a two-way X10 controller. For example, you can use the 
Keypad Linc that we talked about earlier in this chapter to establish scene light- 
ing schemes. However, the best and easiest control over your X10 gadgetry is to 
use acomputer-based X10 control system, as it is easier to set up and much easier 
to manage. 

To control your television set and other home entertainment components 
(automatically that is, not using an IR remote control), you need to connect an 
X10-to-IR Linc transmitter. We talked about this sort of configuration in Chapter 14. 
In essence, you position the X10-to-IR Linc transmitter near your A/V compo- 
nents, then attach an IR emitter to the component and plug it into the 
transmitter. When X10 signals come through the house’s electrical wiring to the 
transmitter, it can be set up to turn on the television, DVD player, or other home 
entertainment components. 

Once you’ve gathered and installed all your X10 devices, the fun part is 
making them do what you want. This section was about showing you different 
ways to get your X10 devices to do what you want, either by using a computer in- 
terface, a remote control, or an X10 controller, or possibly a combination of them. 


1 Do you have new batteries in your remote control? 


1 Are the House and Unit Codes for your X10 devices set correctly on your 
computer software? 


_1 Are the House and Unit Codes for your X10 devices set correctly on your 
control panels or remote controls? 


1 Did you set aside an entire House Code for your X10 thermostat? 


_] When using an X10 remote, are you within range of your RF receiver? 
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Smart Home 
Resources 


corner Smart Home stores around. As such, your best bet is to find your gear 
through mail order or online resources. In this appendix, we'll give youa list 
of Smart Home retailers and their web addresses. 

Also, if you decide you need a little help with one or more of your project de- 
signs or installation, there are a number of places to turn. This appendix lists ways 
to get in touch with qualified contractors, as well as some tips for separating the 
wheat from the chaff. 


Y ou know what Smart Home gadgets are out there, but there aren’t many 


Smart Home Retailers 


There are a number of online stores where you can find your Smart Home devices. 
Some are larger than others, some offer better deals than others. We’ve found the 
best deals, service, and support at Smarthome.com (www.smarthome.com). 
However, if you want to do some shopping around for your Smart Home devices 
and equipment, Table A-1 lists anumber of online resources for your reference. 


Finding a Contractor 


If you decide to find a contractor to help design and install your project, your first 
stop might be turning to the Yellow Pages. However, once you get there, you're 
likely to be overwhelmed by the listings of contractors. They are sorted by spe- 
cialty, like roofers, blacktoppers, and so forth. However, you’re not likely to find a 
subcategory for home automation. As such, there are some good online tools that 
can help you find a contractor to serve your needs. This section talks about those 


341 


342 Appendix 


Name URL Notes 
Baran-Harper Group, Inc. | www.baran-harper.com Canadian distributor of X10 
and DSC security panels 


Bass Home Electronics 


www.basshome.com 


Alarm systems, security, 
and automation systems 


Castle Control www.castlecontrol.com Customized home automation 
software 

Domoselect www.domoselect.qc.ca Canadian resource for home 
automation products 

Eon3 www.eon3.com Australian resource for home 
automation products 

Gadgitz www.gadgitz.co.uk UK resource for home 


automation products 


H-Com International 


www.hcom-intl.com 


Home automation software, 
security, and video products 


Habitek 


www .habitek.co.uk 


UK resource for home 
automation products 


Home Controls, Inc. 


www.homecontrols.com 


Home automation, A/V 
equipment, telephone, and 
security systems 


Home Control Systems, Inc. 


www.homecontrolsystemsinc.com 


Security and home automation 
systems 


Home Tech Solutions 


www.hometech.com 


Home automation, security, 
and A/V systems 


Home Technology Store 


www.home-technology-store.com 


Home automation, security, 
and A/V systems 


HomeAutomationNet.com 


www.homeautomationnet.com 


Home automation, X10, and 
A/V systems 


iAutomate.com 


www.iautomate.com 


Home automation, X10, IR, 
HVAC, and A/V systems 


Laser Business Systems 


www.laser.com 


UK resource for home 
automation products 


Let’s Automate 


www.letsautomate.com 


UK resource for home 
automation products 


People Technology 


Table A-I 


Online Smart Home Resources 


www.peopletechnology.com 


Home automation and 
A/V systems 
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Name URL Notes 

Radio Shack www.radioshack.com Installation tools, cabling, 
and gadgets 

Security and More www.securityandmore.com Security systems 

Smarthome.com www.smarthome.com Complete line of home 
automation systems, including 
X10, security, A/V, and 
telephone systems 

Smarthome Catalog www.smarthomecatalog.com Home automation, security, 
and A/V systems 

Smarthome Systems www.smarthomeusa.com Home automation, security, 
and A/V systems 

Table A-I 


Online Smart Home Resources (continued) 


online tools, then tells you how you can make sure the contractor is really well 
suited for the job. 


Referral Networks 


Because it is going to be difficult to track down contractors who are qualified to 
install home automation equipment, there are a few good online resources to 
help find a contractor in your area. This section examines some of the resources 
you can use to connect with a contractor. 


Smarthome.com 
Smarthome.com offers its referral program (www.smarthome.com/projref.asp) to 
connect Smart Home owners with qualified installers in their area. Following the 
aforementioned link brings you to a page asking you for specific information about 
your project, including personal information, how much you expect the project to 
cost, and the nature of the project. Project categories include the following: 

_1 Home Theater-Remote Controls 

Home Theater-Screens and Projectors 

Home Theater-Speaker 

Home Theater-Whole house audio 

HVAC/Temperature Control 


L] 
] 
L] 
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Lighting 

Phone Systems 
Security-Hardwired 
Security-Wireless 


Surveillance 


OD eee oe 


Whole house automation/programming 


Electronic House Magazine 


CEIDA 


Electronic House magazine offers a listing of custom electronics installers who 
provide customized wiring, lighting, security, home automation, and 
audio/video installation systems. Electronic House’s listing is found at 
www.electronichouse.com/Framesets/EHDealersFS.html. 

When you visit the page, you are presented with a map of America (along 
with links for Canada and international installers). Simply click on your state 
and you'll be presented with a list of contractors in that state. 


A very good resource for finding a qualified home automation contractor is 
through the Custom Electronic Design and Installation Association (CEIDA). 
This is an international trade organization of companies that specialize in plan- 
ning and installing home electronic systems. According to CEIDA, their service 
is superior to flipping through the Yellow Pages because 


_J CEDIA companies subscribe to a strict code of professional conduct 
and ethics. 


_} CEDIA companies tend to participate in continuing education, 
keeping on top of technological advancements. 


By accessing the finder tool (www.cedia.net/homeowners/finder.php), you 
are asked where you live and what type of project you’re pursuing. 


Questions to Ask 


Once you’ve found a contractor (or you’re trying to narrow the field a bit), there 
are several questions you should ask. These questions, courtesy of the folks at 
Smarthome.com, will help you determine if the contractor is what you're look- 
ing for, or if you should keep looking: 
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Are you licensed and bonded? This should be the first question you 
ask a potential contractor. If they are not licensed and bonded and 
they cause damage to your home, you'll have a tough time collecting 
to get the damage repaired. Once they say they’re licensed and 
bonded, check with your state to make sure they really are. 


What is your main area of know-how? It’s a good idea to make sure 
that the contractor’s area of expertise jibes with the project you 
want to complete. While a company may be good at installing 
home security systems, they might not be as proficient with home 
entertainment systems. 


How long have you been in business? You will be able to gauge how 
successful a company is by how long they’ve been in business. If the 
company is relatively new, find out about its installers’ experience. 


Can you provide a list of references? Reputable contractors will have 
a list of previous clients who you can talk to about the company’s 
performance. Be sure to tell them that once the job is finished 
satisfactorily, you'll be happy to be added to their reference list. 
This encourages them to give their full attention to your project. 


How long will installation take? This is important to find out, especially 
if you'll be without power, telephone, your security system, or even 
your home entertainment system. Ask for minimum and maximum 
amounts of time. 


Who will perform the work? Just because you signed a contract with 
this company doesn’t mean they will perform the work. Find out if 
the company will be using trained installers, or if they farm the work 
out to subcontractors. 


Are you familiar with my community's building codes? Most home 
automation projects aren’t going to require permits, but there might 
be some projects that require some in-depth work that will require 
permits and inspections (this is most likely to occur with electrical 
work.) However, it’s best to find out if the contractor knows what 
he or she needs permits for and if inspections are needed. 


Will you put that in writing? Getting a written estimate lets you know 
how much the project is going to cost, but don’t get married to that 
number. There are a number of factors that can cause a project to 
come in at a price over the estimate. It’s also a good idea to ask what 
type of problems arose in similar, previous projects and what kind 

of impact that might have on the bottom line. 
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As we’ve mentioned throughout this book, planning and preparation will 
help you save time, money, and headache with your Smart Home project. The 
same is true when finding your Smart Home gear (check out different stores to 
find the best deals), and it is especially true if you decide to hire a contractor. A 
little time spent checking out some details will help greatly in the end. 
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66 block, 106, 246-248 
See also punch-down block 
802.11a, 27 
802.11b, 27 
802.11g, 27 
802.11x networks, 26-28 


access points, 26, 27, 57-58 
addresses 
IP, 18-20 
X10, 15 
aDSL, 62 
all-in-one cabling, 25-26, 38 
American Wire Gauge, 239 
amplification, 278 
amplified splitters, 276-277 
anchors, 155, 158 
appliance modules, 174 
Asymmetric DSL, 62 
attenuator pads, 267 
audio, 5 
audio/video 
attenuator pads, 267 
audio components, 256-260 
audio connection, 271-274 
audio distribution systems, 258-259 
audio jacks, 270-271 
cabinet, 269 
cabling, 291 
channels and frequencies, 268 
coax transmission, 284—285 
connecting a bedroom to an A/V 
system, 285-294 
connecting block, 292 


connecting hardwired IR remote control 
system, 292-294 

connecting whole-house A/V, 268-279 

customizing jacks, 273 

designing, 32 

different length runs, 277-279 

getting a stereo signal on a budget, 263 

hardwired, 285 

impedance matching volume controls, 
260, 286-290 

IR emitters, 284, 292 

LED light sensor probe, 283 

lowpass filter, 263-264 

low-voltage gang boxes, 272, 286 

modulators, 261, 262-263 

power supply, 292 

RCA audio cables, 269 

remote controls, 282-285, 291-294 

same length runs, 276-277 

sensors, 291 

signal splitters, 261, 264-265 

speaker cable, 270 

terminators, 265 

TV detector probe, 283 

video components, 261-265 

video connection, 274-279 

video detector probe, 283 

video distribution systems, 261 

wireless remote control, 283-284 

wiring, 269-271, 290 

X10 remote control, 282-283 

zones, 265-268 

See also jacks; webcams 


A/V. See audio/video 
AWG, 239 
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bathroom 
heated towel racks, 198-199 
light and fan timer, 199-200 
motion-activated soap dispenser, 
197-198 
toilet Flow Manager, 196-197 
benefits, 7 
broadband connections, 61-65 
budgeting, 39-40 
See also costs 
butt connectors, 77, 111 
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cable modem connections, 62-63 
cabling 
all-in-one, 25-26, 38 
battery testing, 94-95 
buying by the spool, 92 
cable runs for security systems, 
91-95 
Cat 3 cable, 23 
Cat 5 cable, 23, 24, 31, 241 
coaxial, 20-21, 274-279 
continuity testing, 93-94 
easy way to route, 219-220 
fiber-optics, 25, 38 
fish tape, 37, 93 
gauge, 25 
installation concerns, 76-77 
and insulation, 293 
in-wall, 24 
parallel cables, 54 
patch, 24 
RCA audio cables, 269 
running cable, 37 
shielded twisted pair, 22 


speaker cable, 270 
speaker wires, 24-25 
specifications, 22 
splicing, 77 
twisted-pair, 21-24 
UL rating, 25 
unshielded twisted pair, 22 
USB, 54 
cameras, 80 
carbon monoxide (CO) detectors, 82 
Cat 3 cabling, 23 
Cat 5 cabling, 23, 24, 31, 241 
CEIDA, 344 
central office, 65 
clients, PCs, 50-51 
CO detectors, 82 
coaxial cable, 20-21 
costs, 276 
video connection, 274-279 
coffee pot, 4 
computer dedicated to home automation, 
44-45, 46 
concrete anchors, 155 
consoles, 78-79 
cutting into the wall, 120 
installation, 120-123 
placement, 119 
preparing the wall, 118-120 
contractors 
finding, 341-346 
questions to ask, 344-346 
referral networks, 343-344 
control panels, 74-75, 330 
checking the range of, 120 
installation, 100 
mounting, 100-102 
Omni II, 99-108 
setting up, 333 
tabletop, 332-333 
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types of, 331-333 
wall-mounted, 331-332 

cordless phones, 232-235 
Digital Spread Spectrum, 235 
features, 234 
See also telephones 

costs 
adding to new construction, 37-38 
budgeting, 39-40 
coaxial cable system, 276 
comparing projects, 40-42 
evaluating needs and wants, 38 
evaluating your home, 36-38 
financing, 40 
finding bargains, 46-48 
getting a stereo signal on a budget, 263 
Internet connections, 64 
purchasing inexpensive NICs, 53 
renovating an existing home, 36-37 
sample projects, 42-46 
savings, 7 

Custom Electronic Design and Installation 

Association, 344 


fe 
daisy chains, 31 
data networks, 30-31 
designing a Smart Home 
audio/video, 32 
data networks, 30-31 
family members' input, 28-29 
lighting, 29-30 
paths, 30 
security, 29 
telecommunications, 31-32 
Digital Spread Spectrum (DSS), 235 
digital subscriber line. See DSL 
dimmers, 171-173, 188-191 


door /window sensors. See open 
door/ window sensors 

drape controller, motorized, 45, 46 

DSL, 5, 61-62 

DSL Lite, 62 

DSS, 235 

Dual TEC motion sensors, 81 

duplex frequency, 233 


eBay, 46-47 
Electronic House Magazine, 344 
e-mail 
HomeSeer, 302-304 
notification of security events, 143-146 
properties for setting up e-mail 
reception, 303 
end-of-line resistors, 130 
entertainment, 11, 45, 46 
programming remote control for, 
336-338 
working backwards when designing 
systems, 257 
See also audio/video 
Ethernet, 53 
installing for Internet Refrigerator, 195 
Wireless Ethernet, 56 
event programming, 326-330 
action when a specific time of day 
occurs, 328-330 
action when motion detector is tripped, 
326-328 
exterior projects, 10 
gate sensor, 163 
lawn watering systems, 164-165 
motion detectors, 43-44, 46, 80-82 
motion-sensing light, 177-186 
outdoor infrared beam sensors, 84—85 
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robotic lawn mower, 166-167 

water repeller, 165-166 

wireless motion sensors, 167-168 
external temperature sensor, 213 

See also temperature sensors 
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F connectors, 21 

fan timer, 199-200 

fiber-optic cabling, 25, 38 
financing, 40 

fish tape, 37, 93 

FloodStop System I, 200-202 
FloodStop System II, 202-203 
FlowManager, 196-197 
flush-mounted jacks, 244-246 
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gang boxes, 272, 286 

garage, 10-11, 151-152 
adding a Powerflash module, 160-162 
connecting to the security system, 160 
door, 152-153, 154-156 
sensors, 152-159 
temperature, 153-154, 156-159 
X10 devices, 160-162 

gate sensor, 163 

gauge, 25, 239 

glassbreak detectors, 82 

G.Lite, 62 
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hands-free soap dispenser, 197-198 
HCA PowerLinc, 68 
heated towel racks, 198-199 


heating, ventilation, and air conditioning. 
See HVAC 
heavy duty modules, 175-176 
Hierarchy of Needs, 7 
high-speed Internet connections. See Internet 
connections 
high-water detector, 203-207 
HomePro in-line module, 172-173 
home-run wiring, 31-32 
HomeSeer, 12 
action when a specific time of day 
occurs, 328-330 
action when motion detector is tripped, 
326-328 
adding devices, 304-306 
computer requirements, 298 
condition triggers, 311-312 
configuring the software, 300-304 
Device view, 306-307 
e-mail, 313-315 
e-mail reception triggers, 313 
event triggers, 311 
Event view, 307-308 
managing events for multiple devices, 
309-310 
managing events for single devices, 
308-309 
manual triggers, 311 
programming for sunrise and sunset, 
300-301 
setting up e-mail, 302-304 
trial period, 299 
triggers, 310-313 
USB X10 controller, 299 
web access, 315-320 
web server, 315-317 
X10 command triggers, 311 
X10 interface, 300 
See also X10 
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House Code, 15, 212 

HVAC, 45, 46 
multistage systems, 210 
See also thermostats 


indoor temperature sensor, 213 
infrared devices, 28 
integration, 11-12 
interior projects 
dimmers, 188-191 
motion sensors, 186-188 
Internet connections 
always-on, 64 
availability, 64-65 
cable modem, 62-63 
DSL, 61-62 
expense, 64 
high-speed, 61-65 
pros and cons, 63-65 
satellite, 63 
security, 64 
speed, 63 
Internet Protocol. See IP 
Internet refrigerator, 194-195 
in-wall cabling, 24 
IP, 17-18 
address format, 18-20 
addressing, 18 
and the Smart Home, 18 
IR devices, 28 
IR emitters, 284, 292 
IR sensors, 294 
IR signal coax cable splitter / 
injector, 284 
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jacks, 24 


audio, 270-271 

banana, 270-271 

bare wire, 271 

costs, 244 

customizing, 273 
flush-mounted, 244-246 
installation, 239-248 


installing in a home-run system, 


246-248 
RCA, 271 
wall-mounted, 241-244 
wireless, 235-237 
See also audio/video 


Od 


PA 


keychain remotes, 334-335 
KeypadLinc, 331 
kitchen 


Internet refrigerator, 194-195 


Stove Guard, 195-196 
knockouts, 112 
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lamp modules, 173-174 
LANs, 8 
client PCs, 50-51 
components, 50-60 
NICs, 53 
printers, 53-55 
routers, 58-60 
servers, 52 
switches, 55-58 
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wireless, 6 
See also Internet connections; X10 
laundry room 
high-water detector, 203-207 
washing machine leak detector, 200-202 
water heater shutoff, 202-203 
lawn mower, 166-167 
lawn watering systems, 164-165 
leaks, checking for, 203 
Leapfrog Home Network System, 37 
LED light sensor probe, 283 
Leviton Decora Electronic Controls Motion 
Detector Photo Sensor Control, 178-183 
Leviton DHC, 333-334 
lighting, 5, 6, 6-7, 9-10 
controlling a single light, 42-43 
costs, 7 
designing, 29-30 
dimmers, 171-173, 188-191 
installing sensors for lighting 
convenience, 88 
lamp modules, 173-174 
modules, 177 
motion-sensing light, 177-186 
paths, 30 
three-way, 189 
timer, 199-200 
looped wiring, 31-32, 241-246 
lowpass filter, 263-264 
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macros, 328-330 

mapping, 89-91 

Maslow, Abraham, 7 
Maxi-Control Console, 332 
Mini-Clik Water Sensor, 164-165 
modulators, 261, 262-263 


Motion Alert, 167-168 
motion detectors, 43-44, 80-82, 186-188 
action when detector is tripped, 
326-328 
Dual TEC, 81 
hardwired, 187 
Omni II, 112-113 
passive infrared (PIR), 81 
placement, 187 
wireless, 167-168 
X10, 187-188 
motion-activated soap dispenser, 197-198 
motion-sensing light, 177-178 
configuration, 183-186 
connecting the new fixture, 182-183 
installation, 178-183 
preparing the light fixture, 178-180 
removing existing fixture, 180-181 
music, 4, 6 
See also audio/video 
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nail protector plates, 287 
network interface cards. See NICs 
networks. See also LANs 

printers, 54-55 

switches, 55-58 
NICs, 53 
noise blocks, 17 
NuVo Simplese, 258-259 
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octets, 18 

Omni II security system, 98-99 
adding remote support, 138-150 
adding user codes, 128-129 
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adding zones/units, 129-130 

battery installation, 105 

comparison of Omni systems, 99 

configuring communications and 
dialers, 130-132 

connecting the components, 105-108 

connecting the telephone to, 106-108 

connecting to the HAI system, 127-128 

connecting wire, 110-111 

consoles, 118-123 

control panel, 99-108, 120 

controlling from the PC, 126-138 

files, 128 

giving zones and units names, 133-135 

installing PC Access software, 126-127 

monitoring using PC Access, 137-138 

motion detectors, 112-113 

open door/window sensors, 114-116 

placing sensors, 110 

placing wire, 109 

power, 104-105 

powering up, 123-124 

sensors, 108-118 

setting up thermostats, 132-133 

sirens, 116-118 

software setup, 128-137 

terminals, 102-103 

transformer installation, 104 

X10 connection, 105-106 

See also security systems; Web-Link II 

Omni II thermostat, 218-219 

anticipation, 227 

filter reminder, 227 

physical install, 219-223 

Programmable Energy Saver (PESM) 
mode, 227-228 

setup, 224-226 

testing, 226 


OmniLT Controller, 9 

Omnistat RC-80, 4 

open door/ window sensors, 83, 86, 114-116 
outdoor infrared beam sensors, 84-85 
overview, 3-7 


¢ 
parallel cables, 54 
passive infrared (PIR) motion sensors, 81 
passwords, security systems, 127 
patch cabling, 24 
paths, 30 
PBX, 237, 238 
PC Access 
adding user codes, 128-129 
adding zones/units, 129-130 
configuring communications and 
dialers, 130-132 
connecting to the HAI system, 
127-128 
creating a program, 135-137 
files, 128 
giving zones and units names, 
133-135 
installing, 126-127 
monitoring Omni II using, 137-138 
setting up thermostats, 132-133 
setup, 128-137 
using the security system with the 
telephone, 249-252 
PCS In-Line Scene Lighting Module, 177 
pets 
pet door, 45, 46 
"pet-immune" sensors, 6, 82 
water dish, 4-5 
phase couplers, 16-17 
phones. See telephones 
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points of entry, 85-86 

police response guidelines, 29 

pool/spa remote sensor, 213 

Powerflash module, 160-162, 207, 282 

Powermid wireless remote control system, 
283-284 

printers, 53-55 

private branch exchange. See PBX 

protocols, IP, 17-20 

punch-down block, 106, 108, 241, 246-248 

punch-down tool, 246 

PURO9 5-in-1 Learning Remote, 336-339 
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referral networks, 343-344 

Registered Jacks (RJs), 24 

remote controls, 12 
advanced control, 339-340 
audio/video, 282-285 
comparing, 40-42 
keychain remotes, 334-335 
manual setup, 337 
programming, 336-339 
repeaters, 335-336 
searching for the code, 337-338 
setting up for X10, 338-339 
teaching the remote, 338 
Web-Link II, 138-150 
X10, 333-335 

remote monitoring, 217-218 

repeaters, 335-336 

retailers, 48, 341, 342-343 

RG-59 coaxial cable, 20 

RG-6 coaxial cable, 20-21 

RJ-11 jack, 24 
installing in looped configuration, 

241-244 


RJ-14 jack, 24 

RJ-25 jack, 24 

RJ-31X jack, 24 

RJ-45 jack, 24 

RoboMower, 166-167 

robotic lawn mower, 166-167 
routers, 58-60 

running cable, 37 


sample projects, costs, 42-46 
satellite connections, 63 
Scarecrow Water Repeller, 165-166 
screw-in modules, 175 
security 
Internet connections, 64 
and wireless networks, 31, 58 
security stamps, 127 
security systems, 4, 6, 9, 45, 46 
adding remote support, 138-150 
battery installation, 105 
cable runs, 91-95 
calling a monitoring service, 
249-250 
calling your service, 250-252 
cameras, 80 
comparison of Omni systems, 99 
components, 74-80, 91 
connecting the telephone to, 
106-108 
connecting wire, 110-111 
consoles, 78-79, 118-123 
control panel, 74-75, 99-108, 120 
danger zones, 87-88 
designing for needs, 89-95 
evaluating needs, 85-89 
installing software, 126-127 
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mapping, 89-91 

modem connections, 127 

motion detectors, 112-113 

open door/ window sensors, 
114-116 

passwords, 127 

placing sensors, 110 

placing wire, 109 

points of entry, 85-86 

police response guidelines, 29 

power, 104-105 

powering up, 123-124 

security stamps, 127 

sensors, 75, 80-85, 108-118 

serial connections, 128 

sirens, 79, 116-118 

software setup, 128-137 

system size, 88-89 

terminals, 102-103 

testing cabling, 93-95 

transformer installation, 104 


using with the telephone, 248-252 


wiring, 75-78 
zones, 75, 103 
See also Omni II 


Sensaphone, 218 
sensors, 4, 6 


carbon monoxide (CO), 82 
combination, 85, 159 
connecting to, 78 

garage, 152-154 

gate, 163 

glassbreak, 82 

knockouts, 112 


motion, 80-82, 186-188, 326-328 


multipurpose, 159 


normally open or normally closed, 80 


open door/window, 83, 86 


outdoor infrared beam, 84-85 
"pet-immune" sensors, 6, 82 
security system, 75, 80-85 
security systems, 108-118 
smoke, 83 
temperature, 84, 153-154, 156-159 
types of, 29 
water, 83-84, 164-165, 200-207 
wireless motion sensors, 43-44, 46 
Sentrol 6255F Flush Mount SureShot PIR 
motion detector, 186-188 
servers, 52 
web, 315-317 
shielded twisted pair cabling, 22 
signal splitters, 261, 264-265 
sirens, 79, 116-118 
Smarthome.com, 343-344 
smoke detectors, 83 
soap dispenser, motion-activated, 197-198 
spa heater, 5 
SpeakerCraft amplifier, 259 
speakers, 256-258 
cable, 270 
frequency response, 257 
impedance, 258, 260 
ohms, 258 
output power, 258 
physical placement, 258 
sensitivity, 258 
signal-to-noise ratio, 258 
tolerance, 257-258 
and volume, 260 
way, 257 
wires, 24—25 
woofers, 257 
splicing, 77 
sprinklers, 4 
See also water sensors 
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standards, 13-28 
cabling, 20-26 
IP, 17-20 
X10, 14-17 
staple guns, 109 
Steel Fish Tape, 37, 93 
stereo, 5 
See also audio 
Stove Guard, 195-196 
STP cabling, 22 
switches, 55-58 
wired, 56 
wireless, 56-58 


telecommunications, 31-32 
See also telephones 
telephones, 11 

Cat 5 cabling, 241 

combining topologies, 248 

connecting to the security system, 
106-108 

Digital Spread Spectrum, 235 

four-wire cable, 240 

installing jacks, 239-248 

looped systems, 241-246 

multiline systems, 237-238 

PBX,.237, 238 

placing wire, 244 

protecting the phone system from 
power surges, 106 

two-wire cable, 239 

types of, 232-238 

using with the security system, 
248-252 

wire colors, 240 

wireless jacks, 235-237 


wireless phones, 232-235 
wiring, 239-248 
See also telecommunications 

television, 5, 11 

temperature sensors, 84, 156-159 
garage, 153-154 
See also thermostats 

terminators, 265 

thermostats, 4 
control unit installation, 216-217 
controlling with Web-Link II, 

148-150 

dedicated House Codes, 328 
disposing of old thermostats, 220 
external temperature sensor, 213 
with a heat pump system, 217 
indoor temperature sensor, 213 
installation, 214 
Omni II, 218-228 
pool/spa remote sensor, 213 
remote monitoring, 217-218 
selecting the best location for, 215 
setting up, 132-133 
testing, 217 
WODU installation, 215-216 
wiring, 210-211 
X10, 211-217 

toilet FlowManager, 196-197 

TouchLinc On-Screen Programmable X10 

Controller, 331, 332 

towel racks, heated, 198-199 

triggers, 310-313 

TV detector probe, 283 

twisted-pair cabling, 21-24 
categories of, 23 
types of, 22 
uses for, 21 

two-way modules, 175 


UL rating, 25 
Underwriter's Laboratories, rating, 25 
Unit Code, 15 
universal serial bus. See USB 
unshielded twisted pair cabling, 22 
USB, 54 

hubs, 67 
utilities, 11 
UTP cabling, 22 
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Version II Wireless X10 Motion Sensor, 187 
video 
cameras, 80 
recording security events, 146 
See also audio/video 
video detector probe, 283 
voice recognition, 45, 46 
volume controls 
fixing the levels on, 290 
impedance-matching, 260, 286-290 
von Siemens, Ernst Werner, 20 
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wall receptacles, 176-177 
wall switches, X10, 172 
wall-mounted control panels, 331-332 
wall-mounted jacks, 241-244 
war-driving, 31 
washing machine, 5 
leak detector, 200-202 
water heater, 4 


adding a heavy duty appliance module, 


43-44, 46 
shutoff, 202-203 


water repeller, 165-166 
water sensors, 83-84, 164-165 
high-water detector, 203-207 
placement, 204 
toilet FlowManager, 196-197 
washing machine leak detector, 
200-202 
water supply, turning off, 202 
WaterBug sensor, 203-207 
WaterCop, 84 
web access 
functions, 318 
with a router, 317 
using, 317-320 
web interface, 5, 45, 46 
See also Web-Link II 
web server, HomeSeer, 315-317 
webcams, 320 
recording, 322 
setup, 320-321 
software setup, 321 
viewing, 322-323 
Web-Link II 
controlling thermostats, 148-150 
controlling X10 devices, 146-148 
installing, 138-139 
logging in, 139-141 
overview, 141-142 
setting up rules for e-mail notification, 
143-146 
viewing events, 142-143 
webcams, 320-323 
WEP. See Wireless Equivalent Privacy 
whole house blocking coupler, 
212-213 
WiFi. See Wireless Ethernet 
wired switches, 56 
Wireless Equivalent Privacy, 58 
Wireless Ethernet, 56 
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wireless jacks, 235-237 

wireless LANs, 6, 26 

wireless motion sensors, 167-168 
wireless networks, 27 


802.11x, 26-28 

infrared (IR), 28 

RF, 26-28 

security concerns, 31, 58 
switches, 56-58 


wireless phones, 232-235 


Digital Spread Spectrum, 235 
features, 234 


wiring, 8 


audio/video, 269-271, 290 
codes, 288 

colors, 78, 110, 182, 210-211, 240 
gauge, 239 

home-run, 31-32 

installation concerns, 76-77 
looped, 31-32 

marking for later reference, 221 
security systems, 75-78 
splicing, 77 

telephones, 239-248 

three-way lighting, 189 


WLANS. See wireless LANs 


X10 


aie 


advantages, 15-16 

appliance modules, 174 

audio/video, 282-283 

basics, 14-15 

CM11A Activehome Computer 
Interface, 299 

connecting the Omni II, 
105-106 


controller types, 65-66 

controlling X10 devices with 
Web-Link II, 146-148 

costs, 16 

decode table, 212 

developing your own code, 172 

dimmers, 171-173, 188-191 

hardware, 65-67 

heavy duty modules, 175-176 

House Code, 212 

in-line modules, 172-173 

lighting modules, 177 

limitations, 16-17 

locating a good USB port, 67 

Maxi-Controller, 283 

neighbors, 17 

noise, 16 

outlet options, 188 

phase couplers, 16-17 

plug-in units, 173-176 

Powerflash module, 160-162 

remote controls, 333-335 

screw-in modules, 175 

setting up remote control for, 
338-339 

setting up the controller, 66-67 

software, 67-69 

stray signals, 212-213 

stretching out addresses, 15 

thermostats, 211-217 

two-way modules, 175 

wall receptacles, 176-177 

wall switches, 172 

water sensors, 207 

See also HomeSeer 


X10-to-IR Linc transmitters, 340 
Xtra Link 2, 284-285 
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multiple zones, multiple sources, 266 
naming, 133-135 


a 73, 103, 265-266 purpose-made zone systems, 267 
adding, 129-130 single source distributed to multiple 
designing your distribution system, rooms, 266 
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